W, TRADIN@-SOFTW A RE-COLLECTION. COM

Springer Series in Reliability Engineering

Springer Series in Reliability Engineering

Aven - Vinnem

Risk Management

With Applications from the
Offshore Petroleum Industry

~ .
‘@. Sprmgcr

www.forex-warez.com


Andrey
trading software col


Series Editor

Professor Hoang Pham

Department of Industrial Engineering
Rutgers

The State University of New Jersey

96 Frelinghuysen Road

Piscataway, NJ 08854-8018

USA

Other titles in this series

The Universal Generating Function in Reliability Analysis and Optimization
Gregory Levitin

Warranty Management and Product Manufacture
D.N.P Murthy and Wallace R. Blischke

Maintenance Theory of Reliability
Toshio Nakagawa

System Software Reliability
Hoang Pham

Reliability and Optimal Maintenance
Hongzhou Wang and Hoang Pham

Applied Reliability and Quality
B.S. Dhillon

Shock and Damage Models in Reliability Theory
Toshio Nakagawa

www.forex-warez.com



Terje Aven and Jan Erik Vinnem

Risk Management

With Applications from the Offshore
Petroleum Industry

@ Springer

www.forex-warez.com



Professor Terje Aven
Professor Jan Erik Vinnem

University of Stavanger
4036 Stavanger
Norway

TRAEDINE-SOF T ARE-COLLECTION, COM

British Library Cataloguing in Publication Data

Aven, T. (Terje)
Risk management with applications from the offshore
petroleum industry. - (Springer series in reliability
engineering)
1. Offshore oil industry - Risk management 2. Risk
management
1. Title II. Vinnem, Jan Erik
338.2’7282°0684

ISBN-13: 9781846286520

Library of Congress Control Number: 2006940651

Springer Series in Reliability Engineering series ISSN 1614-7839
ISBN 978-1-84628-652-0 e-ISBN 978-1-84628-653-7 Printed on acid-free paper

© Springer-Verlag London Limited 2007

Apart from any fair dealing for the purposes of research or private study, or criticism or review, as
permitted under the Copyright, Designs and Patents Act 1988, this publication may only be reproduced,
stored or transmitted, in any form or by any means, with the prior permission in writing of the
publishers, or in the case of reprographic reproduction in accordance with the terms of licences issued
by the Copyright Licensing Agency. Enquiries concerning reproduction outside those terms should be
sent to the publishers.

The use of registered names, trademarks, etc. in this publication does not imply, even in the absence of
a specific statement, that such names are exempt from the relevant laws and regulations and therefore
free for general use.

The publisher makes no representation, express or implied, with regard to the accuracy of the infor-
mation contained in this book and cannot accept any legal responsibility or liability for any errors or
omissions that may be made.

987654321

Springer Science+Business Media
springer.com

www.forex-warez.com


Andrey
trading software col


Preface

This book is about making decisions in the face of risks and uncertainties. Our
ultimate goal is to arrive at decisions that provide desirable outcomes, but the risks
and uncertainties oblige us to acknowledge that the best we can do is to obtain
confidence in being able to obtain desirable outcomes. At the point of the decision-
making we do not know the future outcomes of the activities (alternatives) that we
are investigating, and the challenge is then, how we should perform the decision-
making process. More specifically, some of the main challenges are:

e How we should identify the relevant decision attributes (quantities related
to costs, safety, health, etc.)

e How we should measure these attributes

e How we should deal with uncertainties in future performance, in general
and through different project phases in particular

e How we should balance the project risk management perspective and the
corporate portfolio perspective

e How we should take into account the level of manageability in projects

e How we should use expected values in risk management

e How we should understand and deal with risk aversion, the cautionary and
precautionary principles as well as the ALARP principle (risk should be
reduced to a level that is as low as reasonably practicable)

e How we should formulate and use goals, criteria and requirements to
stimulate performance and ensure acceptable safety standards

e How we should understand and use analyses, including risk analyses, to
support decision-making

e How we should weight the different attributes, using methods such as
cost-benefit analyses, cost-effectiveness analyses and multi-attribute
analyses

e How we should involve the stakeholders in the decision-making process.
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vi  Preface

In this book we address these challenges. A risk management framework is deve-
loped providing an adequate context for how to deal with these challenges. The
framework comprises

e problem definition (challenges, goals and alternatives)

o stakeholders

e concerns that need to be taken into consideration in the decision-making
process

e identification of which risk and decision analyses to execute and
execution of these

e managerial review and judgement

e the decision.

Risks and uncertainties are key concepts of this framework. Risk is defined as the
combination of the two basic dimensions: (a) possible consequences and (b)
associated uncertainties. This definition is in line with that adopted by the UK
government (Cabinet Office 2002, p. 7). As there are many facets of these dimen-
sions, the framework implies a broad perspective on risk, reflecting, for example,
that there may be different assessments of uncertainties, as well as different views
on how these uncertainties should be dealt with.

Compared to much of the earlier discussion on this topic, the book has a higher
level of precision with regard to the way uncertainty, probability and expected
values are understood and measured. Such a precision level is required to give the
necessary sharpness on what risk management can and cannot do.

The framework gives a structure for classification of risk decision problems,
and a procedure for execution of the related decision-making processes. The
framework provides a check list for what concerns to address when searching for
the best decision alternative. Several classification systems are developed, partly
based on the risk classification scheme introduced by Renn and Klinke (2002) and
modified by Kristensen et al. (2005). This scheme is based on characterisations of
special features of the consequences, such as ubiquity — which describes the geo-
graphical dispersion of potential damages, and persistency — which describes the
temporal extension of the potential damages. In addition to this classification of the
possible consequences, a system for describing and characterising the associated
uncertainties is presented. This system reflects features such as current knowledge
and understanding of the underlying phenomena and the systems being studied, the
complexity of technology, the level of predictability, the experts’ competence, and
the vulnerability of the system.

These classifications are based on features of the two dimensions possible
consequences and associated uncertainties i.e., the risks. In addition we focus on a
third dimension, the level of manageability. Some risks are more manageable than
others, meaning that the potential for reducing the risk is larger for some risks
compared to others. By proper uncertainty and safety management, we seek to
obtain desirable consequences. The expected values and the probabilistic assess-
ments performed in the risk analyses provide predictions for the future, but what
the outcomes will be can be influenced. This leads to consideration of, for
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example, how to run processes aimed at reducing risks (uncertainties) and how to
deal with human and organisational factors and obtain a good safety culture.

The framework is presented in Chapter 3, following Chapter 1, which gives an
introduction to the book using some real life applications, and Chapter 2 which
reviews and discusses fundamental risk management principles and methods.
These principles and methods are related to

e hasic concepts such as probability, risk, risk analysis and risk manage-
ment

e economic principles/theories such as portfolio theory, risk aversion, cost-
benefit analyses

e basic principles of safety management, such as the ALARP, the cautio-
nary and precautionary principles

o the meaning and use of expected values in risk management

e uncertainty handling (in different project phases)

e risk acceptance and decision-making (risk acceptance criteria, ethical
aspects).

The review and discussion are based on recent research related to these topics,
clarifying and challenging some of the prevailing paradigms and methods within
risk management. Chapter 2 provides new insights and perspectives on basic con-
cepts, theories and methods, and the more practical procedures for implementing
them. As an example, we can mention the discussion included on the prevailing
approach to the use of risk acceptance criteria and our alternative approach high-
lighting the generation of alternatives and greater management involvement.

Chapters 4-7 present and discuss several examples of applications, in which the
framework of Chapter 3 is used. Chapter 4 focuses on concept optimisation, where-
as the operations phase is the main topic of Chapter 5, followed by decommis-
sioning in Chapter 6. An application relating to risk indicators on a national level is
discussed in Chapter 7.

In the final chapter, Chapter 8, we discuss the approaches and framework intro-
duced and used in the previous chapters. What are the main challenges and the key
success factors? Specifically we address the importance of understanding the basic
building blocks of risk analysis and risk management, and challenges related to the
implementation of the framework and an ALARP regime.

These applications presume that the reader has a basic knowledge of offshore
installations and operations. Although they may lose some details of how the
systems being studied work and are operated, readers without such knowledge will
also be able to understand and appreciate the main message of these chapters,
including the need for risk reducing measures.

Our starting point is the offshore oil and gas industry, but our framework and
discussion is to a large extent general and could also be applied in other areas.

This book is written primarily for risk analysts and managers, and others
dealing with risk and risk analysis, as well as academics and graduates. To imme-
diately appreciate the book, the reader should be familiar with basic probability
theory. One of our goals, however, has been to reduce the dependency on extensive
prior knowledge of probability theory. The key probabilistic concepts will be intro-
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duced and discussed thoroughly in the book, as well as some basic tools such as
cost-benefit analyses. Appendix A reviews basic ideas on risk and risk analysis.
This makes the book more self-contained, gives it the required focus with respect
to relevant concepts and tools, and opens it up for readers outside the primary
target group. The book is based on, and relates to, the research literature in the field
of risk and uncertainty. References are kept to a minimum throughout, but readers
are referred to the bibliographic notes following each chapter, which give a brief
review of the material covered and related references.

The terminology used in this book is in line with the ISO standard on risk
management terminology, 1SO (2002). Our definition of risk, however, is slightly
adjusted compared to the 1SO standard, as discussed in Section 2.1. Our focus is
the part of risk management addressing HES (Health, Environment and Safety),
and in particular major accidents. When we use the term risk management it is
tacitly understood that we have in mind these types of risks.

This book is important, in our view, as it provides a guide on how to manage
risk and uncertainty in a practical decision-making context and at the same time is
precise with respect to concepts and tools in use. Technicalities are reduced to a
minimum, ideas and principles are highlighted.
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1

Introduction

In this chapter we first review some fundamental concepts and principles of risk
management, as described in the literature and standards, in particular 1SO (2005).
Then we address and discuss some of the most important challenges in risk
management, and point to the need for developing suitable approaches to risk
management and appropriate frameworks. Several examples from the offshore oil
and gas industry are introduced to clarify some main points and support the
conclusions.

1.1 Fundamentals of Risk Management

The purpose of risk management is to ensure that adequate measures are taken to
protect people, the environment and assets from harmful consequences of the
activities being undertaken, as well as balancing different concerns, in particular
HES (Health, Environment and Safety) and costs. Risk management includes
measures both to avoid the occurrence of hazards and reduce their potential harms.
Traditionally, risk management was based on a prescriptive regime, in which
detailed requirements were set to the design and operation of the arrangements.
This regime has gradually been replaced by a more goal oriented regime, putting
emphasis on what to achieve rather than on the means of doing so.

Risk management is an integral aspect of this goal oriented regime. It is ack-
nowledged that risk cannot be eliminated but must be managed. There is an
enormous drive and enthusiasm in various industries and society as a whole now-
adays to implement risk management in organisations. There seem to be high
expectations that risk management is the proper framework for obtaining high
levels of performance.

To support decision-making on design and operation, risk analyses are conduc-
ted. The analyses include identification of hazards and threats, cause analyses,
consequence analyses and risk description. The results of the analyses are then
evaluated. The totality of the analyses and the evaluations are referred to as risk
assessments. Risk assessment is followed by risk treatment, which is a process
involving the development and implementation of measures to modify risk, inclu-

www.forex-warez.com



2 Risk Management

ding measures designed to avoid, reduce (“optimise™), transfer or retain risk. Risk
transfer means sharing with another party the benefit or loss associated with a risk.
It is typically effected through insurance. Risk management covers all co-ordinated
activities designed to direct and control an organisation with regard to risk,
whereas the risk management process is the systematic application of management
policies, procedures and practices to the tasks of establishing the context,
assessing, treating, monitoring, reviewing and communicating risks, see Figure 1.1.

Risk management involves achieving an appropriate balance between realising
opportunities for gains while minimising losses. It is an integral part of good
management practice and an essential element of good corporate governance. It is
an iterative process consisting of steps that, when undertaken in sequence, enable
continuous improvement in decision-making and facilitate continuous improve-
ment in performance.

ESTABLISHING THE FRAMEWORK

ANALYSE RISKS

R BRI

EVALUATE RISKS

MONITOR AND REVIEW

COMMUNICATE AND CONSULT

TREAT RISKS

Figure 1.1. The risk management process (based on 1SO 2005)

Establishing the context defines the basic frame conditions within which risks must
be managed and sets the scope for the rest of the risk management process. The
context includes the organisation’s external and internal environment and the pur-
pose of the risk management activity. This also includes consideration of the inter-
face between the external and internal environments. The context means definition
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Introduction 3

of suitable decision criteria as well as structures for how to carry out the risk
assessment process.

Risk analysis is often used in combination with risk acceptance criteria, as
inputs to risk evaluation. Sometimes the term risk tolerability limits is used instead
of risk acceptance criteria. The criteria state what is deemed an unacceptable risk
level. The need for risk reducing measures is assessed with reference to these
criteria. In some industries and countries, it is a requirement in regulations that
such criteria should be defined in advance of performing the analyses.

Safety management covers all co-ordinated activities designed to direct and
control an organisation with regard to safety. We use the term safety when we
focus on risk related to accidents. Hence risk management includes safety manage-
ment in our terminology. In the literature the terms risk and safety, as well as risk
management and safety management are defined in many different ways, and often
risk and risk management are used in a narrower sense than here; see Henley and
Kumamoto (1983) and Modarres (1993). In safety management emphasis is often
placed on aspects related to human and organisational factors, see Mol (2003),
Thomen (1991) and OHSAS (2000), in contrast to risk management, which has a
tendency to concentrate on the more technical issues.

Similarly we define HES (Health, Environment and Safety) management.
Safety management may be seen as a special part of uncertainty management.
While uncertainty management considers all uncertainties regarding the project
outcome i.e., events with both negative and positive consequences, safety manage-
ment addresses only the uncertainties that can result in accidents. However, safety
management is mainly concerned with low-probability and large-consequence
events that are normally not considered in uncertainty management. Hence safety
management goes beyond what is typically the scope of uncertainty management
(Sandgy et al. 2005).

Following our terminology for risk, uncertainty management is a part of risk
management, although many aspects normally treated in uncertainty management
are not covered by risk management.

1.2 Challenges

Given the above fundamentals of risk management, the next step is to develop
principles and methodology that can be used in practical decision-making. This is
not straightforward, however. There are a number of challenges and in this book
we address some of these:

i) establishing an informative risk picture for the various decision
alternatives
i) using this risk picture in a decision-making context.

Establishing an informative risk picture means identifying appropriate risk indices,

and assessing uncertainties. Using the risk picture in a decision-making context
means definition and application of risk acceptance criteria, cost-benefit analyses
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4 Risk Management

and the ALARP principle (risk should be reduced to a level which is as low as
reasonably practicable).

Risk management involves decision-making in situations involving high risks
and large uncertainties, and such decision-making is difficult as the consequences
(outcomes) of the decisions are hard to predict. A number of tools are available to
support decision-making in such situations, such as risk and uncertainty analyses,
risk acceptance criteria (tolerability limits), cost-benefit analyses (expected net pre-
sent value calculations) and cost-effectiveness analyses (addressing, for example,
expected costs per statistical saved life). However, these tools do not provide clear
answers. They have limitations and are based on a number of assumptions and pre-
sumptions, and their uses are based not only on scientific knowledge, but also on
value judgements reflecting ethical, strategic and political concerns. Some of the
challenges related to these tools are: assessment of uncertainties and assignment of
probabilities, determination of appropriate values for quantities such as a statistical
life and the discount rate, distinguishing between objective knowledge and subjec-
tive judgements, treatment of uncertainties and the way of dealing with intangibles.

Risk analyses, cost-benefit analyses and related types of analyses provide
support for decision-making, leaving the decision-makers to apply decision
processes outside the direct applications of the analyses. We speak about
managerial review and judgement. It is not desirable to develop tools that prescribe
or dictate the decision. That would mean too mechanistic an approach to decision-
making and would fail to recognise the important role of management performing
difficult value judgements involving uncertainty.

Nonetheless, there is a need to provide guidance and a structure for decision-
making in situations involving high risks and large uncertainties. The aim must be
to obtain a certain level of consistency in decision-making and confidence in
obtaining desirable outcomes. Such guidance and structure exist to some degree,
and the challenge is to find the right level.

To discuss these issues in more detail we will look at some examples from the
offshore oil and gas industry. These address:

1) the early phase of development of the oil and gas activity on the Norwe-
gian Continental Shelf in the 1960s and 1970s

2) vyear-round drilling and production activities in the Barents Sea

3) evaluation of two field development projects

4) decision-making related to reserve buoyancy for floating installations

5) the operation of installations offshore, national level

6) the operation of installations offshore, installation level

7) decommissioning of offshore installations.

In Example 1 we will discuss the role of risk assessment and management in safe-
guarding people and the environment. Activities such as diving operations, drilling
and transport by helicopter are high risk activities, but the potential benefits
(incomes) from the activity are enormous — the interesting question to discuss is
then how the various stakeholders (government, oil companies, labour organisa-
tions, ....) should face the safety challenges. What should be the basis for determi-
ning an acceptable safety level? Although formal risk assessments were at an early
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development stage at this period of time, or not present at all, we can discuss their
potential use if such a tool had been available. And to what extent has the
precautionary principle relevance?

Example 2 is similar to the first, but now the field of risk assessments and
management has developed into a more mature discipline. Petroleum activities in
the Barents Sea have up to now been kept to a minimum, as the area is considered
extremely vulnerable from an environmental point of view. The government will
accept year-round activities only if the environmental risk has been found accep-
table.

Example 3 compares and discusses two different field development projects,
subject to reservoir uncertainty and process facility uncertainty. Both projects are
associated with risk caused by the uncertain future oil and gas prices.

Example 4 considers decision-making in relation to whether or not to provide
reserve buoyancy for floating offshore installations, particularly of the semi-sub-
mersible type. Reserve buoyancy is an extra barrier against extreme cases of flood-
ing or severe structural failure.

Example 5 concerns the overall safety level for the total activity on the
Norwegian Continental Shelf. What is the present safety (risk) level, and can we
see some trends over time? What kind of processes are required to assess and treat
the risks for the total activity?

Example 6 discusses how to decide on safety improvements during the
operational phase on an offshore installation. A weakness in the protection of
personnel in case of major fires has been discovered, and what type of decision-
making process should be employed?

Example 7 considers the decision-making process involved in choosing which
decommissioning alternative to implement when decommissioning an entire field
in the North Sea. Among the alternatives is leaving large structures permanently in
place, which has been demonstrated in the past to be a very critical issue.

When deciding whether to start a project, economic evaluations assessing the
future economic performance of a project are performed to strengthen the decision
basis. The Net Present Value (NPV) is a commonly used economic performance
measure in such evaluations. In accordance with the portfolio theory, the NPV
analyses focus on expected values and the systematic risk associated with a project
i.e., uncertainty in factors that, in addition to affecting the cash flows of the
specific project, also affect the cash flows of other projects in the project portfolio.
For a well-diversified company or shareholder, the return and the economic risk for
the project itself is of course of interest, but more important is the effect this
project will have on the return and economic risk for the portfolio as a whole.
Unsystematic risk causes some projects to perform worse and others to perform
better than their expected values, but, if systematic risk is ignored, the portfolio’s
result is approximately equal to its expected value. Negative outcomes resulting
from unsystematic risk are assumed to be outweighed by positive outcomes in the
portfolio.

Uncertainty management techniques are used throughout all phases of a project
to minimise delays and to obtain a high performance. And safety management
activities seek to identify and implement measures to avoid accidents and reduce
accident risk. In contrast to economic project evaluations, uncertainty and safety
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management analyses mainly consider unsystematic risk, i.e., uncertainty in factors
solely impacting the cash flows of the specific project.

Risk and uncertainty are addressed in different analyses and these analyses are
performed by different disciplines throughout the phases of a project. However,
these analyses adopt different and seemingly conflicting perspectives on risk.
While the economic project evaluations focus on expected values and systematic
risk, the uncertainty and safety management analyses concentrate on unsystematic
risk. But why should we deal with unsystematic risk when it, following the port-
folio theory, is not relevant? Why should we identify and control uncertainties in a
project when what matters are just the expected values? What is the justification
for using substantial resources throughout the various project phases in uncertainty
and safety management?

These issues are further discussed in Example 4 and in Sections 2.2-2.5. Of
course, analysts and experts from a specific discipline will see beyond the theories
developed within their discipline. For example, most economists would find
uncertainty management and safety management in a project appropriate even
though these activities focus on unsystematic risks. But there is a permanent
“conflict of interest” between analysts and decision-makers on a portfolio level and
parties on a project level, and to solve this conflict we need to understand the
rationale for the various perspectives. To what extent do the portfolio theory and
economic cash flow analyses provide the full answers to how to make decisions in
projects? Certainly, such theory and analyses are of fundamental importance for
obtaining high performance - no one questions this; the issue is rather the
constraints and limitations of this thinking, and what the consequences of these
constraints and limitations are when it comes to uncertainty and safety manage-
ment in a project. In Chapter 2 we will clarify and discuss these points. More
specifically we will address the following issues:

e To what extent can we ignore unsystematic risks in project management?

e To what extent is the use of expected values relevant and appropriate for
steering project performance measures, such as production figures,
revenues and number of fatalities?

e What is added by the use of uncertainty and safety management?

o What are the key factors justifying uncertainty management and safety
management?

e To what extent are the level of uncertainties and level of manageability
important?

1.2.1 Overview of Cases

Example 1: The Early Phase of Development of the Oil and Gas Activity

Let us go back to the early start of the offshore petroleum activities on the Norwe-
gian Continental Shelf in the North Sea in the late 1960s and the beginning of the
1970s. At this time risk analysis was not established as a tool for describing risk,
but of course, risk and safety were an issue for the government. An acceptable
safety level was required. But what did that mean? There was no explicit
description of risk. Well, the answer was proper safety management as performed
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at that time. And that meant detailed requirements for how to perform and organise
activities, such as drilling operations, and the use of supervisory bodies to ensure
that the conditions laid down for operations were met. No explicit cost-benefit
analysis and utility analyses were performed, but that was not required, as any
evaluation of costs and benefits would give a positive conclusion for starting the
oil and gas activity. The potential societal benefits would be enormous and would
dominate the consequence picture. Accidents could of course occur, but, by intro-
ducing a proper safety management system, the government would ensure that
safety was controlled in a satisfactory way. The precautionary principle did not
apply. Many of the offshore activities were subject to strong uncertainties, such as
the consequences of an oil spill and the long-term consequences for divers. Not
many people nowadays, however, would say that the government made the wrong
decision. Norwegian society would probably have been in a completely different
position than it is today, if the government had taken a different approach.

Clearly, responsibility for the many accidents we have experienced falls on the
politicians (and we have elected them). No competence in risk assessment would
have been required to predict a large number of fatalities (several hundred) and
injuries as a result of the offshore activity. Nonetheless, the government initiated
the activity. The possible advantages were so great that “they simply had no
choice”.

There is an on-going discussion on compensation for the divers who were
involved in the early phase of development on the shelf. There is no doubt that
diving in the North Sea has had its human costs. Many divers have been killed in
accidents and many have incurred long-term health problems. The scientific basis
for concluding these problems are a direct result of diving can be discussed, but
most people would probably consider this not a very fruitful discussion. We cannot
disregard those studies and data that indicate a connection between long-term di-
ving performance and failure symptoms of a neurological and cognitive character.
This is also the conclusion reached by the commission that recently studied the
divers’ case. The commission found that the state and the oil companies are legally
responsible for the health damage inflicted on the divers. The arguments are clear;
those involved were not aware of the possible long-term effects of the diving
operations and management of the risk had not been good enough.

An activity was initiated with substantial uncertainties involved concerning the
consequences. The pattern is typical. The economic incentives are strong, and
uncertainties about the consequences are to some extent suppressed. This latter
point is often due to lack of knowledge, but it is also a result of the traditional
approach to science; as long as no sufficiently large data set is available to clearly
demonstrate a connection between the activity and the damage, people work from
the premise that there is no such connection.

The precautionary principle means that we should wait until we have more
information and have reduced the uncertainties, but in practice this would be
difficult, as the incentives for starting the activities are so strong. But what about
the market mechanisms? Should not salaries and other personal benefits compen-
sate for the risks? High risks should mean a high rate of remuneration. Yes, to a
large extent this is how our society is organised, but these mechanisms do not work
very well in the face of large uncertainties about possible consequences. Insurance
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policies have a role to play here, but they were not available at that time. The
potential for using insurance as an active element in safety management still does
not seem to have been fully explored, at least in Norway.

Now, as a thought experiment, let us presume that existing risk management
frameworks were available in the 1960s. How would the diving situation then have
been approached? Well, undoubtedly, analyses would have been performed
covering risk description and risk perception. But how should the risk be
described? Following a traditional engineering risk analysis approach, estimates of
the real risk would have been computed. Care would have to be shown in dealing
with uncertainty. The estimates would obviously be very uncertain as the database
would be very limited and the models used to reflect the phenomena under study
would not be very accurate. Presenting and communicating risk estimates in such
situations has proved difficult, and often the focus remains on the estimates and the
uncertainties are more or less ignored. In that way a stronger message from the
analysis is obtained, stronger than justified. An attempt to describe the uncertain-
ties may be made, but the problem is that a full uncertainty analysis is extremely
difficult to carry out, and in cases like this it would result in very wide intervals for
the risks. The message from the analysis is then substantially reduced. The
uncertainties become so large that the message is in danger of distortion.

The choice of performance measures is important. Typical candidates would
have been:

a) the probability that a diver is Killed in an accident in one operation (p,)
b) the probability that a diver would experience health problems (properly
defined) in a certain period of time due to the diving activities (py).

In both cases there are uncertainties involved, and most in case b), as the
underlying phenomena are not well understood. Let us say that the analysis
provides estimates for these two situations that are 1%. For the traditional
engineering approach to risk analysis, this number should be discussed in relation
to the real risks. But that would result in uncertainty intervals for this number that
are extremely wide, for example (50%, 0.05%). The conclusion is that the risks are
very uncertain.

The above two probabilities p, and p, provide some information, but as the
uncertainties are large, other performance measures should also be addressed, for
example the proportion of divers incurring health problems. Let X; be 1 if diver i
experiences health problems and 0 otherwise, and let Y be the total number among
n that experience health problems. Then we see that Y is the sum of the X;s and the
proportion is equal to Y/n.

Now, the risk presentation of the probability in case b), py, is equal to the mean
probability within the group of divers, that is:

Pp= Zi P(X,=l)/n

which may also be written as EY/n.
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To describe risk, however, it is not sufficient to address mean values, such as EY/n.
We need to look at the probability distribution of the proportion Y/n. If there are
large uncertainties related to the phenomena involved, this might not be properly
reflected in the mean values but in the distribution. In our case, we may for
example assign a probability of Y/n greater than 50% to be, let’s say, 20%. The
point here is not the numbers but the way of thinking. To avoid too detailed
analysis we could simply say that there is a large probability, say minimum 10%,
of having a significant number of divers experiencing health problems. To obtain a
clear message, that might have been sufficiently accurate.

We see that there are many difficult challenges related to assessing uncer-
tainties and expressing risks. There are different perspectives on risks and uncer-
tainties and these have to be understood if we are to be able to obtain the necessary
clarification and guidance. We refer to Section 2.1 and Appendix A.

Now let us look at cost-benefit analyses and cost-effectiveness analyses, and
suppose that these analyses are to support a decision on getting more information
about the possible long-term consequences of diving before further activities are
run. Then we need to specify the statistical expected economic loss due to the
diving operations, and compare these figures to the expected costs, depending on
whether the activities are run as planned or deferred. Clearly, such analyses would
conclude that it is not cost-effective to defer activities. The expected cost contri-
bution from possible health problems in the future would be marginal compared to
the costs of deferring the activities. No detailed analysis would be required to show
this. And, using the economic principle of discounting future costs, the net present
value of health problems some 30 years ahead would be negligible.

Similar conclusions would have been reached if cost-benefit analyses and cost-
effectiveness analyses had been used to support the decision on starting activities
on the Norwegian Continental Shelf.

The analyses thus provide a clear recommendation as to what the best decision
is, but the decision-maker naturally has to see beyond the analyses. In the face of
large uncertainties, no mechanistic procedure can be adopted based on the use of
analyses. Ethical and political aspects need to be considered and to do so we must
base our approach on much broader perspectives than formal engineering and
economic analyses.

We now leave the pioneering time of the industry and look at a problem rele-
vant today. Norwegian offshore oil and gas activities are now in a different stage,
with a safety management system incorporating risk thinking. During the late
1970s and 1980s risk analyses were introduced as a decision-supporting tool and
by the 1990s they were an integrated element of the regulations and the safety
management systems in the industry. We will address this more in detail in the
following example.

Example 2: Year-round Petroleum Activities in the Barents Sea

The Norwegian Government has recently presented a consequence analysis of
year-round petroleum activities in the Barents Sea north of Norway. As a part of
the analysis a number of sub-analyses have been carried out, including analyses of
the consequences related to the environment, employment and fisheries. A special
study has been performed on the risk of major hydrocarbon releases to the sea.

www.forex-warez.com



10 Risk Management

The Government and the Petroleum Safety Authority in Norway, which
answers to the Government on matters relating to resource management, and safety
and working environment for the petroleum activities on the Norwegian
Continental Shelf, are positive to continuous operations. The conclusion is that the
activity is acceptable from an environmental risk point of view.

But what does this mean? What is the basis? The arguments can be briefly sum-
marised as follows:

The probability of accidental spills in the Barents Sea is no greater than on
other parts of the Norwegian Continental Shelf. The physical environment does not
present significantly greater technical or operational challenges than players face
elsewhere on the Norwegian Continental Shelf.

There is very positive experience during 40 years of petroleum activities on the
Norwegian Continental Shelf. Some 1,000 wells have been drilled over almost 40
years — including 61 in the Barents Sea — without any accidental spills which have
had environmental consequences. Only one serious blowout has occurred during
the operations phase over the same period — the Ekofisk Bravo accident in 1977 —
and only one significant spill from oil and gas pipelines. The latter relates to a
loading hose left in the open position on Statfjord B in 1992, when 900 cubic
metres of oil were discharged. Based on historical records, a probability of 1-10%
is calculated for an oil release during the period 2005-2020, depending on future
activity level.

Existing technology ensures that the Government’s ambition about no releases
to sea from drilling operations can be achieved.

In other words, the daily releases to sea will be negligible and the probability
for an uncontrolled release is so small that it is judged acceptable.

The government concludes that it is environmental issues that decide whether
year-round operations should be accepted or not. Is this really the case? Environ-
mental issues obviously play a key role. But there are no clear answers to what is
acceptable from an environmental risk point of view. Is not the point that what is
acceptable is related to all aspects of the activity and in particular the benefits that
such an activity would generate in terms of income, employment, etc.? The judge-
ment is that risk is relatively small and that the positive consequences compensate
for this risk. The fact that the conclusion is as it is, is a result of how the conse-
guence aspects are weighted i.e., the issue is more about ethics and politics than
technology and science. On a scientific basis, no one can say it is wrong to expose
vulnerable areas to possible oil releases by starting year-round operations in the
Barents Sea, but this conclusion can be reached through a value judgement.

It is essential to distinguish between facts, analyses and evaluations concerning
risk, and value judgements and politics. Facts are related to what has happened
e.g., the accidents that have occurred on the Norwegian Continental Shelf and
worldwide.

Blowout risk is calculated. The calculations are evaluations based on facts. But
the risk numbers are not facts. A risk analysis consultant has expressed the proba-
bility of certain accident events occurring, including blowouts. The quantification
is based on statistics worldwide. Clearly, evaluations are required to determine the
proper population for comparisons. A number of assumptions need to be made to
allow us to obtain relevant data and at the same time a sufficient volume of data.
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Unfortunately, these two concerns are conflicting. If we restrict attention to the
North Sea, the data set is too small. If we include the Gulf of Mexico, we obtain
more data, but then the issue is relevance. The consultant makes his best judgement
and specifies a probability of 1-10%, based on a number of assumptions. Other
assumptions and other consultants would have given other judgements. Perhaps,
not so much in this case, but the principle is the important aspect here. The
numbers are evaluations and not facts. The consultant indicates that the numbers
may be conservative, since they are based on historical data and do not reflect the
improvements that have been made and are being made for the activities. Again,
this is an evaluation, and not everyone would agree with this conclusion.

The increased focus on cost reduction that we have seen in recent years in the
oil and gas industry may have led to a worsening of the safety level. It is also
important to note that using statistics may result in low risk numbers, as this does
not include contributions from hazards we have not yet experienced.

Now, what do these judgements and evaluations mean? We have to put the
numbers and the message from the consequences analyses into a context. We have
to interpret the results, and that we do in the light of our value frames and our
political goals and ambitions. Then the conclusion may be that the risk is no
greater than what we can live with, given the possible implementation of some risk
reducing measures. We are facing some possible damage but not loss of irre-
versible values. In most cases, nature would eventually restore itself. The positive
consequences compensate for the accident risk. Alternatively, we may conclude
that the risk is large. We would not wish to initiate an activity implying a risk of up
to 10% of serious environmental damage in this area.

An important factor influencing our conclusion is our attitude to uncertainty.
We do not know what the outcomes of year-round activity in the Barents Sea will
be. There is considerable uncertainty as to what will happen. One strategy for
dealing with this uncertainty, common among many environmentalists and some
political parties, is to completely avoid the activity in such cases. As long as there
are considerable uncertainties, let’s not take any chances, is the main line of
thinking. These concerns may relate to possible environmental damage in the area,
but also to an anticipated increase in discharges to the air through increased oil
activity. Such a strategy would normally reflect a strong risk aversion attitude and
application of the precautionary principle.

Others adopt a more offensive approach to uncertainties and risk. The driving
force is what the activities generate of benefit for society and individuals. To make
this clear, we cannot build roads in Norway if we do not accept risks. And we
cannot build offshore installations if we do not accept that there is a chance of
accidents occurring, resulting in fatalities and/or environmental damage. But the
added value of these activities is so large that in most cases we would go ahead
anyway. If we do not take any risks, there is no life, as all human activities are
exposed to possible losses and harm. In a cultural framework, society has strong
elements of the entrepreneur prototype.

We refer to Appendix A for further discussions on the issues raised in this
example. Section 4.1 considers a more detailed example from the same region, and
decision-making relating to optimisation of the production concept for one of the
fields in the region.
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Example 3: Evaluating Two Different Field Development Projects

Consider an oil company that is evaluating two different field development pro-
jects, denoted project | and project Il. Both projects concern satellite fields
designed to be connected to production installations of already developed fields,
they are both in the same economic order of magnitude and have about the same
timeframe. Assume that the company will invest in only one of the projects.

There are challenges related to both projects. Project | involves drilling in a
reservoir with a narrow pressure margin i.e., during the drilling operations well
pressure must be kept within a small pressure interval. Staying within the pressure
margin is difficult as the well pressure will not be entirely constant during drilling,
but will fluctuate somewhat. The result of the narrow pressure margin can be a
blowout and the consequences of a blowout can be large in terms of loss of life,
environmental damage and economic consequences. The probability of a blowout
is considered small, but there is a limited potential for further reduction.

For Project Il, the reservoir conditions are not so difficult, but there are
challenges related to the process facility on the existing installations. The well
stream from the satellite field can turn out to be substantially different from the
well stream from the main reservoir, and this can cause problems. However, if the
necessary modifications to the existing process facility are implemented, large
problems can probably be avoided.

Both projects are associated with risk caused by uncertain future oil and gas
prices, and this uncertainty has a large potential for affecting the profitability of the
projects.

The reservoir uncertainty and the process facility uncertainty are considered as
unsystematic risk. The difficult reservoir conditions associated with project | will
only affect this project. The uncertainty about whether the existing process facility
will handle the well stream from the satellite field, will only affect project Il. The
uncertainty about the future oil and gas price differs to some extent from the
reservoir and process facility uncertainties. The oil and gas price uncertainty will
affect both projects, and probably also other projects the oil company has interest
in. Diversifying against oil and gas price uncertainty is difficult as these prices
affect a large part of the economy.

Assume that economic project evaluations are performed for the two projects,
in line with the approach traditionally adopted for such evaluations. The result of
the analyses is the expected net present values E[NPV], and E[NPV],;. The recom-
mendation from the analyses would be to choose the project with the highest
E[NPV].

But are the expected NPVs sufficient information when deciding which of the
two projects to start? Of course not, other factors would be considered, for example
the low-probability, but large-consequence event blowout. A blowout will probab-
ly have marginal effect on the E[NPV(r,)];, but if this event were to occur, the
consequences for the project would be large. Can the consequence of a blowout or
other events with extreme negative consequences always be outweighed by other
projects in the portfolio? And what about the probability and consequences of such
events? Low probabilities and large consequences are difficult to assign and the
values used are based on a number of assumptions and suppositions. Another
analyst or group of analysts may produce other probabilities and consequences and
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thus a different expected NPV. The computation of the expected value of the NPV
is not an objective process, but depends on the assessors’ judgements, and their
basis.

And what about the level of uncertainty and the degree to which uncertainty
can be affected i.e., the level of manageability? This information is not reflected in
the expected NPVs. But is the level of uncertainty and manageability important in a
decision-making context? If proper uncertainty management offers a large poten-
tial for reducing the probability and consequence of process facility problems, is
this a reason for choosing project 11?

We refer to Section 2.5 for further discussion of this example.

Example 4: Provision of Reserve Buoyancy in Deck Structure

The semi-submersible mobile drilling unit Ocean Ranger capsized on 15.2.82 in
Canadian waters. The ballast control room in one of the columns had a window
broken by wave impact in a severe storm. The crew had to revert to manual control
of ballast valves, but were probably not well trained in this and in fact left the
valves in the open position for some time, when it had been assumed that they were
in the closed position. Correction of this failure did not occur sufficiently soon to
avoid an excessive heel angle. As a result, the rig could not be brought back to a
safe state because only one ballast pump room was provided in each pontoon, at
one end.

In their regulations from the early 1980s, the Norwegian Maritime Directorate
(NMD) stipulated a requirement for reserve buoyancy in the deck, as an extra
barrier against capsizing if extensive water filling of several ballast compartments
should occur.

Mobile offshore units, including floating production units, have for more than
20 years been designed with reserve buoyancy in the deck structure, in accordance
with NMD regulations. Mobile offshore drilling units appear, as a general rule, to
be designed according to NMD regulations.

In regard to floating production units of the semi-submersible type, there has
for some years been a tendency to question this requirement. Is it really mandatory
to install this barrier, or can the regulations be deviated from based upon perfor-
mance of risk assessments? A few installations have recently been installed with-
out this barrier. We refer to Chapter 4.

Example 5: Status and Trends of the Risk Level Offshore

In 1999, the Norwegian Ministry (Ministry of Labour and Government Admini-
stration) responsible for safety asked the Norwegian Petroleum Directorate (now
the Petroleum Safety Authority) to develop an approach — a methodology — for
assessing the safety level and identifying trends for the offshore oil and gas activi-
ties on the Norwegian Continental Shelf. The aim was to characterise the safety
(risk) level for the total activities. The purpose was to improve safety by creating a
common understanding and appreciation of the safety level and thus provide a
basis for decision-making on risk reducing measures. At the time there was much
discussion in the petroleum industry as to the actual status of activities in terms of
safety and risk. The labour organisations and also others were not very happy with
the situation, whereas the oil companies found the safety level very good. It was
difficult to see that the conclusions were based on evaluations of the same activity.
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The task therefore was partly to establish a common basis, data and methods, for
evaluation of the safety level and trends.

This task created a lot of discussion on how to approach the problem. It was not
obvious how to solve it. Some people looked for objectivity and methods capable
of revealing the truth about safety and risk level. Only if such methods could be
developed could consensus be established, it was said. A traditional engineering
approach to risk was the thinking, although this was not explicitly articulated.
Further discussion, however, revealed that such an approach was not adequate.

The method eventually adopted was to apply an integrated approach, using
input from various risk perspectives. Below, we briefly outline and discuss the
main features of this approach. We restrict attention to large-scale accidents lea-
ding to fatalities.

The starting point for the assessment should be the measurement of some histo-
rical accidental events. As far as possible, these data should be objective. It was
acknowledged, however, that assessment of the safety level could not be based on
hard data only. As safety is more than observations, it was necessary to see behind
the data and incorporate additional aspects related to risk perception. A full risk
picture cannot be established in an objective way. A broad perspective is required.
We need:

observational data (facts)

risk analysis descriptions

perceived risk information

judgements made by people with special competence

expert groups

group of representatives from the various interested parties to build trust
and consensus.

Basically, there are three categories of data (which provide different types of infor-
mation) that can be used:

o losses expressed e.g., by the number of fatalities

e hazardous situations expressed e.g., by the number of major leaks and
fires

e events and conditions on a more detailed level, reflecting technical, orga-
nisational and operational factors leading to hazards.

But each of the categories shows just one aspect of the total safety picture, and
seen in isolation, data from one category could give a rather unbalanced view of
the safety level. It was therefore decided that data from all three categories should
be incorporated.

A vast number of large-scale accident scenarios could occur in the offshore oil
and gas industry, but we have (fortunately) not observed many of these accidents.
Using the historical, observed losses, as a basis for the risk assessments could
therefore produce rather misleading results. On the other hand, using the events
and conditions on a detailed level, as a basis, would also be difficult as such data
could be of poor quality. Do the quantities reflect what we would like to address?
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Is an increased number of observations a result of the collection regime or the
underlying changes in technical, organisational and operational factors?

Hazard measurements were considered to provide the most informative source
for assessing the safety level. There were not thought to be any serious measure-
ment problems and the number of observations was considered to be sufficiently
large to merit an analysis.

The methods used included interviews and questionnaires designed to elicit
information on risk-related behaviour, working environment and conditions, safety
management, attitudes and culture, and any underlying factors.

A group of recognised people, with strong competence in the field of risk and
safety, was established to evaluate the data observed. These data include the event
data and indicators mentioned above as well as other data, reflecting for example
the performance of the safety barriers and the emergency preparedness systems.
Attention was also given to safety management reviews and results from analysis
of people's risk perception.

On the basis of all this input, the group draws conclusions on the safety level,
status and trends. In addition, a group of representatives from the various interested
parties discusses and reviews important safety issues, supporting documentation
and views of the status and trends in general, as well as the conclusions and
findings of the expert group. The message from these two groups together provides
a representative view on the safety level for the total activity considered. And if
consensus can be achieved, this message then is very strong.

Again we are faced with a problem of how to assess uncertainties and describe
risk, as well as dealing with the results. A particular approach was adopted in this
case, but there are alternatives. What is the rationale for the choice made and what
are the challenges related to defining and implementing such an approach? These
issues we will discuss further in later chapters, in particular Chapter 7.

Example 6: Safety Improvement of an Installation in the Operational Phase

The case study is related to an existing platform which is part of a so-called
“production complex” i.e., with bridge linked installations. The platform in ques-
tion is a production platform. The scope of the case is the addition of some new
production equipment, which will have an impact on risk level. New equipment
units means additional potential leak sources, of gas and/or oil leaks which may
cause fire and/or explosion, if ignited.

The operator in question had as its sole goal in the present case to satisfy the
risk acceptance limits. The FAR value limit (FAR < 10) was rather relaxed and no
challenge for the design. The relevant regulations contain requirements for maxi-
mum annual impairment frequencies, for certain defined so-called “main safety
functions”. One of these functions is the need to provide safe escape ways from
hazardous areas back to safe areas for a certain period after initiation of an incident
or accident. This is called the “escape ways” main safety function. The maximum
annual impairment frequency (probability) for main safety functions is 1 - 10 per
year. The escape ways may be impaired by several mechanisms i.e., through
physical obstructions (blocking) due to severe structural damage, as well as
through temporary conditions whereby the escape ways are rendered impassable
due to high heat loads and/or dense/poisonous smoke.
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The resulting frequency of escape way impairment for the base case design was
significantly higher than the acceptance limit, 1 - 10™ per year. However, due to
the fact that new regulations are not given retrospective applicability in Norway,
the current limit for impairment frequency can not be made binding for the
installation in question, which was designed several years before the current
regulations came into force.

The operator interpreted the values for the impairment frequencies to mean that
an acceptable solution would be that no further increase in the escape ways impair-
ment frequencies should result from the addition of new process equipment. A
minimum solution to the decision problem was to adopt risk reduction proposals
with no really significant effect on safety.

The Norwegian regulations require companies to perform ALARP evaluations,
but lay down very few requirements as to how this must be implemented or
documented. Many companies will claim that ALARP evaluations have been
performed, but there is no documentation of the evaluations that have been carried
out. In this case too, the company claimed that ALARP evaluations had been
performed. The authorities were not happy with the solution proposed, because it
did not address the fundamental issue, but had no legal basis for acting.

The decision to be made is whether or not to install additional fire protection
for personnel in order to reduce expected consequences in the rare event of critical
fires on the platform. We refer to Chapter 5.

Example 7: Choice of Decommissioning Alternative
This example relates to the choice of decommissioning alternative for offshore
installations, using the Frigg facilities as a case.

Offshore structures must normally be removed when the production of field
reserves has been completed, according to the OSPAR convention (OSPAR, 1992).
Structures exceeding 10,000 tons may on be left in situ, depending on a so-called
“OSPAR process” based upon acceptance of the solution by all the countries that
have signed the treaty. The process further requires recommendation by the
relevant national authorities, based upon a comprehensive public hearing of the
Environmental Impact Assessment and the Disposal options and plans.

The selection of disposal options for large offshore structures (exceeding
10,000 tons) is a complex process, with many stakeholders. On the one hand we
have the operator acting on behalf of the licensees, who have been the owners of
the facilities to be disposed of. The Government, on the other hand, will usually
cover 70 - 80% of the costs, as a consequence of the tax regimes. Political authori-
ties therefore, explicitly and implicitly, have very strong interests in the decision-
making. This is also made very clear through the OSPAR rules for decision-mak-
ing, where the agreements are between states and not between private companies.

The final decision-makers in this case are the countries that have ratified the
OSPAR convention, based upon recommendations from the state with jurisdiction
over the structures, UK and Norway in the present case. The Frigg facilities have
been a major source of gas production in Europe for about 25 years. The Frigg
field straddles the boundary between the Norwegian and the UK Continental
Shelves in the North Sea and the operation of Frigg has therefore been in
accordance with both UK and Norwegian legislation. Production started in
September 1977 and stopped on 26 October 2004.
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The public at large may sometimes also become a stakeholder through the
involvement of NGOs. This was clearly demonstrated in the Brent Spar case
(Greenpeace, 1996), where the public punished the Shell company all over Europe,
through different forms of actions against petrol filling stations. We refer to
Chapter 6.

1.3 Summary and Conclusions

The above introduction and examples have presented some of the challenges
related to risk management, particularly how to assess risk level and how to deal
with the risks. The examples and cases will be further discussed in the coming
chapters. The established standards such as AN/NZS 4360 (2004), BSI
(2000,2001) and ISO (2005), provide a starting point but give no firm guidance on
how to deal with the many problems of structuring and implementing risk
management. To be able to give such guidance there is a need for a thorough
understanding of the rationale of risk management, as discussed in Section 1.2 and
summarised in the preface. Chapter 2 provides this rationale, and is the basis for
the framework for risk management presented in Chapter 3.

The examples have demonstrated the need for clarification on what risk is, how
to express risks and uncertainties, and how to take uncertainties into account in the
decision-making processes. It is essential to put the risk assessments and risk
treatment in the proper context, to ensure that the different concerns are adequately
reflected. This means, for example, that a portfolio perspective is used whenever
appropriate. On the other hand, the limitations and constraints of the various
theories and methods need to be understood, to avoid a naive implementation of
the tools.

Bibliographic Notes
Examples 1-3 are based on Aven and Kristensen (2005), whereas Example 4 is
taken from Sandgy et al. (2005). 1SO (2005) is the basic reference for Section 2.1.

www.forex-warez.com



This page intentionally blank

www.forex-warez.com



2

Risk Management Principles and Methods — Review
and Discussion

This chapter reviews and discusses fundamental issues in risk management, related
to concepts, principles and methods used. We start in Section 2.1 by summarising
alternative perspectives on risk, including the prevailing perspectives adopted in
engineering, economics and social sciences. A basic distinction is made between
the classical approach to risk and probability and the Bayesian approach or
paradigm. For readers not familiar with this basic distinction, we refer to Appendix
A, which gives a detailed review of these two approaches. Section 2.2 gives an
overview of some fundamental economic principles, theories and methods of rele-
vance for safety and risk applications. These include the expected utility theory,
cost-benefit analyses, cost-effectiveness analyses and the portfolio theory. This
section also discussed the concept of risk aversion in safety management.

Section 2.3 addresses the cautionary and precautionary principles. The “cautio-
nary principle” says that in the face of uncertainty, caution should be a ruling
principle. The precautionary principle is a special case of the cautionary principle
and states that caution should be the ruling principle if there is a lack of scientific
certainty as to the likely consequences of the action. We discuss how the content
and application of the precautionary principle depends on which perspective on
risk is adopted.

In Section 2.4 we discuss the use of expected values in risk management.
Expected values as a basis for decision-making are supported by the portfolio
theory; this is a ruling principle among economists. Many safety experts too view
expected values as the key performance measure when making decisions in the
face of uncertainties.

Section 2.5 concerns decision-making under uncertainty, throughout various
project phases. Different perspectives on risk are used for project management, and
seemingly these perspectives are conflicting and not consistent. Portfolio theory
justifies the ignoring of unsystematic risk, for example uncertainties related to the
occurrence of an accident, whereas in safety management these uncertainties prov-
ide an important basis for investments in safety. In addition, uncertainty manage-
ment is applied to control and reduce risks in the various project phases, focusing
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on unsystematic risks. In Section 2.5 we discuss this issue. We show that the
conflict is based on a lack of precision as to the constraints of the portfolio theory
and the ultimate targets for obtaining high performance for the project. Risks
reflect uncertainties, and managing these uncertainties is a tool for optimising
performance.

In Section 2.6 we review and discuss the use of risk acceptance criteria and the
process of making decisions in the face of uncertainties. A basic element in safety
management is the use of quantitative criteria and requirements to control risk and
safety barrier performance. In this section we challenge this way of thinking. We
argue that the prevailing thinking should be replaced by a framework where focus
is on the involvement of management in decision-making, through achievement of
goals, generation of alternatives and the use of risk analyses, barrier performance
analyses and cost-benefit (effectiveness) analyses to compare these alternatives and
to the extent possible meet the goals. This means coming closer to the ALARP
principle, but is not a direct application of this practice. Challenges related to the
practical implementation of such a regime are discussed, in particular the
relationship between safety professionals and management, the use of criteria and
requirements related to safety impairment loads and barrier performance, the link
to industry standards, and the need for involvement by the authorities. The
Norwegian offshore oil and gas industry is the starting point for the discussion, but
the discussion is to a large extent general. Examples are included to illustrate our
way of thinking.

Finally, in Section 2.7, we specifically address the ethical justification of risk
acceptance criteria. We conclude that the ethical justification of a regime based on
risk acceptance criteria is no stronger than for alternative approaches. Essential for
the analysis is the distinction between ethics of the mind and ethics of the conse-
guences, which has several implications that are discussed.

2.1 Perspectives on Risk

A common definition of risk is that risk is the combination of probability and
consequences, where the consequences relate to various aspects of HES, for
example loss of life and injuries. This definition is in line with that used by 1SO
(2002). However, it is also common to refer to risk as probability multiplied by
consequences (losses) i.e., what is called the expected value in probability calculus.
If the focus is the number of fatalities during a certain period of time, X, then the
expected value is given by E[X], whereas risk defined as the combination of
probability and consequence expresses probabilities for different outcomes of X,
for example the probability that X does not exceed 10. Adopting the definition that
risk is the combination of probability and consequence, the whole probability
distribution of X is required, whereas the expected value refers only to the centre of
gravity of this distribution. In the scientific risk discipline there is a broad
consensus concluding that risk cannot be restricted to expected values. We need to
see beyond the expected values, for example, by expressing the probability of a
major accident having a number of fatalities.
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Hence risk is seen as the combination of probability and consequence. But what
is a probability? There are different interpretations. Here are the two main alterna-
tives:

(a) A probability is interpreted in the classical statistical sense as the relative
fraction of times the events occur if the situation analysed were
hypothetically “repeated” an infinite number of times. The underlying
probability is unknown, and is estimated in the risk analysis.

(b) Probability is a measure of expressing uncertainty as to the possible out-
comes (consequences), seen through the eyes of the assessor and based on
some background information and knowledge.

Following definition (a) we produce estimates of the underlying true risk. This
estimate is uncertain, as there could be large differences between the estimate and
the correct risk value. As these correct values are unknown it is difficult to know
how accurate the estimates are.

Following interpretation (b), we assign a probability by performing uncertainty
assessments, and there is no reference to a correct probability. There are no
uncertainties related to the assigned probabilities, as they are expressions of
uncertainties.

The implications of the different perspectives are important. If the starting point
is (a), there is a risk level that expresses the truth about risk, for example for an
offshore installation at a given point in time. This risk level is unknown, true, but
in many cases it is difficult to see whether people are talking about the estimates of
risk or the real risk.

If the starting point is (b), the experts’ position may be weakened, as it is
acknowledged that the risk description is a judgement, and others may arrive at a
different judgement. Risk estimates also represent judgements, but the mixture of
estimates and real risk can often give the experts a stronger position in this case.

Depending on the risk perspective, there may be different approaches to risk
analysis and assessments, risk acceptance etc. We will discuss this in more detail
below; see the following sections.

Seeing risk as the combination of probability and consequence means a quanti-
tative approach to risk. A probability is a number. Of course, a probability may
also be interpreted in a qualitative way, using an interpretation such as the level of
danger. We may for example refer to the danger of an accident occurring without
reference to a specific interpretation of a probability, either (a) or (b). However, as
soon as we address the meaning of such a statement and the issue of uncertainty,
we must clarify whether we are adopting interpretation (a) or (b). If there is a real
risk level, it is relevant to consider and discuss the uncertainties of the risk
estimates compared to the real risk. If probability is a measure of the analyst’s
uncertainty, a risk assignment is a judgement and there is no reference to a correct
and objective risk level.

In some cases we have references levels through historical records. These
numbers do not however express risk, but they provide a basis for expressing risk.
In principle, there is a huge step from historical data to risk, which is a statement
concerning the future. In practice, many analysts do not distinguish between the
data and the risk derived from the data. This is unfortunate, as the historical data
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may, to varying degree, be representative for the future, and the amount of data
may often be very limited. A mechanical transformation from historical data to risk
numbers should be avoided.

There are a number of other perspectives to risk than those mentioned above.
Below some of these are summarised (see Pidgeon and Beattie 1998, Okrent and
Pidgeon 1998, Aven 2003):

In psychology there has been a long tradition of work that adopts the
perspective to risk, that uncertainty can be represented as an objective
probability. Here researchers have sought to identify and describe
people’s (lay-people’s) ability to express level of danger using probabili-
ties and to understand which factors are capable of influencing the proba-
bilities. A main conclusion is that people are poor assessors if the refe-
rence is a real objective probability value, and that the probabilities are
strongly affected by factors such as dread.

Economists usually see probability as a way of expressing uncertainty
about the outcome, and often in relation to the expected value. Variance is
a common measure of risk. Both the interpretations (a) and (b) are
applied, but in most cases without making it clear which interpretation is
being used. In economic applications a distinction has traditionally been
made between risk and uncertainty, based on the availability of
information. Under risk the probability distribution of the performance
measures can be assigned objectively, whereas under uncertainty these
probabilities must be assigned or estimated on a subjective basis (Douglas
1983). This latter definition of risk is seldom used in practice.

In decision analysis, risk is often defined as “minus expected utility”, i.e.
— E[u(X)], where the utility function u expresses the assessor’s preference
function for different outcomes x.

Social scientists often use a broader perspective on risk. Here risk refers
to the full range of beliefs and feelings that people have about the nature
of hazardous events, their qualitative characteristics and benefits, and
most crucially their acceptability. This definition is considered useful if
lay conceptions of risk are to be adequately described and investigated.
The motivation is the fact that there is a wide range of multidimensional
characteristics of hazards, rather than just an abstract expression of uncer-
tainty and loss, which people evaluate in performing perceptions — so that
the risks are seen as fundamentally and conceptually distinct. Further-
more, such evaluations may vary with the social or cultural group to
which a person belongs, the historical context in which a particular hazard
arises, and may also reflect aspects of both the physical and human or
organisational factors contributing to hazard, such as trustworthiness of
existing or proposed risk management.

Another perspective, often referred to as cultural relativism, expresses the
idea that risk is a social construction and it is therefore meaningless to
speak about objective risk.
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There exist also perspectives intended to unify some of the perspectives above, see
Rosa (1998) and Aven (2003). One such perspective, the predictive Bayesian
approach (Aven 2003), is based on interpretation (b), and makes a sharp distinction
between historical data and experience, future quantities of interest such as loss of
lives, injuries etc. (referred to as observables) and predictions and uncertainty
assessments of these. The thinking is analogous to cost risk assessments, where the
costs, the observables, are estimated or predicted, and the uncertainties of the costs
are assessed using probabilistic terms. Risk is then viewed as the combination of
possible consequences (outcomes) and associated uncertainties. This definition is
in line with the definition adopted by the UK government, see Cabinet Office
(2002, p. 7). The uncertainties are expressed or quantified using probabilities.
Using such a perspective, with risk seen as the combination of consequences and
associated uncertainties (probabilities), a distinction is made between risk as a
concept and terms such as risk acceptance, risk perception, risk communication
and risk management, in contrast to the broad definition used by some social
scientists in which this distinction is not clear.

In this book we adopt a broad perspective, viewing risk as the combination of
possible consequences and associated uncertainties, acknowledging that risk
cannot be distinguished from the context it is a part of, the aspects that are
addressed, those who assess the risk, the methods and tools used, etc. Adopting
such a perspective risk management needs to reflect this, by

o focusing on different actors’ analyses and assessments of risk

e addressing aspects of the uncertainties not reflected by the computed
expected values

e acknowledging that what is acceptable risk and the need for risk reduction
cannot be determined simply by reference to the results of risk analyses

e acknowledging that risk perception has a role to play in guiding decision-
makers; professional risk analysts do not have the exclusive right to
describe risk.

Such an approach to risk is in line with the recommended approach by the UK
government, see Cabinet Office (2002), and also the trend seen internationally in
recent years. An example where this approach has been implemented is the Risk
Level Norwegian sector project, see Vinnem et al. (2006a, 2006b) and Aven (2003,
p.122).

2.2 Economic Principles, Theories and Methods

2.2.1 Expected Utility Theory

The theoretical economic framework for decision-making is the expected utility
theory. The theory states that the decision alternative with highest expected utility
is the best alternative. The expected utility approach is attractive as it provides
recommendations based on a logical basis. If a person is coherent both in his
preferences among consequences and in his opinions about uncertainty quantities,
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it can be proved that the only sensible way for him to proceed is by maximising
expected utility. For a person to be coherent when speaking about the assessment
of uncertainties of events, the requirement is that he follows the rules of probabili-
ty. When it comes to consequences, coherence means adherence to a set of axioms
including the transitive axiom: If b is preferred to ¢, which is in turn preferred to d,
then b is preferred to d. What we are doing is making an inference according to a
principle of logic, namely that implication should be transitive. Given the frame-
work in which such maximisation is conducted, this approach provides a strong
tool for guiding decision-makers. Starting from such “rational” conditions, it can
be shown that this leads to the use of expected utility as the decision criterion, see
Savage (1972), von Neumann and Morgenstern (1944), Lindley (1985) and
Bedford and Cooke (2001).

In practice, the expected utility theory of decision-making is used as follows:
we assess probabilities and a utility function on the set of outcomes, and then use
the expected utility to define the preferences between actions. These are the basic
principles of what is referred to as rational decision-making. In this paradigm,
utility is as important as probability. It is the ruling paradigm among economists
and decision analysts.

Example
We consider a decision problem with two alternatives; A and B. The possible
consequences for alternative A and alternative B are (2, X) and (1, X), respectively.

The first component of (,) represents the benefit and X represents the number of

fatalities, which is either 1 or 0. Assume that the probabilities P(2,0), P(2,1), P(1,0)
and P(1,1) are

95 5 99 1
_7_1_ and _7

100 100 100 100

respectively. The utility is a function of the consequences (i,X), i = 1,2, and is
denoted u(i,X), and with values in the interval [0,1]. Hence we can write the
expected utility

E[u(i,X)] = u(i,0) P(X=0) + u(i,1) P(X=1).

To be able to compare the alternatives we need to specify the utility function u for
the difference outcomes (i,j). The standard procedure is to use a lottery approach as
explained in the following.

The best alternative would obviously be (2,0), so let us give this consequence
the utility value 1. The worst consequence would be (1,1), so let us give this conse-
quence the utility value 0. It remains to assign utility values to the consequences
(2,1) and (1,0). Consider balls in an urn with u being the proportion of balls that
are white. Let a ball be drawn at random; if the ball is white, the consequence (2,0)
results, otherwise the consequence is (1,1). We refer to this lottery as “(2,0) with a
chance of u”. How does “(2,0) with a chance of u” compare to achieving the
consequences (1,0) with certainty? If u = 1 it is clearly better than (1,0), ifu=0it
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is worse. If u increases, the gamble gets better. Hence there must be a value of u
such that you are indifferent between “(2,0) with a chance of u” and a certain (1,0),
call this number uy. Were u > ug the urn gamble would improve and be better than
(1,0); with u < ug it would be worse. This value ug is the utility value of the
consequence (1,0). Similarly, we assign a value to (2,1), say u;. As a numerical
example we may think of u,=90/100 and u;=1/10, reflecting that we consider a life
to have a higher value relative to the gain difference. Now, according to the utility-
based approach, a decision maximising the expected utility should be chosen.

For this example the expected utility for alternative A is equal to

1-P(X =0)+u; -P(X =1)= 105 01>~ 0955,

100 100

whereas for alternative B we have

g -P(X =0)+0-P(X :1):0.9£+0i:0.891.
100 100

Thus alternative A is preferred to alternative B when the reference is the expected
utility.

Alternatively to this approach, we could have specified utility functions u;(i)
and u,(j) for the two attributes costs and fatalities, respectively, such that

u(i,j) = ky ug(i)+ ka u2(j),

where k; and k; are constants, with a sum equal to 1. We refer to Aven (2003, p.
125).

The expected utility approach is established for an individual decision-maker.
No coherent approach exists for making decision by a group. K.J. Arrow proved in
1951 that it is impossible to establish a method for group decision-making which is
both rational and democratic, based on four reasonable conditions that he felt
would be fulfilled by a procedure for determining a group's preferences between a
set of alternatives, as a function of the preferences of the group members, cf.
Arrow (1951). A considerable body of literature has been spawned from Arrow's
result, endeavouring to rescue the hope of creating satisfactory procedures for
aggregating views in a group. But Arrow's result stands today as strong as ever.
We refer to French and Insua (2000, p. 108) and Watson and Buede (1987, p. 108).

Of course, if the group can reach consensus on judgements, probabilities and
utilities, we are back to the single decision-maker situation. Unfortunately life is
not so simple in many cases — people have different views and preferences. Reach-
ing a decision then is more about discourse and negotiations than mathematical
optimisation.

Decision analyses, which reflect personal preferences, give insights to be used
as a basis for further discussion within the group. Formulating the problem as a
decision problem and applying formal decision analysis as a vehicle for discus-
sions between the interested parties, provides the participants with a clearer under-
standing of the issues involved and why different members of the group prefer
different actions. Instead of trying to establish consensus on the trade-off weights,
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the decision implications of different weights could be traced through. Usually,
then, a shared view emerges what to do (rather than what the weights ought to be).

We emphasise that we work in a normative setting, saying how people should
structure their decisions. We know from research that people are not always
rational in the above sense. A decision-maker would in many cases not seek to
optimise and maximise his utility, but rather look for a course of action that is
satisfactory. This idea, which is often referred to as a bounded rationality is just
one out of many ways to characterise how people make decisions in practice.

The expected utility theory is not so much used in practice, as it is difficult to
assign utility values for all possible outcomes. The use of lotteries to produce the
utilities is the appropriate tool for performing trade-offs, but is hard to carry out in
practice, in particular when there are many relevant factors, or attributes,
measuring the performance of an alternative.

To make specifications easier, several simplification procedures are presented,
see Bedford and Cooke (2001), Varian (1999) and Aven (2003). Nonetheless, the
authors of this book still regard the expected utility theory as difficult to use in
many situations, in particular for the situations characterised by a potential for lar-
ge consequences and relatively large uncertainties about what will be the conse-
guences.

It is outside the scope of this book to discuss this in full depth. We refer the
reader to Aven (2003). We conclude that even if it were possible to establish
practical procedures for specifying utilities for all possible outcomes, decision-
makers would be reluctant to reveal these as it would mean reduced flexibility to
adapt to new situations and circumstances. In situations with many parties, as in
political decision-making, this aspect is of great importance.

Instead it is more common to use a cost-benefit analysis and cost-effectiveness
analysis.

2.2.2 Cost-benefit Analysis and Cost-effectiveness Analysis

A traditional cost-benefit analysis was developed for the evaluation of public
policy issues. It is an approach designed to measure the benefits and costs of a
project, using a common scale. The common scale used is the country’s currency.
The main principle in transformation of goods into monetary values is to find out
the maximum amount society is willing to pay for the project. Market goods are
easy to transform to monetary values since the prices of the goods reflect the
willingness to pay. The willingness to pay for non-market goods, on the other
hand, is more difficult to determine, as discussed below. We use the same example
as in the previous section to explain the ideas in more detail.

Example

Two alternatives; A and B are considered. The possible consequences for alter-
native A and alternative B are (2, X) and (1, X), respectively. The first component
of (,) represents the benefit and X represents the number of fatalities, which is

either 1 or 0. In the cost-benefit analysis we compute the expected monetary values
for each alternative, which is equal to i — E[c(X)], where i is the benefit, which is 1
or 2 depending on the alternative, and c(X) is the cost of X fatalities. To determine
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c(X), the common approach is to specify the value of a statistical life i.e., the
amount society is willing to pay to reduce the expected life by one. Suppose that a
value of 2 million USD is used. Then we compute the following expected values
for the two alternatives

A: 2-2-(5/100) = 1.90
B: 1-2-(1/100) = 0.98.

Hence alternative A is preferable. To change this conclusion a statistical life needs
to be higher than 25 million USD.

We leave the example and return to the general theory. To determine a value of
a statistical life, different methods can be used. Basically there are two categories
of methods, the revealed approach and the questionnaire approach. In the former
category, values are derived from actual choices made. A number of studies have
been conducted to measure such implicit values of a statistical life. The costs differ
dramatically, from net savings to costs of nearly 100 billion USD. Common refe-
rence values are in the area 1-20 million USD. The latter category, the question-
naire approach, is used to investigate individual tendency towards risk taking and
willingness to pay under different hypothetical situations, see Nas (1996) and
Jones-Lee (1994).

Although cost-benefit analysis was originally developed for the evaluation of
public policy issues, it is also used in other contexts, in particular for evaluating
projects in the private sector. The same principles apply, but using values reflecting
the decision-maker’s benefits and costs, and the decision-maker’s willingness to
pay. In the following, when using the term cost-benefit analysis, we also allow for
this type of application.

In practice we need to take into account time and the discounting of cash flow,
but the above calculations show the main principles of this way of balancing cost
and benefit. When taking into account time, we compute the expected net present
value, the E[NPV]. To measure the NPV of a project, the relevant project cash
flows (the movement of money into and out of your business) are specified, and
the time value of money is taken into account by discounting future cash flows by
the appropriate rate of return. The formula used to calculate NPV is:

I X
NPV =y —L |
=0 (1+r )t

t
where X, is equal to the cash flow at year t, T is the time period considered (in
years) and r is the required rate of return, or the discount rate, at year t. The terms
capital cost and alternative cost are also used for r. As these terms imply, r
represents the investor’s cost related to not employing the capital in alternative
investments. When considering projects where the cash flows are known in
advance, the rate of return associated with other risk-free investments, such as bank
deposits, makes the basis for the discount rate to be used in the NPV calculations.
When the cash flows are uncertain, which is usually the case, they are normally
represented by their expected values E[X;] and the rate of return is increased on the
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basis of the Capital Asset Pricing Model (CAPM) in order to outweigh the possibi-
lities for unfavourable outcomes, see Copeland and Weston (1998). Alternatively,

the rate r is unchanged and the value X is replaced by its safety equivalent c i.e., a
value that is known with certainty. At the assessment point, the assessor is

indifferent with respect to receiving X; or c.

In a traditional cost-benefit analysis all attributes should be included in the
analysis so that the conclusions of the analysis can give clear answers on which
alternative should be chosen. The analysis is based on an idea that there exist
“correct” input values for all attributes, for example a statistical life. The correct-
ness refers to the amount society (the decision-maker) is willing to pay for the
value. Use of cost-benefit analysis ostensibly leads to more “efficient” allocation of
the resources by better identifying which potential actions are worth undertaking
and in what fashion. By adopting the cost benefit method the total welfare is
optimised. This is the rationale for the approach.

The method is not simple to carry out, as it requires the transformation of non-
economic consequences, such as expected loss of lives and damage to the environ-
ment, to monetary values. To avoid the problem of transformation of all conse-
guences to one unit, it is common in many situations to perform a cost-effective-
ness analysis. In such analyses, indices such as the expected cost per expected
saved lives are computed. For the above example, this index is given by the
expected cost per expected saved life, by going from alternative A to B; i.e.

(2-1)/[(5/100)—(1/100)] = 25,

as the cost difference is 2—1 and the reduction in expected number of fatalities is
equal to 5/100-1/100. Hence the cost is equal to 25 million USD per saved
expected life. If we find this number too high to be justified, the analysis would
rank alternative A before alternative B.

A More Pragmatic View on a Traditional Cost-benefit Analysis

A more pragmatic view on cost-benefit analysis differs from a traditional cost-
benefit analysis in two areas. The first difference is that some non-market goods
can be excluded from the analysis. This may be done for some attributes for which
it is difficult to assess a proper value, such as environmental issues.

The second difference is that there is no search for correct, objective values.
Searching for these values is meaningless, as such numbers do not exist. As an
example consider the value of a statistical life. This value represents an attitude to
risk and uncertainty, and this attitude may vary and depend on the context. Instead
the sensitivity of the conclusions should be demonstrated by presenting the results
of the analysis as a function of the assumptions made.

A result of these considerations is that a cost-benefit analysis provides decision
support and not hard recommendations. The analysis must be reviewed and
evaluated, as we cannot replace difficult ethical and political deliberations with a
mathematical one-dimensional formula, integrating complex value judgements.
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Multi-Attribute Analysis
A multi-attribute analysis is a decision support tool analysing the consequences of
the various measures separately for the various attributes. Thus there is no attempt
made to transform all the different attributes in a comparable unit. In general the
decision-maker has to weight non-market goods such as safety and environmental
issues with an expected net present value, E[NPV], calculated for the other attribu-
tes (market goods) in the project. An alternative way to weight the different
attributes is to use different ratios, based on a cost-effectiveness analysis.
Cost-benefit analyses used in the more pragmatic way may be a part of a multi-
attribute analysis.

2.2.3 Portfolio Theory

The portfolio theory introduces the concepts of systematic and unsystematic risks,
and justifies the ignoring of unsystematic risk — the only relevant risk is the syste-
matic risk associated with a project. This is explained in more detail in the
following.

Generally, a portfolio consists of N different projects. Assume that each of the
N projects has a 1/N weight in the portfolio and let us use the notation E; = E(ri)
for the expected wvalue of the return r; and for the variance,
VAR; =VAR(r;),i=12,..,N . Then for the portfolio p, the expected return and

variance are given byequal:

N 1 1 N
ZWEI Win

-1 i=1

and

N (1 2 N N 1 2
i=1 i=1 j=i,j=1

= %m + (1— %}cov (2.1)
where

COVj; = E{(ri—E) (rj-)}

and

N
VAR :iZVARi and COV = Z Zcov, i
N i=1 — Ni=l =i, j=1
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We refer to the terms of formula Equation 2.1 as the unsystematic risk and the
systematic risk, respectively. The portfolio’s actual value is equal to its calculated
statistical expected value plus risk, the unsystematic risk and the systematic risk.
The systematic risk relates to general market movements, for example caused by
political events, and the unsystematic risk relates to specific project uncertainties,
for example accident risks. When the number of projects is large, we see from
Equation 2.1 that the variance for the portfolio is approximately equal to the avera-
ge covariance, and each individual variance is not relevant. Thus the unsystematic
economic risk is negligible when N is sufficient large. By diversification of the
risks into many projects, the unsystematic risks are removed. The company’s total
cash flow (all projects are included) is approximately equal to the expected cash
flow to all projects, if the systematic risk is ignored. The relation between the port-
folio’s actual value (Y’) and its calculated statistical expected value (EY’) is given

by
Y'= EY'+ systematic risk ~ or  systematic risk = Y'—EY".

The difference between the portfolio’s actual value and its calculated statistical
expected value is, from portfolio theory, just dependent on the systematic risk.

If a company, or the owners of a company, are assumed to have invested in a
number of different projects, they are well-diversified owners of a portfolio of
projects. In accordance with the portfolio theory, when deciding on a project or
selecting among projects, only the systematic risk should be considered. This
means that the risk-adjusted rate r to be used to determine the expected net present
value E[NPV] is only supposed to be adjusted for systematic risk associated with
the project i.e., uncertainty in factors affecting all projects in the portfolio. Unsys-
tematic risk, such as accident risk, is not to be taken into account when determining
the appropriate risk-adjusted discount rate.

We will discuss the implications of the portfolio theory in the following
Sections 2.4 and 2.5.

2.2.4 Risk Aversion and Safety Management

The concept of risk aversion is widely used to describe an attitude to risk and
uncertainty. Intuitively we know what this concept means — we dislike negative
consequences or outcomes so badly that we give these outcomes more weight than
a statistical mean value approach would give. An example makes this clear.

A house is considered to have a value of 1 million. The probability of a fire
resulting in a total loss is 1-10” for a period of one year. This gives an expected
value of 10. The insurance premium is 100. Thus if the house owner is willing to
pay the insurance premium, we have a situation where the house owner is risk
averse. The house owner pays more than the expected value and is consequently
risk averse. The cost of 100 for one year is considered an acceptable price to pay to
obtain full compensation in the case of a total loss.

For the insurance company the extent of risk aversion is obviously of interest as
it provides a basis for specifying the premium. But is risk aversion of any interest
for the house owner? No, it is not. The house owner’s attitude to risk and uncer-
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tainty is not at all based on a reference to a statistical expected value. For the house
owner, the key aspects to consider are the possible values at stake, and the
associated uncertainties. Mean values of large populations or centre of gravity of
uncertainty distributions do not provide the house owner with much information
for determining what he or she is willing to pay for an insurance policy covering
the potential full loss of his or her house. Yet risk aversion is often used as a way
of explaining why people insure their houses.

The same type of observation is made for many other situations involving
safety — safety people often refer to risk aversion as an argument for some specific
decisions under uncertainty. If the concept risk aversion simply means disliking
risk, this way of speaking is of course correct. However, the term has an alternative
definition in a decision analysis context as explained above, and following this
definition we should not use risk aversion as an argument for a certain type of
behaviour. The concept of risk aversion is a concept that describes rather than
determines attitudes. The main reason for investing in safety is not risk aversion
(when referring to the concept of risk aversion in the following we will always
think of the above decision analysis definition), but the fact that we wish to protect
some values in the face of uncertainties — the thinking is cautionary. We invest in
safety to reduce uncertainty and provide assurance if a hazardous situation should
occur. We may dislike the possible occurrence of some extreme outcomes so much
that we are willing to use substantial resources to avoid these outcomes.

Using the term risk aversion means that we have to relate our risk attitude to the
expected value. In a safety context our focus is attitudes to uncertainties and risks,
but we would not always see these in relationship to the expected value. This
makes reference to the risk aversion concept difficult. Note that the expected value
is not a unique objective quantity. Different assessors would normally produce
different expected values or estimates.

Furthermore, to apply the concept of risk version we need a common scale.
This is often difficult in a safety context. The potential consequences are not easily
transformed to such a scale. For example, if an activity can result in fatalities or
damage to the environment, how should these consequences be expressed on a
common scale? There are no unique economic numbers expressing the values of
human beings and the environment.

Risk aversion is thoroughly discussed in the literature, mainly by economists
and decision analysts. In safety literature, risk aversion is often referred to as an
attitude to risks and uncertainties (see Aven, 2003 and Vinnem, 1999), but there
seems to be a gap between the theory developed in the economic and decision
analysis literature and its practical use in safety contexts. Safety people often lack a
proper understanding of what risk aversion really means.

Before we explore the topic in more detail we will introduce and discuss an
example.

Example: Year-round Petroleum Activities in the Barents Sea
We return to the Barents Sea example introduced in Section 1.2.

In December 2003 the Norwegian government considered whether year-round
operation should be allowed for the ecologically sensitive Lofoten and Barents Sea
areas, of large importance both to fisheries, and the oil and gas industry. The result
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of the process was that operations were allowed in the main part of the Barents
Sea. In the Lofoten area petroleum activities were not allowed due to the area’s
importance as a spawning ground for valuable species of fish and hence its impor-
tance for the fisheries. Some political parties and other groupings were against any
activity in the area. Was their resistance caused by risk aversion? And what about
the decision not to allow activity in the Lofoten area: was this decision due to risk
aversion? To further discuss the influence of risk aversion, an understanding of
what risk aversion means in this context is needed.

To support the government’s decision an assessment of the consequences of
year-round oil and gas activities was performed. Below is an example illustrating
how such an assessment can be performed. Note that the example is far less exten-
sive and the values used may deviate strongly from the actual assessment used to
support the government’s decision in 2003.

To assess the consequences of year-round operation in the Lofoten and Barents
Sea area, quantities or performance measures that summarise the successfulness of
the activity should be identified. Let us for the sake of simplicity say that only two
performance measures were considered necessary to summarise year-round opera-
tion in the specific area:

Z - seabird life in year s
Y - the net present value of the investments in the area.

Let us consider seabird life Z in more detail.

Assume that in order to quantify the seabird life, a scale from 0 to 1 was con-
structed. A Z value equal to 1 corresponds to the current level and 0 corresponds to
no seabird life, Ze[0,1]. The uncertainty about the value of Z was assessed by use
of a probability density f(z). A reduction of Z is possible if a large oil leak occurs.
Let us say the experts expected the quantity Z to be 0.4 if a large oil leak occurred
and 1 if not. Further assume that the probability of a large oil leak was assigned to
be 110" in the period before year s. The expected value EZ in year s is then:

P( large oil leak before s) - E( Z | large oil leak ) +
P( no large oil leak before s) - E( Z | no large oil leak )
=1-103.0.4 + 0.999-1 = 0.9994.

Seabird life in year s will most likely be at the same level as today, however, there
is a probability of 1-10° for a reduction of Z to 0.4.

Assume that an assessment of Y, the net present value of the investments in the
area, was also performed, and that the assessments of Z and Y were used to support
the decision to allow year-round operations. What does risk aversion mean in this
context?

Let us say that one person is risk averse with respect to the seabird life Z. The
definition of risk aversion is that the safety equivalent C(Z) is smaller than the
expected value EZ. To illustrate, if the safety equivalent C(Z) is 0.95, this means
that the situation of allowing year-round operations in the Lofoten and Barents Sea
area is compared with having a reduction of seabird life in year s to 0.95 with
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certainty. To allow an activity that can result in a reduction to 0.4 is seen as equally
negative as having a reduction to 0.95 with certainty.

Discussion and Conclusion

As mentioned above, risk aversion means that we dislike negative consequences or
outcomes so badly that we give these outcomes more weight than an expected
(statistical mean) value approach would give. But whose expected value is the
starting point for the risk aversion? In the Barents Sea example above the expected
value EZ was 0.9994. But EZ is not a true, objective value. In mathematical terms
the expected value is written E[Z|K], where K is the background information.
Different experts have different background information, and the results may differ
substantially. In the definition of risk aversion we compare the safety equivalent
with an expected value. The basis for the expected value is often statistical
material, or analyses and evaluations from experts. But a true, objective expected
value does not exist. For example, another expert group can look at the same
situation from a different point of view and determine an expected value for the
Barents Sea example equal to 0.90 instead of 0.9994. If a person then specifies a
safety equivalent of 0.95, he will be a risk seeker if 0.90 is the reference value, but
risk averse if 0.9994 is used. We see that the conclusion that the person is risk
averse becomes rather arbitrary.

But even if we could agree upon a specific expected value EZ, the reference to
this value cannot be used as an argument for our preferences. In the Barents Sea
example, most people would have a safety equivalent less than the expected value,
and thus be risk averse. Knowing the person’s safety equivalent is more
informative. The safety equivalent provides information about the person’s attitude
to uncertainty and weight of the possible negative outcomes.

However, neither risk aversion nor the safety equivalent gives clear recom-
mendations on whether or not to allow year-round operation in the Barents Sea
area. Even if someone is extremely risk averse, he or she may still be in favour of
year-round petroleum activities in the Barents Sea. The point is that the economic
advantages compensate for the environmental risk. Of course, if year-round
operation in the Barents Sea area means a reduction of seabird life to a very low
value, say 0.50, with certainty, there must be very strong economic advantages to
compensate for the environmental risk. But if the economic benefits are suffici-
ently large, the person will probably be in favour of allowing the activity.

Risk aversion is a way of characterising behaviour under uncertainty, but can-
not be used to justify decision preferences. There are other factors to take into
account than those reflected by the risk aversion concept.

To conclude, risk aversion is not the correct term to explain a specific stance in
decision problems involving safety, for example that you are not in favour of allo-
wing year-round activities in the Barents Sea area. The explanation is cautionary or
because you find that the benefits of the activities do not compensate for the
environmental risks. There is little value to be added by discussing whether your
safety equivalent is less or greater than the expected value, as the expected value is
not an objective quantity. The concept of risk aversion is a theoretical concept cha-
racterising preference behaviours, but cannot be used to predict preference behavi-
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our. This is a well known fact among economists and decision analysts, but seems
to be overlooked by many safety people.

2.3 The Cautionary and Precautionary Principles

The cautionary principle is a basic principle in safety management, expressing the
idea that, in the face of uncertainty, caution should be a ruling principle. This prin-
ciple is being implemented in all industries through safety regulations and
requirements. For example in the Norwegian petroleum industry it is a regulatory
requirement that the living quarters on an installation should be protected by
fireproof panels of a certain quality, for walls facing process and drilling areas.
This is a standard adopted to obtain a minimum safety level. It is based on estab-
lished practice of many years of operation of process plants. A fire may occur, it
represents a hazard for the personnel, and in the case of such an event, the person-
nel in the living quarters should be protected. The assigned probability for the li-
ving quarters on a specific installation being exposed to fire may be judged as low,
but we know that fires occur from time to time in such plants. It does not matter
whether we calculate a fire probability of x or y, as long as we consider the risks to
be significant; and this type of risk has been judged to be significant by the
authorities. The justification is experience from similar plants and sound judge-
ments. A fire may occur, since it is not an unlikely event, and we should then be
prepared. We need no references to cost-benefit analysis. The requirement is based
on cautionary thinking.

Risk analyses, cost-benefit analyses and similar types of analyses are tools
providing insights into risks and the trade-offs involved. But they are just tools -
with strong limitations. Their results are conditioned on a number of assumptions
and suppositions. The analyses do not express objective results. Being cautious
also means reflecting this fact. We should not put more emphasis on the predic-
tions and assessments of the analyses than can be justified by the methods used;
refer to the discussion in Abrahamsen et al. (2004).

In the face of uncertainties related to the possible occurrences of hazardous
situations and accidents, we are cautious and adopt principles of safety manage-
ment, such as

e robust design solutions, such that deviations from normal conditions are
not leading to hazardous situations and accidents,

o design for flexibility, meaning that it is possible to utilise a new situation
and adapt to changes in the frame conditions,

o implementation of safety barriers, to reduce the negative consequences of
hazardous situations if they should occur, for example a fire,

e improvement of the performance of barriers by using redundancy, mainte-
nance/testing, etc.

e quality control/ quality assurance,
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e the precautionary principle, saying that in the case of lack of scientific
certainty on the possible consequences of an activity, we should not carry
out the activity,

e the ALARP-principle, saying that risk should be reduced to a level which
is as low as reasonably practicable.

The level of caution adopted will of course have to be balanced against other
concerns such as costs. However, all industries would introduce some minimum
requirements to protect people and the environment, and these requirements can be
considered justified by reference to the cautionary principle.

In this section we will draw special attention to the precautionary principle,
whereas the ALARP principle will be discussed in Section 2.6.

There are many definitions of the precautionary principle; see Lofstedt (2003)
and Sandin (1999). The most commonly used definition is probably the 1992 Rio
Declaration:

In order to protect the environment, the precautionary approach shall be
widely applied by States according to their capabilities. Where there are
threats of serious or irreversible damage, lack of full scientific certainty
shall not be used as a reason for postponing cost-effective measures to
prevent environmental degradation.

Seeing beyond environmental protection, a definition such as the following reflects
what we believe is a typical way of understanding this principle:

The precautionary principle is the ethical principle that if the consequen-
ces of an action, especially the use of technology, are subject to scientific
uncertainty, then it is better not to carry out the action rather than risk the
uncertain, but possibly very negative, consequences.

The key message is that if there is a lack of scientific certainty as to the conse-
guences of an action, then that action should not be carried out.

The problem with this statement is that the meaning of the term “scientific
certainty” is not at all clear. As the focus is on the future consequences of the
action, there would be no (or at least very few) cases with known outcomes. Hence
scientific uncertainty must mean something else — and three natural candidates are:

(i knowing which type of consequences could occur,

(if)  being able to predict the consequences with sufficient accuracy

(iii)  having accurate descriptions or estimates of the real risks, interpreting
the real risk as the consequences of the action.

If we adopt one of these interpretations, the precautionary principle could be
applied either when we do not know the type of consequences that could occur, or
we have poor predictions of the consequences, risk descriptions or estimates. As an
example, let us think of the issue about starting year-round petroleum activities in
the Barents Sea, see Section 1.2.2. In December 2003 the Norwegian government
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considered whether year-round activities should be allowed for the areas of Lofo-
ten and the Barents Sea, both ecologically vulnerable areas. Then following (i) and
using broad categories of consequences, we cannot apply the precautionary prin-
ciple as we know the type of consequences of this activity. As a result of these
operations, some people could be killed, some injured, an oil spill could occur
causing damage to the environment, etc. Different categories of this damage could
be defined. Hence by grouping categories and types of consequences the possible
lack of scientific certainty is “eliminated”.

However, in this case, many biologists would say that there is some lack of
knowledge as to what the consequences for the environment will be, given an oil
spill. This lack of scientific certainty could be classified as fairly small, but that
would be a value statement and people and parties could judge this differently. The
point is that there is some scientific uncertainty about the consequences of an oil
spill. But is this lack of scientific certainty of a different kind than uncertainty
related to what will be the outcome of the oil spill? Consider the consequences of
an oil spill on fish species, and let X denote the recovery time for the population of
concern, with X being infinity if the population does not recover. Then there is
scientific certainty according to criterion (ii) if there is scientific consensus about a
function (model) f such that X equals f(Z;, Z...) with high confidence, where Z;,
Z,... are some underlying factors influencing X. Such factors could relate to the
possible occurrence of a blowout, the amount and distribution of the oil spilled on
the sea surface, the mechanisms of dispersion and degradation of oil components,
and the exposure and effect on the fish species. For selected values of the Zs, we
can use f to predict the consequences X. The precautionary principle applies when
it is difficult to establish such a function f — the scientific discipline has not
sufficient knowledge for obtaining “scientific certainty” on how the high level
performance, in this case measured by X, is influenced by the underlying factors.
Models may exist, but they are not broadly accepted in the scientific community.

Scientific consensus in this sense does not mean that the consequences (X) can
be predicted with accuracy, when not conditioned on the Zs. Unconditionally, the
consequences (X) are uncertain, and this uncertainty is defined by the uncertainties
of the factors Z.

To study the criterion (iii), suppose that p represents the “real” risk, quantified
by the probability distribution of X, and let p* be an estimate of p derived from a
detailed risk analysis of the activity. Since the uncertainties in this estimate are
considered large, relative to the real p, the precautionary principle may be applied
following criterion (iii). We see that using (i), (ii) or (iii), we may arrive at
different conclusions. In this section we discuss this issue in more detail, speci-
fically addressing the cases (ii) and (iii). The case (iii) is based on some underlying
thinking that a real risk exists, but what is this real risk? Other perspectives on risk
exist, and how would the understanding of the precautionary principle depend on
the perspective assumed? In particular we look closer at a perspective which
defines risk as the combination of possible consequences and associated uncertain-
ties, see Section 2.1.

Our conclusions can be summarised as follows: the precautionary principle is a
useful concept, with reference to situations in which there is a lack of under-
standing of how the consequences of the activity being studied are influenced by
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the underlying factors. In addition the concept *“cautionary principle” is important,
which says that in the face of uncertainty, caution should be a ruling principle. The
level of caution and precaution is primarily a management issue, not science.

2.3.1 Discussion of the Meaning and Use of the Precautionary Principle

Having noted the differences in the prevailing perspectives on risk, it is obvious
that any discussion of the precautionary principle must make it clear which
perspective is taken as the basis. If we mix all the different perspectives together,
this will give a rather meaningless analysis, in our view, as the definition and use
of the precautionary principle would depend on the perspective. In the introduction
we looked briefly at the traditional classical approach to risk. We will return to this
perspective, but first we will address the case when probability is used as a subjec-
tive measure of uncertainty.

Probability Used as a Subjective Measure of Uncertainty

For this perspective, there is no reference to an objective, real risk, and hence the
interpretation iii) in the introduction section does not apply. Probability is here
used as a measure of uncertainty as seen through the eyes of the assessors. Conse-
quently, we can restrict attention to the interpretation ii); the criterion i) is discus-
sed in Section 1. Returning to the Barents Sea example, the issue of scientific
certainty is related to our ability to determine a function f such that X, the recovery
time for the population of fishes, equals f(Z;, Z...) with high confidence, for some
underlying factors Zy, Z,... .

Performing a risk analysis according to this risk perspective, we assign
probabilities P(X<x|K), where K is the background information. A lack of scientific
certainty as described above is included in the background information. If the
assignment is based on the use of a model linking X and some underlying factors Z,
we have a lack of scientific certainty if the assignment is based on a model f*
which is not accepted as a good description of the real world.

In practice there will always be some degree of lack of scientific certainty.
Hence the question of evaluating this degree is in order. How important is the lack
of scientific certainty? How accurate does the model f* need to be? How can we
measure its accuracy?

There are no clear answers to these questions. Different people and parties
would judge these issues differently. There are no sharp limits stating that a
specific level is not acceptable and that the precautionary principle should apply.

Hence referring to the precautionary principle implies a judgement, expressing
the view that we find the lack of scientific certainty i.e., the lack of knowledge,
related to how the consequences of the activity are influenced by the underlying
factors, to be so significant that the activity should not be carried out. The risk
analysis results, producing predictions and uncertainty assessments, provide input
to such a judgement.

Applying a broad social science perspective on risk as described in Section 2.1,
we then analyse and describe the lay perception of the possible consequences and
the associated uncertainties, and this provides a basis for the appropriate manage-
ment level to decide whether the combination of possible consequences (outcomes)
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and uncertainties, with all its attributes, suggests a high level of risk. The layman’s
perception of risk may influence the decision-maker and his/her attitude to the
importance of various aspects of the risk picture. This applies in particular to the
weights put on the lack of understanding of how the consequences of the activity
are influenced by the underlying factors. Hence the lay perception of risk may also
affect the application of the precautionary principle.

The concept of uncertainty is the key to understanding the precautionary prin-
ciple. In the following we address some common ways of structuring and handling
uncertainty, and we relate these to the discussion of the meaning and use of the
precautionary principle.

A distinction is often made between uncertainty and ignorance. The latter refers
to a lack of awareness of factors influencing the issue (HSE 2002). For example,
we may have identified a list of possible types of events leading to a major acci-
dent. However, some types of events could have been ignored as we are not aware
of these or as a means of simplifying the analysis. Adopting a perspective on risk
wherein risk is the combination of possible consequences (outcomes) and uncer-
tainties, expressed by subjective probabilities, such a distinction is not critical. The
lack of awareness is an element of the uncertainty i.e., the lack of knowledge. If we
are not aware of important factors, we cannot establish an accurate model f.

HSE (2001a) refers to three manifestations of uncertainty:

e Knowledge uncertainty — This arises when knowledge is represented by
data based on sparse statistics or subject to random errors in experiments.
There are established techniques for representing this kind of uncertainty,
for example confidence limits.

e Modelling uncertainty — This concerns the validity of the way chosen to
represent in mathematical terms, or in an analogue fashion, the process
giving rise to the risks.

e Limited predictability or unpredictability — There are limits to the
predictability of phenomena when the outcomes are very sensitive to the
assumed initial conditions. Systems that begin in the same nominal state do
not end up in the same final state. Any inaccuracy in determining the actual
initial state will limit our ability to predict the future and in some cases the
system’s behaviour will become unpredictable.

Some comments related to these concepts are in place. Adopting a perspective on
risk, that risk is the combination of possible consequences (outcomes) and uncer-
tainties, there is only one type of uncertainty, and that stems from lack of
knowledge related to what the outcome will be. All uncertainties are “knowledge
uncertainties”. Let us consider an example. A large population of units is imported
to country A from country B. A sample of size n is collected to check the quality of
the units. Let v be the proportion of failed units in the population and v* the
proportion of failed units in the sample. Clearly the sample provides information
and knowledge about v, the total population failure rate, but we do not have full
certainty. However, if n is large, we can bound the error |v* — v| using probability
statements, for example expressing a 95% probability that the normalised error (the
error divided by the standard deviation) is bounded by a number d. Confidence
intervals are not used when adopting subjective probabilities. Being able to control
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the error term is a way of saying that we have scientific certainty. Experts would
agree — there is scientific consensus. Hence for a problem related to sampling from
large populations, it seems that the use of the precautionary principle is not
relevant. This is not the case, however. We may have an accurate estimate or a
prediction of v, but there could be lack of scientific certainty about the consequen-
ces of a failed unit — think for example of a unit as a piece of meat, for which there
are a number of possible consequences subject to large scientific uncertainties.

Modelling uncertainty does not exist in a context based on subjective proba-
bilities. We assign a probability P(A|K), for an event A, and the models are a part of
the background information K. Of course, we need to address the accuracy of the
models as discussed above. In risk analysis we use sufficiently accurate models,
simplifying the real world. As stated above; if the assignment is based on the use of
a model linking X and some underlying factors Z, we have a lack of scientific
certainty if the assignment is based on a model f* which is not accepted as a good
description of the real world.

It is also common to distinguish between knowledge uncertainty (epistemic
uncertainty) and aleatory uncertainty (stochastic uncertainty). The latter category
refers to variation in populations. Using the above case on import of items as an
illustration, the variation is given, for example, by the proportion of failed items in
the total population. We prefer to use the term variation instead of aleatory uncer-
tainty in such cases, as variation is in fact the meaning. This variation is a basis for
expressing uncertainties about observables.

In practice few phenomena can be predicted with certainty. There are almost
always uncertainties present. We make a prediction and address uncertainties. For
well defined situations, it may be possible to establish functions X = f(Z, Z;...), so
that X can be predicted from the Zs — we have scientific certainty. However, in
many cases such functions can only be established in a theoretical world, far from
practical risk analysis modelling. Thus we would have scientific certainty, and no
need to apply the precautionary principle. Yet the models used could produce poor
predictions.

The Search for Real, Objective Probabilities and Risks

We return to the discussion in the introduction of Section 2.3. We have derived an
estimate p* of the real probability p. Except for situations where it is possible to
perform sampling of a large number of similar items, the estimate would be subject
to large uncertainties. Thus there is a lack of scientific certainty and we may apply
the precautionary principle. For the Barents Sea example, the risk estimates would
be subject to large uncertainties, and the precautionary principle would therefore be
applicable.

Next we discuss the meaning of the different aspects of uncertainty addressed
above: knowledge uncertainty, stochastic (aleatory) uncertainty, model uncertainty
and limited predictability.

Knowledge uncertainty has already been covered as it is related to the uncer-
tainty of the estimate p* relative to the real, objective probability p. Confidence
intervals could be used to express the uncertainties. Stochastic uncertainty is the
variation in the population generating the p. It cannot be reduced by increased
knowledge. This is obvious since it is in fact not an uncertainty, but a variation in a
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given population. Now, what is the population in the Barents Sea example? The
probability p expresses the proportion of “experiments” in which the recovery time
X exceeds a specific number. The population is a fictional population generated by
a thought experiment in which we simulate the activity in the Barents Sea over and
over again, with some aspects being stochastic and some other aspects considered a
part of the frame conditions of the experiment. For example, the performance of
the workers offshore may vary, but the working positions are considered constant.
If we lack accurate estimates of this underlying thought-constructed probability,
we may apply the precautionary principle. As already noted, this means that for
most complex situations in practice we may apply the precautionary principle, if
this perspective is adopted, since the estimate would be subject to large uncer-
tainties.

Modelling uncertainty is relevant for this perspective on probabilities and risk,
as there is a correct model linking the parameters of the model and the high level
probabilities p. A parameter of the model may have the form of a probability or an
expected value, for example EZ;. The uncertainties related to what the correct value
of p is, have two main components, the uncertainties in the parameters, and in the
model. The model uncertainties are normally too difficult to express, but lead to
increased uncertainties in the estimates p*, and consequently a justification for the
use of the precautionary principle.

It is argued in Aven (2003) that this perspective on probability and risk in a
way creates uncertainty, not inherent in the object being analysed. The problem is
that we need to reflect uncertainty of a mind-constructed quantity — the underlying
probability — which does not exist in the real world. Hence the precautionary prin-
ciple will be given a stronger weight than can be justified from other perspectives.

Concerning the lack of predictability, we refer to the discussion in the previous
section.

2.3.2 Conclusions

Among most economists and decision analysts, the theoretical framework for
obtaining good decisions is the expected utility theory, based on the use of
subjective probabilities. Attention should be on Eu(X), where u is the utility
function and X is the outcome. In this framework there is no place for the appli-
cation of the precautionary principle, as the expected utility is the appropriate
guidance for the decision-maker. Uncertainties and the weights put on these
uncertainties are properly taken into account using this theory.

However, this is a theory, and it is difficult to apply in practice. People do not
behave according to this theory. This is well known, and different alternative
frameworks have been suggested. Many economists would refer to the cost-benefit
analyses, as the adequate practical tool to guide the decision-makers. By trans-
forming all values to monetary values and calculating expected net present values,
E[NPV]s, a consistent procedure is obtained for making decisions, which is
believed to provide good decisions seen from a societal point of view.

Again, in this framework there is no place for the application of the precau-
tionary principle, as the cost-benefit analysis is the appropriate tool for the
decision-maker. However, few people would conclude that the cost-benefit analy-
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ses and related tools provide clear answers. They have limitations and are based on
a number of assumptions and presumptions, and their use is based not only on
scientific knowledge, but also on value judgements involving ethical, strategic and
political concerns. The analyses provide support for decision-making, leaving the
decision-makers to apply decision processes outside the direct applications of the
analyses. It is necessary to see beyond the expected values. This is further
discussed in the coming sections of this chapter.

The important question then is how the uncertainties should be taken into
account in the decision-making process. The precautionary principle is a way of
dealing with the uncertainties. The discussion in the previous sections has demon-
strated that the precautionary concept is difficult to understand and use, and
depends on the perspective on risk applied.

To us the most meaningful definition of the precautionary principle relates to
the lack of understanding of how the consequences of the activity are influenced by
the underlying factors, i.e., a version of criterion (ii). If there is a lack of such
knowledge, we may decide not to carry out the activity, with references to the use
of the precautionary principle. Any reference to being able to accurately measure
probabilities should be avoided, as that leads to a meaningless discussion of
accuracy in probability estimates. We have to acknowledge that it is not possible to
establish science-based criteria for when the precautionary principle should apply.
Judging when there is a lack of scientific certainty is a value judgement. In the face
of uncertainty, analysts and scientists need to do a good job of expressing the
uncertainties, enabling the decision-maker to obtain an informative basis for his or
her decision. Based on our experience, there is a large potential for improvement
on risk and uncertainty descriptions and communications. Many analysts and
scientist have severe problems in dealing with uncertainties, as do many statisti-
cians. Being aware of the different perspectives on risk, and using these in the
descriptions and communication, we see as a key element in improving the present
situation.

Is there then a need for the concept precautionary principle? Could we not just
refer to the possible consequences, the uncertainties and the probabilities i.e., the
risks? Well, we need a term for saying that we will not start an activity in the face
of large uncertainties and risks, and we will not postpone the implementation of
measures because of uncertainties. We may refer to this as a cautionary principle,
cf. HSE (2001a), but it would be a too broad definition for the precautionary
principle. Unfortunately, this kind of broad interpretation of the precautionary
principle is often seen in practice. We prefer to restrict the precautionary principle
to situations where there is a lack of understanding of how the consequences
(outcomes) of the activity are influenced by the underlying factors, and use the
concept of caution as the broader principle saying that caution should be the ruling
principle in the face of risk. Hence we adopt the cautionary principle when the
criterion (ii) is not met i.e., risk is present, and the precautionary principle in the
special case described above.

This thinking seems to be consistent with the meaning and use of this principle
adopted by HSE in the UK. HSE (2001a, 2003c) adopts the following policy for
using the precautionary principle;

Our policy is that the precautionary principle should be invoked where:
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o there is good reason, based on empirical evidence or plausible causal hypo-
thesis, to believe that serious harm might occur, even if the likelihood of
harm is remote; and

o the scientific information gathered at this stage of consequences and likeli-
hood reveals such uncertainty that it is impossible to evaluate the conjec-
tured outcomes with sufficient confidence to move to the next stages of the
risk assessment process.

An essential point here is that the precautionary principle is linked to outcomes and
not the risks.

2.4 The Meaning and Use of Expected Values in Risk
Management

As the future real NPV is an unknown quantity at the time of the planning of an
investment project, a related performance measure must be used. In practice this is
the E[NPV]. But is E[NPV] an appropriate performance measure? Well, if the
E[NPV] is approximately equal to the real NPV i.e., E[NPV] produces accurate
predictions of the real NPV, the answer should be a yes. In the case of an accident
with great losses, it is obvious that the real NPV can be quite different from the
E[NPV]. However, this does not matter when having a portfolio perspective. For
the company, the return and economic risk for the project itself is of course of
interest, but more important is the effect this project will have on the return and
economic risk for the company’s portfolio as a whole. This follows from the
portfolio theory, see Section 2.2. From this theory we see that it is a reasonable
approach for the company to attach importance to E[NPV] and in general expected
values for evaluation of the performance of alternatives, in combination with focus
on systematic risk. Systematic risk could give large outcome deviations from the
expected values. Hence analysis of this risk, for example sensitivity analysis, is
required to support decision-making.

There are, however, some additional problems that we have not yet included in
the argumentation, which makes evaluation based on expected values somewhat
more complicated:

(&) We have restricted attention to production values — the values of lives and
the environment have not been incorporated.

(b) We cannot in practice ignore the specific company related risk. Corporate
procedures for investment and management could result in large outcome
deviations from the expected values. And there are large uncertainties
associated with the consequences of an accident — there is a potential for
substantial losses.

(c) In an evaluation, we assign probabilities and compute expected values
based on a number of assumptions and presuppositions.

In the following we will discuss these problems in more detail.
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(a) The Values of Accidents and Lives

The portfolio theory is based on the possibility of transforming all values to one
unit, the production value. From a business perspective, moreover, companies may
argue that this is the only relevant value. All relevant values should be transformed
to this unit. This means that the expected costs of accidents and lives should be
incorporated in the evaluations.

But what is the production (economic) value of a life? For most people it is
infinite, and very few of us would not be willing to give our life for a certain
amount of money. We say that a life has a value in itself, but you may of course
accept a risk in return for certain monetary or other benefits. And for the company,
this is the way of thinking — the balance of costs and risk. The challenge however,
is how to achieve this balance. What are reasonable numbers for the company to
use in putting a value on a life in itself? Obviously there are no correct answers, as
it is a managerial and strategic issue. High values may be used if it can be justified
that this would produce high performance levels, in terms of both safety and
production. The issue becomes a problem of the type c).

(b) and (c) Uncertainties in Consequences and Limitations of Calculation Methods
It follows from the portfolio theory that we can ignore specific company related
risk. However, in practice we can not ignore this risk because we have corporate
procedures in, for example, risk management, and the results of accidents could be
large also in a corporate perspective. From time to time we experience accidents
that give the company a poor image, with potentially wide-reaching results in
terms of market values. And, since the uncertainties in the consequences are so
large, the assumptions and suppositions made may greatly influence the results.

To see this more clearly, note that all statistical expected values are conditioned
on the background information. In mathematical terms this is written as E[X|K],
where X is an observable quantity and K is the background information. The
background information covers inter alia historical system performance data,
system performance characteristics and knowledge about the phenomena in ques-
tion. Assumptions and presuppositions are an important part of this information
and knowledge. We may assume for example in an accident risk analysis that no
major changes in the safety regulations will take place for the time period conside-
red, the plant will be built as planned, the capacity of an emergency preparedness
system will be so and so, equipment of a certain type will be used etc. These
assumptions can be viewed as frame conditions of the analysis, and the produced
probabilities must always be seen in relation to these conditions. A result of this is
that a truly objective expected value does not exist. There could be different
values, and different analysts arrive at different values depending on the assump-
tions and presuppositions made in the project. The differences could be substantial.
Expected values should therefore be interpreted with care, as they do not necessa-
rily provide good predictions of the values X.

Consequently, uncertainty needs to be considered, beyond the expected values,
which means that the principles of precaution and robustness have a role to play.
Furthermore, risk aversion may be justified. The point is that we put more weight
on possible negative outcomes than the expected values support. Many companies
seem in principle to be in favour of a risk neutral strategy for guiding their deci-
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sions, but in practice it turns out that they are often risk averse. The justification is
partly based on the above arguments (a)—(c). In the case of a large accident, the
possible total consequences could be quite extreme — the total loss for the company
in a short- and long-term perspective is likely to be high due to loss of production,
penalties, loss of reputation, changes in the regulation regimes, etc. The overall
loss is difficult to quantify — the uncertainties are large — and it is seldom done in
practice, but the overall conclusion is that investments in safety are required. The
expected value is not the only basis for this conclusion.

An Example from the Offshore Oil and Gas Industry

We consider the following example in order to illustrate the implications of using
expected values. A riser platform is installed with a bridge connection to a gas
production platform. On the riser platform, there are two incoming gas pipelines
and one outgoing gas pipeline. The pipelines are all large diameter, 36 inch and
above. The decision problem is whether or not to install a subsea isolation valve
(SSIV) on the export pipeline.

We assume that the analyst has specified an annual frequency of 1 - 10™ per
year for ignited pipeline or riser failures, i.e., the computed expected number of
failures for a one year period is 1 - 10™, which is the same as saying that there is a
probability of 1 - 10 for a failure event to occur during one year. In the case of an
accident, the SSIV will dramatically reduce the duration of the fire, and hence
damage to equipment and exposure of personnel.

Let us assume that the computed expected number of fatalities without SSIV is
5, given pipeline/riser failure, and 0.5 with SSIV installed. Let us further assume
that the expected damage cost without SSIV is 800 million NOK, given pipeline/-
riser failure, and 200 million NOK with SSIV installed. When there is ho SSIV
installed, the riser platform will have to be rebuilt completely, which is estimated
to take 2 years, during which time there is no gas delivery at all. This corresponds
to an expected loss of income of 40000 million NOK. With SSIV installed, the
expected loss of income is 8000 million NOK.

The expected investment cost is taken as 75 million NOK, and the annual
expected cost for inspection and maintenance is 2 million NOK. In the calculations
of the expected net present value, 10% interest is used. All monetary values are
calculated without taking inflation into account.

The total expected net present value of costs related to the valve is 93.9 million
NOK, with annual maintenance costs over 30 years. The annual expected saving
(i.e. reduced expected damage cost and reduced expected lost income) is 3.26
million NOK, and the expected net present value over 30 years is 30.7 million
NOK. This implies that the expected net present value of the valve installation is a
cost of 63.2 million NOK.

The expected number of averted fatalities per year is 4.5 - 10™ fatalities.
Summed over 30 years (without depreciation of lives), this gives an expected value
of averted fatalities equal to 0.0135.

Thus, the expected net present value of the costs per averted statistical life lost
is 4675 million NOK, and a cursory evaluation of such a value would conclude that
the cost is in gross disproportion to the benefit.

But let us examine the results more closely.
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It should be noted that if the frequency of ignited failure is 10 times higher, 10
per year, the expected net present value of the reduced costs becomes 307 million
NOK (instead of 30.7 million NOK). This means that the valve actually represents
an expected cost saving. In this case, the conclusion based on expected values,
should clearly be to install the valve.

The first observation is that the expected net present value of the reduced costs
is strongly dependent on the analyst’s assignment of the annual frequency for
pipeline or riser failures. As discussed above, item (c), we need to see the values
produced in the risk analysis in view of the assumptions made in the analysis, the
limitations of the analyses etc. We should be careful in drawing conclusions based
only on the calculated numbers. Sensitivity analyses should always be a part of the
decision basis provided.

If we return to the base case values, the probability of experiencing a pipeline
or riser failure near the platform is 0.3%, i.e., the scenario is very unlikely. There is
a 99.7% probability that there will never be any need for the SSIV, and its instal-
lation is just a loss, without any possibility of covering any costs.

But with a small probability, 0.3%, a highly positive scenario will occur. An
ignited leak occurs, but the duration of the fire is limited to a few minutes, due to
the valve cutting off the gas supply. There are still some consequences; the expec-
ted number of fatalities is 0.5, expected damage cost 200 million NOK, and expec-
ted lost income of some months, equivalent to 8000 million NOK. These are quite
considerable consequences, but they would be much worse if an SSIV was not
installed. The expected savings in this case are 4.5 fatalities, 600 million NOK
damage cost, and 32000 million NOK in lost income. Note that, in the above calcu-
lations, we have disregarded the probability that the SSIV will not work when nee-
ded (the error introduced by this simplification is small as the assigned probability
of a SSIV failure is small).

If we focus on the economy, there is a probability of 99.7% of a 63 million
NOK loss (in expected net present value), and a probability of 0.3% of 32 600
million NOK reduced damage cost (in expected net present value) in a year with a
pipeline/riser failure. The expected NPV, based on these conditions, becomes 63.1
million NOK. For the installation in question, the expected net present value of
63.1 million NOK is not very informative: either the scenario occurs, with an enor-
mous cost saving (and reduced fatalities) or it does not occur, and there are only
costs involved.

From the portfolio theory and a corporate risk point of view, it is still a reason-
able approach to use statistical expected values as a tool for evaluating the perfor-
mance of this project. But, as discussed above, we should not perform mechanical
decision-making based on the expected value calculations. We need to take into
account the above factors. The conclusion then becomes an overall strategic and
political one, rather than one determined by the safety discipline.

2.5 Uncertainty Handling (in Different Project Phases)

We return to the discussion in Section 1.2 of risk handling in different phases. To
what extent is the portfolio theory and economic cash flow analyses providing
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guidance on how to make decisions in projects? To what extent can we ignore the
unsystematic risks in project management? To what extent is the use of expected
values relevant and appropriate for steering project performance measures, such as
production figures, revenues and number of fatalities? What is added by the use of
uncertainty and safety management? What are the key factors justifying uncertain-
ty management and safety management? To what extent are the levels of uncer-
tainty and manageability important?

These were some of the main issues raised and in this section we will discuss
these issues. Some of our main conclusions can be summarised as follows:

e |tis essential to make a sharp distinction between expected values determi-
ned at the point of decision-making and the real observations (outcomes).
The expected values are to varying degree able to predict the future
observations. Uncertainty and safety management are justified by reference
to these observations and not the expected values alone.

e Proper uncertainty management and safety management seek to produce
more desirable outcomes, by providing insights into the uncertainties of the
future possible consequences of a decision.

e Any decision rule, such as the expected NPV with a risk-adjusted discount
rate, should be supplemented with uncertainty assessments to reveal the
potential for uncertainty and safety management in later phases.

The portfolio theory is a theory, and in practice it does not fully apply, see the
discussion of Section 2.3:

(1) Expected values should be used with care when an activity involves a
possibility of large accidents. Such accidents have a minor effect on expec-
ted values, due to their small probabilities, but if they occur they can result
in consequences that are not outweighed by other projects in the portfolio.

(2) Assessments of uncertainties are difficult and the probability assignments
are based on a number of assumptions and suppositions, and will depend
on the assessors’ judgements. The expected values computed are not
objective numbers.

(3) The specific company risk cannot be ignored because there are corporate
procedures in, for example, risk management.

(4) Large accidents most often involve consequences that are difficult to
transform into monetary values, and the expected NPV can give limited
information about the consequences exceeding the strict economic values.
What is the value of a life and the environment? How should the company
demonstrate for example that a life has a value in itself?

Hence, uncertainty needs to be considered beyond the expected values. The

important question then is how the uncertainties should be reflected in the
decision-making process, and this is the issue discussed in the rest of this section.
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If Y1, Yy, ... represent future quantities of interest for the decision-maker, such
as cash flows, the NPV, the number of fatalities, the amount of a toxic substance
discharged to sea etc., and Y is the vector of these Y;s, we need to distinguish
between the expected value EY and the observations Y. We also need to take the
time aspect into account. We are to make a decision at time s, say, that has conse-
quences for a future time interval J. Hence we can write EY = E([Y(J)], indicating
that the expected value is taken at time s, and relates to Y for the time interval J. At
time s we have to choose among a set of decision alternatives d;, d,, ..., and hence
we can write:

EY = E[Y(J) | d, K] (2.2)

to show that the expected value of Y is given a decision d and the total background
information (assumptions and suppositions) K at time s. We look for a decision
alternative d that gives the best outcome Y(J). As Y(J) is unknown at the time of
the decision, we need to take the uncertainties into account.

It is clear from the discussion of the limitations of the expected values and the
Equation 2.2 above for EY, that the expected value could deviate strongly from the
observation Y(J). And the reason for this could be factors defined as unsystematic
risks. To show the dependency of the expected value of such factors, we may
write:

Y=9(2)

where Z = (Z, Z,,...) is a vector of factors influencing the quantity Y. Examples of
such factors are the narrow pressure margin and the unknown well stream asso-
ciated with the projects presented in Section 1.2.4. When computing the expecta-
tion EY, the values of Z must either be fixed and included in the assumptions as a
condition, or the uncertainties should be reflected in the probabilistic analysis. In
the former case, an optimistic value is typically assumed, corresponding to a situa-
tion where a specific problem will be solved, see the example of Section 1.2.4; the
pressure margin is larger than a or the well stream will not differ substantially from
the well stream of the primary reservoir. In the latter case more realistic scenarios
may be used, but even in this case, aspects of uncertainty are often ignored, as the
analysis is always based on some simplifying assumptions.

It follows that a decision to choose between two decision alternatives d; and d,,
should not be based on comparisons of the expected values E[Y(J)|d;, K] alone;
specific consideration should also be given to the unsystematic risks and uncertain-
ties. The extent to which favourable outcomes of Y can be obtained by proper
uncertainty and safety management, must be taken into account in addition to the
information gained by computing the expected values. Hence for project | presen-
ted in Section 1.2.4, the blowout risk needs special attention, and it would not be
sufficient to summarise the blowout risk in one probability number expressing one
analyst group’s assignment of this probability. The information value of the
assigned probability is far less than a comprehensive uncertainty assessment of the
possible occurrence of a blowout.
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More information about the basis for the uncertainty assessment would streng-
then the decision basis. Aspects to consider for a more comprehensive uncertainty
assessment include, for example, the composition of the expert group, whether the
experts represent the best available information and whether a more detailed
analysis would reduce the uncertainty.

In addition to a consideration of the uncertainties and the likelihood of a
blowout, information about, for example, the expected geographical dispersion of
an oil spill would strengthen the decision basis. In Renn and Klinke (2002) and
Kristensen and Aven (2005) a classification scheme with features for a more
comprehensive description of consequences is presented, and this consequences
classification will be used in the framework presented in Chapter 3.

Another aspect we find important is the manageability of the risk. Some risks
are more manageable than others, meaning that the potential for reducing the risk is
larger for some risks compared to others. In the example above the process facility
risk may be more manageable compared to the blowout risk. The blowout risk is
mainly due to difficult pressure conditions in the reservoir, and physical quantities
such as reservoir pressures are generally more difficult to affect than, for example,
equipment characteristics.

An assessment of the manageability of risk would include some kind of cost-
benefit analyses or cost-effectiveness assessment, measuring for example the
expected cost per expected saved life. In many cases, such analyses provide
sufficient decision support. Other aspects that describe manageability are presented
in the framework in Chapter 3.

To illustrate some of these issues we return to the decision problem introduced
in Section 1.2.4.

Project Analysis Example Continued

Let us say that the expected NPV of the two projects in the analyses, EY;, are assig-
ned to be 50 million USD and 45 million USD for project | and I, respectively. In
addition to EY;, assessments of the potential consequences, also hon-economic, are
performed as indicated above addressing, for example, geographical dispersion of
an oil spill.

Consider project Il in more detail. The cost resulting from process facility
problems is one of the performance measures considered relevant for project Il. Let
Y, represent this cost. Assume that a substantial difference between the well stream
from the satellite field and the primary reservoir is considered unlikely by experts,
and in the magnitude of 1%. Further assume that the cost due to problems with the
process facility caused by a substantially different well stream is considered to be
in the magnitude of 8 million USD. That is, the expected cost due to process
facility problems, EY,, is 0.08 million USD, and with a probability of 1%, Y, is
considered to be about 8 million USD.

But can more information be provided to support the assignment of a proba-
bility of 1% of a cost of 8 million USD? Yes, of course. For example; knowledge
about the expert group used in the analysis would affect the decision-makers’
confidence in the assigned values. If the group does not include personnel involved
in the design of the original process facility, the result would be reduced confi-
dence in the analysis.
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Further strengthening of the decision basis is obtained by considering the
manageability of Y,. The cost due to process facility problems was assessed to be
in the magnitude of 8 million USD. Assume that the project plan allows for perfor-
ming modifications to the process facility, and the relevant personnel are available.
Then the costs could be considered much smaller. In the case of a project plan not
reflecting the possibility of some upgrading, the costs could be larger than 8 mil-
lion USD. Thus, the magnitude of Y, where there is a large difference between the
fields depends mainly on the project planning. Information about such issues will
be of value to the decision-maker when considering project 1.

The expected NPV for the two projects indicates that project | is the most
beneficial project. However, more thorough assessments of the consequences, the
uncertainty, and the manageability of the projects also influence the decision. For
project 1l the cost due to process facility problems, Y, resulting from a large diffe-
rence between the well stream from the satellite field and the well stream from the
primary reservoir is of concern. An assessment of the manageability of this cost
shows that large values of Y, can be avoided by upgrading the process facility in
the case where the satellite field well stream differs substantially from that of the
primary reservoir. Such an evaluation should also be given weight when choosing
between the two projects. Hence the final assessment of the projects may differ
from that indicated by the expected NPV analyses alone.

2.6 Risk Acceptance and Decision-making

Safety regulation in the offshore oil and gas industry is largely goal-oriented, i.e.,
high level performance measures need to be specified and various types of analyses
conducted to identify the best possible arrangements and measures according to
these performance measures. There has been a significant trend internationally in
this direction for more than ten years. On the other hand, there are different app-
roaches taken in order to implement this common objective, if worldwide
regulatory regimes are considered.

Whereas the objective may seem simple as a principle, there are certainly some
challenges to be faced in the implementation of the principle. One of the main
challenges is related to the use of pre-determined quantitative risk acceptance
criteria, expressed as upper limits of acceptable risk. Note that in the following,
when using the term “risk acceptance criteria”, we always have in mind such upper
limits. Now, should we use such criteria before any analysis of the systems is con-
ducted? The traditional text-book answer, which is also the prevailing answer to
this question in the Norwegian oil and gas industry, is yes. First come the criteria,
then the analysis to see if these criteria are met and, according to the assessment
results, the need for risk reducing measures is determined. Such an approach is
intuitively appealing, but a closer look reveals several problems, of which the
following two are the most important;

1. The introduction of pre-determined criteria may give the wrong focus —

meeting these criteria rather than obtaining overall good and cost-effective
solutions and measures.
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2. The risk analyses — the tools used to check whether the criteria are met —
are not generally sufficiently accurate to permit such a mechanical use of
criteria.

Item 1 is the main point. The adherence to a mechanical use of risk acceptance
criteria does not provide a good structure for management of risk to personnel,
environment or assets. This is clearly demonstrated for environmental risk. Accep-
tability of operations with respect to environmental risk is typically decided on the
results of a political process and following this process, risk acceptance is not an
issue and risk acceptance criteria do not have an important role to play. Risk
acceptance criteria have been required by Norwegian authorities for more than 10
years, but almost never have such criteria led to improvement from an environ-
mental point of view.

These issues will be discussed in more detail below. The point here is that there
are good reasons to look at other regimes and discuss these against the one based
on risk acceptance criteria. The ALARP principle as adopted in the UK sector
represents such an alternative. This principle means that the risk should be reduced
to a level which is as low as reasonably practicable. Identified improvements (risk
reducing measures) should be implemented as a base case, unless it can be
demonstrated that the benefits are grossly disproportionate to the costs and
operational restrictions. This principle is normally applied together with a limit for
intolerable risk and a limit for negligible risk. The interval between these two
limits is often called the ALARP region.

In Norway there has recently been a growing focus on the use of risk accep-
tance criteria. Many risk analysis experts and others are sceptical about the
prevailing regime, which applies such criteria more extensively than, for example,
corresponding UK practice. The Norwegian Petroleum Directorate (from 1 January
2004 the Petroleum Safety Authority), has up to now regarded such criteria as a
cornerstone of the safety legislation regime and has been a driving force for the use
of these criteria in the petroleum industry, to control risk related to humans, the
environment and economic values. However, the Petroleum Safety Authority has
recently raised critical questions about the use of risk acceptance criteria in the
industry. The regulations emphasise risk reduction processes but the current focus
on risk acceptance criteria has resulted in reduced attention to these processes.

Just as important as the authority requirements is the practice of these require-
ments by industry and authorities. Throughout this section we will therefore
consider also how the practice is carried out by companies and authorities.

It should be noted that except for risk to the environment, there is no exposure
of the public from offshore installations; the exposure is limited to employees and
the employers’ installations.

There is in our view a need to demonstrate that a proper framework for the use
of risk analysis can be defined without basing it on risk acceptance criteria. Such a
framework would be based on the ALARP principle, but we will not immediately
apply the common implementation procedures as seen for example in UK, as we
see the need to rethink some of the basic elements of such a framework. We also
have to see the framework in relation to the Norwegian safety legislation in
general.
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The Norwegian offshore oil and gas industry has in many respects been a
pioneer in the safety area and the experiences gained should be of interest also
outside Norway and other industries. Compared to other regulation regimes, the
Norwegian regime has emphasised the use of risk acceptance criteria, and the
discussion in the section has to be seen in relation to the Norwegian experience of
using such criteria. We believe that we can do better if cost-effectiveness (in a
wide sense) is the guiding principle rather than adoption of pre-defined risk accep-
tance criteria. An essential element in the discussion is the link between political
decisions on acceptance and the operator’s need to define risk acceptance criteria.
A key argument is that if the risk of an activity is judged to be high, the activity is
put on the political agenda, and a political decision is made on acceptance, where a
proper balance is made between different benefits and burdens. No risk acceptance
criteria are introduced. And, given political acceptance, the operators’ task is to
“optimise” and that should be done without constraints in the form of risk accep-
tance criteria.

The section is organised as follows. In Section 2.6.1 we summarise the basic
elements of the Norwegian risk analysis regime and in Section 2.6.2 we review the
common practice of the ALARP principle. In Section 2.6.3 we present and discuss
a regime that is not based on the use of risk acceptance criteria at all. Examples are
used to illustrate our ideas. In Section 2.6.4 we discuss some of the most common
objections against our way of thinking, and finally, in Section 2.6.5, we set out our
conclusions. For an in-depth discussion on the ethical justification of the use of risk
acceptance criteria, see Section 2.7.

2.6.1 The Present Risk Analysis Regime for the Activities on the Norwegian
Continental Shelf

The Norwegian safety regime reflects the basic principle of the licensees' full
responsibility for ensuring that the petroleum activity is carried out in compliance
with the conditions laid down in the legislation. Since 1985, the safety regime has
been founded on internal control, meaning that the authorities' supervisory activi-
ties are aimed at ensuring that the management systems of the licensees are cate-
ring adequately for the safety and working environment aspects in their activities.

The initial petroleum legislation from the 1970s was technically oriented with
detailed and prescriptive requirements for both safety and technical solutions. The
authorities with the Norwegian Petroleum Directorate (NPD) in a key role have
gradually changed the legislation so that it now has a functional goal orientation.

The NPD regulatory guidelines for concept safety evaluation (CSE) studies
were introduced in 1980. The guidelines introduced a quantified cut-off criterion
related to the impairment frequency for nine types of accidents that could be disre-
garded in further evaluation processes, the so-called 10 criterion, i.e., a maximum
probability of 10 per year for each accident type. These guidelines contributed in
a positive manner to using formalised techniques for analysis of risk in the indu-
stry, and encouraged the industry and authorities to communicate regarding risk
and acceptable risk. However it also had some unfortunate effects, as “number
crunching” exercises might be seen as diverting attention from the real issues. Too
much emphasis was placed on the methodology and the 'magic' 10* target.
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New NPD regulations regarding implementation and use of risk analyses came
into force in 1990, and new emergency preparedness regulations appeared in 1992.

The 1990 regulations focused on the risk analysis process. The purpose of risk
analyses is to provide a basis for making decisions with respect to choice of solu-
tions and risk reducing measures. According to these regulations, it is the opera-
tor’s responsibility to define safety objectives and risk acceptance criteria. The
objectives express an ideal safety level, thereby ensuring that the planning, main-
taining and further enhancement of safety in the activities become a dynamic and
forward-looking process. Accidental events must be avoided (any actual accidental
event is unacceptable). This means that risk is kept as low as reasonably practi-
cable (ALARP), and attempts are made to achieve reduction of risk over time e.g.,
in view of technological development and experience. The need for risk reducing
measures is assessed with reference to the acceptance criteria. The acceptance
criteria and the basis for deciding them are to be documented and auditable.

New PSA regulations relating to management in the petroleum activities came
into force on 1 January 2002. These regulations state that the operator has a duty to
formulate acceptance criteria relating to major accidents and to the environment.
Acceptance criteria must be used for evaluation of results from the various risk
analyses and shall be given for

(@) personnel on the installation as a whole, and for personnel groups that are
particularly exposed to risk

(b) loss of main safety functions

(c) pollution from installation.

In order to fulfil the requirements and acceptance criteria for major accidents the
NORSOK Z-013 standard is recommended.
Some examples of typical risk acceptance criteria used:

e The FAR value should be less than 10 for all personnel on the installation,
where the FAR value is defined as the expected number of fatalities per
100 million exposed hours.

e The individual probability that a person is Killed in an accident during one
year should not exceed 0.1%.

The main characteristic of the present Norwegian system is a relatively “mecha-
nistic” approach to risk analysis and evaluation, implying that efforts are often
limited to satisfying the risk acceptance limits, usually with little or no margin.

The result is that there is little or no encouragement for the operating compa-
nies to consider if further risk reduction is possible or achievable. When there is
little or no margin in an early phase of a development project, this means that later
design changes may result in increased risk and exceeding of acceptance limits,
often with contractual difficulties between the design contractor and the operating
company for the installation in question.

Formally speaking, it may be argued that Norwegian legislation offers the
required encouragement for further risk reduction. There is also in the regulations a
requirement for an ALARP assessment of risk, in addition to the use of risk accep-
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tance criteria. However, ALARP assessments have already been implemented in
the industry to some extent. Where implemented, they too are usually carried out in
a mechanistic way. Very often, this process means that possible improvements are
identified, but immediately disregarded, based on a cost-benefit (cost-effective-
ness) analysis. This analysis is often perfunctory, or very coarse.

In a mechanistic system based on risk acceptance limits, the operator needs to
demonstrate to the authorities that the limits have been met. This is often achieved
by reference to the risk results, and authority involvement is sometimes rather
superficial.

With an ALARP approach, authorities need to be more strongly involved. The
ALARP demonstration is more comprehensive than a simple inspection of risk
results. For authorities to review an ALARP demonstration, an extensive evalua-
tion process will normally be needed, in order to determine if a sufficiently wide
search for alternatives (e.g. possible risk reducing measures) was undertaken, and
whether arguments relating to gross disproportion are valid. The consequence will
be that authorities will need to devote more effort to the task.

This also brings the issue of documentation into focus. Under the Norwegian
system, when an operator is ready to commence operation of a new installation, an
application for consent to start operation is forwarded to the authorities, based
upon a number of studies and assessments, including a number of risk assessments.
The authorities give their consent to start operations, if all relevant requirements
have been satisfied. No further applications or documents are required until and
unless some significant modification is planned after a period of operation.

2.6.2 A Review of the Common Practice of the ALARP Principle

The standard approach when applying the ALARP principle, as practised in the
UK sector, for example, is to consider three regions;

1. Therisk is so low that it is considered negligible.
2. Therisk is so high that it is intolerable.
3. Anintermediate level where the ALARP principle applies.

In most cases risk is found in practice to be in region 3 (ALARP region), the
ALARRP principle is adopted, and an ALARP assessment process is required. This
will include a dedicated search for possible risk reducing measures, and a subse-
quent assessment to determine which of these to implement.

The risk acceptance criteria used in Norway are typically lower than the intole-
rability limit and higher than the negligible level. But we see a tendency to define
risk acceptance criteria which are close to the intolerability levels used on the UK
sector.

In the UK, the ALARP principle applies in such a way that the higher the risk,
the more employers are expected to spend to reduce it. At high risks, close to the
level of intolerability, they are expected to spend up to the point where further
expenditure would be grossly disproportionate to the risk; i.e., that costs and/or
operational disturbances are excessive in relation to the risk reduction. This is
generally considered to be a reasonable approach as higher risks call for greater
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spending. More money should be spent to save a statistical life if the risk is just
below the intolerability level than if the risk is far below this level.

Guidance values are sometimes used, in order to illustrate what values define
“gross disproportion”. When specifying such numbers, we have to clarify whether
the company cost only or societal costs are included, is it before or after tax, with
or without insurance compensation, etc.

Societal investments in risk reducing measures are sometimes analysed in order
to identify the costs spent to avoid loss of a statistical life. Such values may vary
from substantially less than 1 million NOK, up to more than 100 million NOK. The
societal costs of an average fatality in an accident in Norway have been calculated
by SINTEF (SINTEF 1992) as around 25 million NOK.

A typical number for a value of statistical life used in cost-benefit analysis is 1—
2 million GBP (HSE 2006, Aven and Vinnem 2005), which corresponds well to 25
million NOK. This number applies to the transport sector. For other areas the
numbers are much higher, for example in the offshore UK industry it is common to
use 6 million GBP (HSE 2006). This increased number accounts for the potential
for multiple fatalities and uncertainty.

It is known that one oil company has a guidance value around 200 million
NOK for use in ALARP analysis. A comprehensive ALARP assessment from
upgrading of an existing installation is presented in Vinnem et al. (1996). Most of
the proposed risk reducing measures were determined on the basis of qualitative
evaluations and considerations. When quantitative analysis of costs and benefits
was finally performed, it was found that among those measures that had been rejec-
ted, the measure with lowest cost per averted statistical life lost corresponded to
almost 750 million NOK per expected life saved.

The ALARP principle implies what could be referred to as the principle of
“reversed onus of proof”. This means that the base case is that all identified risk
reduction measures should be implemented, unless it can be demonstrated that
there is gross disproportion between costs and benefits. To verify ALARP, proce-
dures mainly based on engineering judgements and codes are used, but also
traditional cost-benefit analyses and cost-effectiveness analyses. When using such
analyses, guidance values as indicated above are often used, to specify what values
define “gross disproportion”.

The practice of using traditional cost-benefit analyses and cost-effectiveness
analyses to verify ALARP has been questioned (Aven and Abrahamsen 2006). The
ALARP principle is an example of application of the cautionary principle. Uncer-
tainty should be given strong weight, and the grossly disproportionate criterion is a
way of making the principle operational. However, cost-benefit analyses calcu-
lating expected net present values ignore the unsystematic risks (uncertainties) and
the use of this approach to weight unsystematic risk is therefore meaningless.

Modifications of the traditional cost-benefit analysis are suggested to solve this
problem, see EAI (2006) and Hallegatte (2006). In these methods, adjustments are
made to either the discount rate or the contribution from cash flows. This latter
case could be based on the use of certainty equivalents for uncertain cash flows.
Although arguments are provided to support these methods, their rationale can be
questioned. There is a significant element of arbitrariness associated with the
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methods, in particular when seen in relation to the standard given by the expected
utility theory.

To explain this in more detail, say that the net present value relates to two years
only, and the cash flows are X, and X;. Then an approach based on certainty
equivalents means an expected utility approach for the cash flows seen in isolation.
The uncertain cash flows are replaced by their certainty equivalents ¢, and cy,
respectively, which means that the uncertain cash flow X; is compared to having
the money c¢; with certainty, i = 0,1. The specification of such certainty equivalents
is not straightforward, see the review of the expected utility theory in Section 2.2.1.
However, the important point here is not this specification problem, but the fact
that this procedure does not necessarily reflect the decision-maker’s preferences. If
we ignore the discounting for a second, the utility function of the cash flows X, and
Xy is not in general given by the sum of the individual utility functions. By
introducing certainty equivalents on a yearly basis, we take uncertainties into
account but the way we do it has not been justified.

The alternative approach of adjusting the discount rate seems plausible as the
systematic risk is incorporated in the net present value calculations through this
procedure. But how large should the adjustment be? There is a rationale for syste-
matic risk adjustment — the CAPM model — but there is no such rationale for
unsystematic risk. It will be impossible to find such a rationale, in fact, as the
calculations are based on expected cash flows, which ignores the uncertainties.
Hence we have to conclude that such an adjustment cannot be justified.

The common procedures for verifying the grossly disproportionate criterion
using cost-benefit analysis therefore fail, even if we try to adjust the traditional
approach. We should be careful in using an approach which is based on a
conflicting perspective, ignoring unsystematic uncertainties.

So what alternative would we then suggest? In our view we have to acknow-
ledge that there is no simple and mechanistic method or procedure for balancing
different concerns. When it comes to the use of analyses and theories we have to
adopt a pragmatic perspective. We have to acknowledge the limitations of the
tools, and use them in a broader process where the results of the analyses are seen
as just one part of the information supporting the decision-making. And the results
need to be subject to an extensive degree of sensitivity analyses. We refer to
Chapter 3.

Under the UK system, the installation cannot be operated until the authorities
have accepted the Safety Case, where the ALARP demonstration is one of the main
elements. There may be some difference in the approaches taken, in the sense that
giving acceptance can be considered as somewhat more active than giving consent.
It should be emphasised that risk assessments as part of the safety cases often have
the same weaknesses as those conducted under Norwegian legislation, and that
they do not reflect operational aspects sufficiently well. This may imply that risk
results will not change significantly during the operational period, if no major
modifications have been implemented. The ALARP assessment may nevertheless
change, if new information has been made available from research, from experien-
ced accidents or incidents or changes in the way performance standards for safety
critical systems are fulfilled on the installation in question.
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This underlines the fact that an ALARP assessment has no “eternal life”; it is a
dynamic process which needs to be reconsidered regularly, in the light of new
experience and new data.

In the UK risk intolerability levels are not considered to be instruments of
precise control of risk. Compared to the Norwegian system, the UK regime puts
stronger emphasis on the ALARP process, reflecting the need to put risk analysis
results into a broader context of risk reduction, taking into account the limitations
and constraints of the analyses.

2.6.3 A Structure for a Risk Analysis Regime Without the use of Risk
Acceptance Criteria

General
Our starting point is a decision-maker facing some decision points in a project.
These decision points include problems and opportunities, such as poor HES
results, implementation of a risk reduction policy, the use of new technology,
choosing a concept for further evaluations, etc. Having identified the main decision
points, adequate decision alternatives need to be generated and evaluated, relating
to whether or not to execute an activity, alternative concepts, design configu-
rations, risk reducing measures, etc. Our focus is on situations characterised by a
potential for rather large consequences, large associated uncertainties and/or high
probabilities of what the consequences will be if the alternatives are in fact being
realised, i.e., high risks according to our definition of risk. The consequences and
associated uncertainties relate to economic performance, possible accidents leading
to loss of lives and/or environmental damage, etc. Risk and decision analyses are
considered to give valuable decision support in such situations, and according to
the present risk analysis regime in Norway, risk acceptance criteria should be used
together with the results from these analyses as input to risk evaluation. In this
section, however, we will present and discuss an approach where such criteria are
not adopted at all. The question is whether such a principle can be justified, and
what the pros and cons of such a principle are.

Before presenting a detailed approach for a risk analysis regime without the use
of risk acceptance criteria, we will briefly discuss a simple model of the decision
process. The model, shown in Figure 2.1, covers the following items:

9 Stakeholders. The stakeholders are here defined as people, groups, owners,
authorities etc. that have interest related to the decisions to be taken. Internal
stakeholders could be the owner of the installation, other shareholders, the
safety manager, unions, the maintenance manager etc., whereas external
stakeholders could be the safety authorities (the Norwegian Safety Petroleum
Authority, the State Pollution Control Agency, etc.), environmental groups
(Green Peace etc.), research institutions, etc.

9 Decision problem and decision alternatives. The starting point for the deci-
sion process is a choice between various concepts, design configurations,
sequence of safety critical activities, risk reducing measures etc.
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Stakeholders’ values

A 4

Goals, criteria and
preferences

2 5
Decision Analysis and
problem evaluations
> »| Managerial review
Decision * Risk analysis and judgement
alternatives * Decision analysis
A

Figure 2.1. Model of the decision-making process (Aven, 2003)

9 Analysis and evaluation. To evaluate the performance of the alternatives,
different types of analyses are conducted, including risk and cost-benefit
(cost-effectiveness) analyses. These analyses may, given a set of assumptions
and limitations, result in recommendations on which alternative to choose.

9 Managerial review and judgement. The decision support analyses need to be
evaluated in the light of the premises, assumptions and limitations of these
analyses. The analyses are based on background information that must be
reviewed together with the results of the analyses. Consideration should be
given to factors such as

The decision alternatives being analysed

The performance measures analysed (to what extent do the perfor-
mance measures used describe the performance of the alternatives?)

The fact that the results of the analyses represent judgements and not
only facts

The difficulty of assessing values for burdens and benefits

The fact that the analysis results apply to models i.e., simplifications of
the real world, and not the real world itself. The modelling entails the
introduction of a number of assumptions, such as replacing continuous
quantities with discrete quantities, extensive simplification of time
sequences, etc.

In Figure 2.1 we have indicated that the stakeholders may also influence the final
decision process @ in addition to their stated criteria, preferences and value

tradeoffs providing input to the formal analyses @
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A More Detailed Structure
To make a risk analysis regime workable without the use of risk acceptance crite-
ria, a procedure such as the following could be appropriate:

1.

Perform a crude analysis of the benefits and burdens of the various alterna-
tives addressing attributes related to feasibility, conformance with good
practice, economy, strategy considerations, risk, social responsibility, etc.
The analysis would typically be qualitative and its conclusions summarised
in a matrix with performance shown by a simple categorisation system
such as Very Positive, Positive, Neutral, Negative, Very negative. From
this crude analysis a decision can be made to eliminate some alternatives
and include new ones, for further detailing and analysis. Frequently, such
crude analyses give the necessary platform for choosing one appropriate
alternative.

When considering a set of possible risk reducing measures, a quali-
tative evaluation in many cases provides a sufficient basis for identifying
which measures to implement, as these measures are in accordance with
good engineering or with good operational practice. Also many measures
can quickly be eliminated as the qualitative analysis reveals that the bur-
dens are much more dominant than the benefits.

From this crude analysis the need for further analyses is determined, to
give a better basis for deciding which alternative(s) to choose. This may
include various types of analyses of risk.

Often the risk analysis focuses on the possibility of loss of lives. Then the
risk analysis presents a risk picture related to this consequence, and this
risk picture is compared with other relevant activities, analyses and data.
From this evaluation, the analysis group has a basis for giving a statement
about how they judge the risk. The analysis group does not conclude on
whether risk is acceptable or not, as acceptance is related to the alternative
considered, with all benefits and burdens associated with it, and not only
the risk level.

Other types of analyses may be conducted to assess, for example costs, and
indices such as expected cost per expected saved statistical life could be
computed to provide information about the effectiveness of a risk reducing
measure or compare various alternatives. The expected net present value
may also be computed when found appropriate. Sensitivity analyses should
be performed to see the effects of varying values for statistical lives and
other key parameters.

Often the conclusions are quite straightforward when calculating indi-
ces such as the expected cost per number of expected saved lives over the
field life and the expected cost per averted ton of oil spill over the field
life. If there is no clear conclusion about gross disproportion, then these
measures and alternatives are clear candidates for implementation.

Clearly, if a risk reducing measure has a positive expected net present
value it should be implemented. Crude calculations of expected net present
values, ignoring difficult judgements about valuation of possible loss of
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lives and damage to the environment, will often be sufficient to conclude
whether this criterion could justify the implementation of a measure. An
example is shown by Vinnem et al. (1996).

5. An evaluation of other factors such as risk perception and reputation
should be carried out whenever relevant, although it may be difficult to
describe how these factors would affect the standard indices used in
economy and risk analysis to measure performance.

6. A total evaluation of the results of the analyses should be performed, to
summarise the pros and cons for the various alternatives, where the con-
straints and limitations of the analyses are also taken into account.

7. The decision-maker then performs a review and judgement of this decision
support and makes a decision.

The essential element in the above decision process is a drive for generating alter-
natives. Often a base case is defined, but the successful implementation of this
regime is that there is a climate for considering possible changes and improve-
ments compared to the base case. If risk to personnel or the environment is consi-
dered relatively high, solid arguments will be required not to improve or eliminate
the alternative. The difference in costs would have to be grossly disproportionate if
no safety improvements were made. If an alternative is chosen with a fairly high
risk level, the decision-maker must be able to document the arguments in case of
later scrutiny, for example in the event of an accident.

It is essential that the analysis team has the ability to communicate the infor-
mation from the analyses to the decision-maker, and the decision-maker must
understand what the analyses and the analysts express. Compared to the present
situation, there is a need for improvements in both these areas. It is also necessary
that the results from the analyses are communicated to management at a suffici-
ently high level. The implications of risk results may sometimes be far reaching,
with facets that are non-tangible, and with certain dimensions of a political nature.
It is therefore important that risk results should be communicated directly to a high
management level, and not filtered through several layers of middle management.

Compared to a regime based on the use of risk acceptance criteria, the above
regime could in some cases mean a more direct visualisation of the decision-
maker’s trade-offs between safety and other aspects, such as costs. Some may think
this is appropriate, but it could also be a problem — not all decision-makers would
see this as attractive. The use of risk acceptance criteria means an extended level of
delegation to lower levels of decision-making.

2.6.4 Cases

In the following we will discuss the use of risk acceptance criteria in the offshore
oil and gas industry, using the Norwegian safety regime as the basis. We will argue
that the use of risk acceptance criteria is difficult to justify. We will do this by
distinguishing between different phases for judgement of risk acceptance. First we
look at the early phase of an activity, which is often characterised by high potential
for reducing the risk to personnel. Then we consider the execution phase where the
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risk level has already been judged as tolerable, on an overall level, and the goal is
to optimise arrangements, operational plans and measures. As illustrations, let us
look at the initial phase of the drilling for oil and gas in the North Sea and the use
of helicopters for transporting people to and from offshore installations. Any
evaluation of these activities would immediate conclude that they are high risk
activities. The benefits of the activities are large, however, and they are therefore
accepted. The risk level is considered acceptable or tolerable. This conclusion is
established as a result of a political and management process — it is not the result of
formal risk assessments using pre-defined risk acceptance criteria. The politicians’
and the managers’ task is to balance different benefits and burdens, and often this
means balancing benefits and risks. If the risk level is high, the benefits of the
activity are also often high, and the activity is put on the political agenda. Clearly,
the use of pre-defined risk acceptance criteria is not appropriate for situations like
this. What is gained by specifying for example a probability of having one or more
fatalities during a year of say maximum 0.01? It means less flexibility for making
an overall balanced consideration of the various burdens and benefits of the
activity. It could even stop the realisation of the activity. And it would lead to the
wrong focus, resulting in a more or less unfounded number. What should the
proper number be? Clearly, there is no universally appropriate number to be used,
as the risk accepted is a function of all the burdens and benefits of the activity. If
we want to use risk acceptance criteria, we would need to adopt criteria that make
the activity acceptable with respect to risk level. But what is then the benefit, in
such circumstances, of using the criteria? Given the established practice (with
respect to inter alia technology), risk is considered acceptable (tolerable) and the
risk calculations showing that risk is below the acceptance criteria are in fact not
important — it does not provide decision support. Unfortunately, much of the
present use of risk analysis and risk acceptance criteria is of this kind. Instead, risk
analysis should be used to identify critical areas and improvement potential and
assess the effects of possible safety improvement measures.

Political acceptance may result in a demand for changes and improvements to
concepts, designs, plans, etc. This could be based on specific requirements related
to arrangements and measures, or it could be related to explicit considerations of
risk. In the latter case, the risk reductions have to be seen in relation to the cost of
implementing the arrangements and measures. Again, a strict adoption of pre-
defined limits of acceptable risk levels would reduce the flexibility required to
realise activities considered to provide more benefits than burdens.

Now, let us take the case that a decision has been made to develop an offshore
oil and gas field. Then this activity is found to be a “tolerable (acceptable) acti-
vity”, given the boundary conditions (laws and regulations, available technology,
etc.). The management of the company then needs to “optimise” the concepts,
arrangements and measures. The question is, however, how to optimise the use of
resources to obtain the best possible concepts, arrangements, operational sequences
and measures, balancing the various burdens and benefits, as the activity’s risk
level is considered tolerable at this level of precision. This means that pre-defined
sharp constraints in this optimisation process should be avoided or at least reduced
to a minimum. Some examples will be used to illustrate this.
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Design of an Offshore Installation

Standard design procedures would in most cases give concepts and arrangements
with a risk level which designers and safety professionals find “tolerable”,
although there could be large potential for improvements. If they do not find it
tolerable, they would in most cases not present it as an alternative. And as discus-
sed above, the present level of technology, operational procedures, etc. have alrea-
dy been judged acceptable at an earlier stage of the development phase, through the
overall political and management processes. What is tolerable or acceptable may
be defined by comparing the risk level of the system considered to that with the
highest risk level among comparable “approved” systems, or to some specified
level of risk. But this number is of minor importance as risk should be substantially
lower (since it is an upper limit) than this number.

Further risk analysis is not justified to obtain risk acceptance, but to provide
decision support on the effectiveness of possible improvements or changes. The
goal should be optimisation of arrangements, plans and measures, in order to
obtain the proper balance between costs and reduced risk, as well as other burdens
and benefits. Using risk acceptance criteria, the risk analyses act as a verification
tool to check compliance or non-compliance. Examples of risk acceptance criteria
used in a situation like this are upper limits of FAR-values and f-N-curves. These
risk indices are all showing some average performance for the whole population of
personnel, or major groups of personnel, but this risk is already considered
tolerable on an overall level as discussed above. What remains to be controlled is
the individual risk — we may refer to this as risk considerations on a second-order
level of detail — but this risk is outside the scope of the risk analysis in design.
Most operational and organisational factors are optimised in the operational phase,
reference is made to the example below concerning helicopter transport.

The same type of reasoning applies to possible accidents leading to environ-
mental damage. The overall environmental risk has already been accepted, when
execution of the activity was accepted. Second-order level risk considerations
should be an optimisation exercise without unnecessary constraints.

To perform the optimisation of the concept, it is common practice to use pre-
defined requirements, related to safety function impairment frequencies and
effectiveness of safety barriers, to specify dimensioning loads, for example.

An example is the requirement for maximum design wave load. If we go back
to around 1960, the common design approach for offshore Gulf of Mexico was to
design for waves with 25 year return periods. One year in the early 1960s, there
were many severe storms, leading to more than a dozen platforms toppling over
due to wave overload. It was then decided that dimensioning wave load should be
increased to 100 years return period in order to increase the minimum standard.
100 year return periods are still used in the North Sea and other Norwegian waters
as the minimum design wave load, without significant damage to the structure. In
the last 10-15 years, it has also been required in Norwegian operations that
installations should be able to withstand waves with a 10,000 year return period,
but then substantial damage to the structure is acceptable.

From a theoretical point of view, our arguments also apply to such require-
ments — they represent unnecessary constraints and should be avoided. However,
for practical work the use of the pre-defined requirements of this type is justified as
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they simplify the planning process. To perform the optimisation there needs to be
some initial characterisations of the performance of the systems of the installation.
Care has to be taken, however, to avoid suboptimisation. Over-stringent require-
ments regimes may limit creativity and the drive to identify the best overall
arrangements and measures. We refer to the conclusion section for further
comments related to the implementation of such requirements.

Concept Optimisation
Concept optimisation is that point in the development of an offshore installation
where the potential for influence from risk assessment is among the highest. It is
perhaps also the time when many experts will want to use risk acceptance criteria.
But, as we will try to illustrate, it is also the time with the highest potential for
achieving extra risk reduction through an ALARP evaluation.

We will discuss two scenarios in relation to concept optimisation:

(@) The concept as initially presented has a FAR value just below the accep-
tance limit.

(b) The concept as initially presented has a FAR value somewhat above the
acceptance limit.

If the FAR value is below the risk acceptance limit, the risk assessments will
normally perform some kind of search for further improvement, but this search is
often not very extensive, and is conducted with limited motivation for implemen-
ting improvements.

If the FAR value is somewhat above the acceptance limit, there will be a
dedicated search for risk reducing measures. Consider for example that a large
contribution comes from high exposure of personnel during evacuation. This will
often result in more detailed modelling of the escape of personnel from hazardous
areas back to the shelter area. More detailed modelling could well bring the
average FAR value below the risk acceptance limit, as the modelling often reduces
any “conservatism” in the analysis. If not, additional heat shielding on escape ways
may be needed. But let us assume that the concept has a real problem for safe
escape in certain accident conditions, such that a more fundamental solution is to
provide an under-deck escape tunnel with overpressure protection and HO rating,
which for all fires on deck and on sea would be safe to use. Let us assume that the
extra cost implied by such an escape tunnel is 20 million NOK.

In the circumstances we have described here, it is likely that in both cases
limited improvements (i.e. less than installation of an extra escape tunnel) would
be chosen, if risk acceptance criteria form the main principle for the control of risk
in safety management.

In our view, the only safety management regime which would guarantee seri-
ous consideration of the need for fundamental improvement is one in which
ALARRP is the ruling principle in risk control, without any risk acceptance criteria.
With the values indicated, the cost of such an escape tunnel would in most circum-
stances not be considered to be grossly disproportional, especially if it was
believed that the concept actually had a problem with respect to the provision of
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safe escape possibilities. Thus one would expect the escape tunnel to be installed,
if it complies with good engineering practice and is decided upon at the concept
optimisation stage.

This implies that although the potential for relatively inexpensive improvement
of a concept is at the concept optimisation stage, the use of risk acceptance criteria
for risk control may be the highest obstacle to realisation of such improvement.

Shuttling Between Installations
We will address two issues:

a) the total risk of fatalities
b) the risk for individuals.

To simplify, we may assume that the risk is proportional to the number of flights n
(defined in a certain period of time). Now, should we define acceptable risk limits
by saying that the probability of accidents (or fatalities) should be maximum x, and
the individual probability of being killed due to shuttling shall not exceed y? Based
on our simplification, these probabilities are functions of the number of flights n,
meaning that stipulating limitations on the number of flights sets limits for the
risks.

Both these issues are closely linked to the manning levels of the installations,
and consequently the cost of operating these installations. Thus we need to see the
risks in a broader context, which also involves workers’ unions and politicians.
Given the present level of activity on the Norwegian Continental Shelf, which is in
fact approved by the Norwegian parliament, and the present regime for manning
the installations, the total risk (a) is a priori considered tolerable. A job has to be
done, and spreading the risk over a longer period of time in order to reduce the risk
level in one particular year does not reduce the accumulated risk, and has no effect.
However, in case (b), restrictions on the exposed risk are meaningful, as there
could be pressure to expose some people to higher risks than they appreciate. This
must naturally be seen in relation to the existing structures for remuneration, but it
seems sensible to impose some general restrictions on the number of flights for
each person. Whether this is a result of a risk being judged as acceptable or not or
the number of flights as too high, is a matter of choice, as the link between the
solution n and risk is so clear in this case.

Observe that the specification of such a limit n is not the same as using a pre-
determined risk acceptance criterion, as argued against above. The decision to be
taken is to determine n and for that purpose a procedure using the principles
discussed above, with the generation of alternatives (different n values) and assess-
ment of the associated consequences, may be adopted. This process generates a
specific solution, the proper n. The shuttling risk analysis is used as a basis for
specifying this n.

It should be noted that restrictions on exposure of personnel to helicopter tran-
sport may often lead to increased number of flights, which will inevitably increase
the total exposure of helicopter pilots. This could be considered a negative factor,
which underlines that there are complex links between the different factors.
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Modifications on an Installation in Operation

One frequent argument for using risk acceptance criteria in the operational phase is
that such criteria are considered useful for controlling the risks after years with
modifications on the installation. The question addressed is then; is the risk still
acceptable? Again, our argument would be that if the risk is considered high,
changes have been made which means balancing high benefits and increased
accident risks, and this would be judgements on a high management level, which
should not be constrained by risk acceptance criteria. If the changes are accepted,
the ALARP principle should apply. We refer to the example above on design of an
offshore installation.

2.6.5 Common Objections to our Approach
Some of the most common objections to our thinking are discussed below:

(1) Risk acceptance criteria are needed to ensure a minimum safety level.
Without such criteria we may expect a significant reduction in safety level,
and economic concerns can be used to reduce the safety level.

Response: No, this is not the case. The regulations have a number of
specific requirements ensuring a minimum safety level. If the calculated
risk is substantially above the risk acceptance criteria — the levels of tolera-
bility (we write substantially, as the precision level of risk analysis does
not allow “millimetre” considerations) — this would not be consistent with
the regulations stating that a high safety level should be established,
maintained and further developed. In such a case, we would have no
confidence in being able to avoid accidents, and interventions from the
authorities are required. In the case of large uncertainties, the regulations
state that arrangements should be made reducing the uncertainties. Again
this would be an argument for not accepting such risks. Furthermore, such
high risks would also mean political involvement, and this would put addi-
tional pressure on the operator.

An additional remark is in place. We have to acknowledge that it is the
oil companies that specify the risk acceptance criteria and most of the
requirements in the Norwegian offshore sector. The whole safety legisla-
tion is based on the operator having the full responsibility for its activity,
and the regulations allow the operators a large degree of freedom to find
adequate solutions and measures. If we do not rely on the oil companies,
the regulatory regime must be changed.

(2) Decision criteria will always be needed in order to make decisions. Risk
acceptance criteria are just a form of decision criteria.

Response: We do not disagree that some kind of decision criteria will
be needed in some circumstances. Consider for example the above illustra-
tion on shuttling between installations where some criteria relating to the
allowed volume of helicopter flying per person may be needed in some
circumstances. However, the mechanical application of pre-defined risk
acceptance criteria need not be the answer.
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There are so many decisions to be made on a daily basis that having to
perform an extensive “process” each time would be too time consuming.

Response: We agree that there are many decisions taken, and that they
need to be taken in an efficient manner. Few daily decisions however,
make reference to risk acceptance criteria: they are based on other types of
decision criteria, specific requirements, qualitative evaluations, etc. For the
few times that risk acceptance criteria are used in the decision process, a
decision process may be substituted, without extensive delay or inefficient
use of resources.

Risk acceptance criteria have been used for more than 20 years, and are
functioning well.

Response: We think this argument may be challenged. What probably
has functioned well is that decisions have been made efficiently, but have
they been the right decisions? We think that better decisions (right deci-
sions) may be arrived at through an alternative approach, whereby higher
level management becomes more involved in the decision-making process.
A balanced evaluation of burdens and benefits often becomes very com-
plex, because:

e Burdens and benefits are not realised at the same time: some may be
delayed or spread out over a long period. Net present value is
accepted for income and costs that are measured in monetary values,
but not at all for other consequences such as loss of life or environ-
mental effects.

e Burdens and benefits may not affect the same groups of people, or
may affect them at different times, thus making “equal risk distri-
bution” an impossibility.

e The evaluation of burdens and benefits will need to be restricted to
what the operating company is capable of influencing, which for in-
stance is restricted to working hours, and not off-duty hours.

Response: We agree that a balanced evaluation of burdens and benefits is
sometimes very challenging. It becomes neither more nor less challenging
through the avoidance of pre-defined risk acceptance criteria in the evalua-
tion process.

The present system of using risk acceptance criteria should be gradually
developed away from the present relatively mechanistic into a system of
balanced evaluation of burdens and benefits. A gradual development will
be better than an abrupt change of approach.

Response: If a gradual transition to a different system can be achieved,
that may be the best solution. We do not address the problem of how a
transition or change should be implemented in practice.

On the other hand, gradual change from a system that has been mainly
unchanged for many years may be difficult to achieve. It may be argued
that authorities have tried to promote a gradual change for some time, but
without success. Authority representatives have made the comment for
some years already, that they sometimes experience use of risk analysis

www.forex-warez.com



66  Risk Management

which is virtually contrary to what has been intended. Risk analysis and its
results are sometimes interpreted as “evidence” of no need for change. In
spite of these comments, no changes have occurred.

(7) Risk acceptance criteria may give the safety professionals the opportunity
to at least achieve a minimum of risk reduction, if the management (of a
project or an installation) does not give accident prevention sufficiently
high priority.

Response: If project or installation management does not give suffi-
ciently high priority to accident prevention, one could argue that it would
be better to let that conflict be visible, to be corrected by the workers’
representative system, upper level management or authorities. The
“solution” provided by risk acceptance criteria in these circumstances is
probably only a minimum solution, in the sense that only the least possible
risk reduction will be approved.

2.6.6 Conclusions

In the above, we have argued for the need to consider risk as a basis for making
decisions under uncertainty. Such considerations, however, must be seen in rela-
tion to other burdens and benefits. Care should be shown when using pre-
determined risk acceptance criteria in order to obtain good arrangements, plans and
measures. Pre-defined criteria driving the decisions should in general be replaced
by a risk management approach highlighting risk characterisation and evaluation,
and a drive for risk reductions and a proper balance between burdens and benefits.

Risk analyses support decision-making on choice of specific concepts, arrange-
ments, measures, procedures, etc., as well as decision criteria. Such decision
criteria may have the form of a requirement, for example, the system should have a
probability of failure of maximum 1/1000 for a period of one year. Further
detailing of this system in a later development phase, could involve risk/reliabi-
lity/performance analyses to support decision-making, and 1/1000 would be a
boundary condition for system performance. Some people may also refer to 1/1000
as a pre-determined risk acceptance criterion. This example illustrates the different
levels of criteria used for supporting decision-making, and the need to view the
development of criteria and requirements in a time perspective. Above, we have
mainly focused on the high level criteria used for the total system and not its many
subsystems and components. For the latter it may be more appropriate to apply
specific acceptance limits, to facilitate the design and development process, but
even for such situations our main approach could be used. Generating alternatives
and predicting their burdens and benefits should always, in our view be the ruling
paradigm.

We see that there is a hierarchy of goals, criteria and requirements. These can
schematically be divided into four categories:

1. overall ideal goals, for example “our goal is to have no accident”,

2. risk acceptance criteria (defined as upper limits of acceptable risk) or tole-
rability limits, managing the accident risk, for example “the individual
probability of being killed in an accident shall not exceed 0.1%”,
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3. requirements related to the performance of safety systems and barriers,
such as a reliability requirement for a safety system,

4. requirements related to the specific design and operation of a component or
subsystem, for example the gas detection system.

The main message from the discussion in Section 2.6 can be summarised as follows:

e Focus should be on meeting defined overall objectives, which should be
formulated using quantities that are observable (such as the number of
fatalities, the number of injuries, the occurrence of a specific accidental
event, etc.). Probabilistic quantities should not be used to express such
objectives.

e Safety management is a tool for obtaining confidence in meeting these
objectives.

o0 Emphasis should be placed on generating alternatives, to be
compared with projected performance.

0 Risk acceptance criteria (level 2 above) should not be used.

0 To ease the planning process for optimising arrangements and
measures, requirements related to safety systems and barriers
may be useful (level 3 above).

e What is acceptable from a safety point of view and what constitutes a
defensible safety level, cannot in principle be determined without incorpo-
rating all the pros and cons of the alternative, and the decision needs to be
taken by personnel with formal responsibility at a sufficiently high level.

2.7 On the Ethical Justification for the Use of Risk Acceptance
Criteria

In this section we are concerned about the ethical justification of the use of risk
acceptance criteria, and as an illustrative example, let us consider the Norwegian
offshore oil and gas activities and the regulations on health, safety and environ-
ment (HES) issued by the Norwegian Safety Petroleum Authority (PSA). The
regulations include a number of specific requirements related to HES, for example
specifying the capacity of the fire walls protecting the living quarters. Most re-
quirements are of a functional nature, saying what to achieve rather than how to
achieve it. In addition to such requirements, the PSA regulations require that the
operators specify risk acceptance criteria for major accident risk and environmental
risk, see Section 2.6.1. By acceptance criteria we mean the upper limit of acceptab-
le risk relating to major accidents and risk relating to the environment. Acceptance
criteria must be set for the personnel on the facility as a whole, and for groups of
personnel who are particularly risk exposed, pollution from the facility and damage
done to third parties. These acceptance criteria are to be used in assessing results
from the quantitative risk analyses.

The regulations state that over and above the level given by these requirements,
the specific requirements and the risk acceptance criteria, risk must be further
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reduced as far as possible, i.e., the ALARP principle applies. Hence we may see
the specific requirements and the risk acceptance criteria as minimum requirements
to be fulfilled by the operators. The justification for these minimum requirements
concerning people and the environment is ethical — people and the environment
should not be exposed to a risk level exceeding certain limits. Having established
such minimum requirements, the authorities’ supervision can be quite easily
carried out by checking that these requirements are met. Hence the authorities are
in a position to decide if the HES level is acceptable or not, depending on the
fulfilment of these requirements. Of course, in practice the extent to which the
ALARP principle is implemented is also an issue, but as there are no strict limits to
look for, supervision of its implementation is more difficult.

In the following we discuss the ethical justification for such a regulation regime
based on the use of minimum requirements, in the form of specific requirements
related to arrangements and risk acceptance criteria. The emphasis is on the risk
acceptance criteria. Does this regime have a stronger ethical justification than other
regimes that do not include risk acceptance criteria as a part of their framework?
What conditions need to be fulfilled to obtain such justification? In the Norwegian
offshore industry the operators define the risk acceptance criteria. Would that
violate the basic idea of minimum requirements, as the operators could specify
criteria that in practice are always met?

When discussing the ethical justification for such a regime we have to
distinguish between various types of ethics. Two basic directions are (1) ethics of
the mind — focusing on the purpose, meaning or intention of the action, and (2)
ethics of the consequence — focusing on the good or bad results of an action, see
Hovden (1998) and Cherry and Fraedrich (2002). These types of ethics are labelled
deontological and teleological theories, respectively. A variant of the teleological
theory is utilitarianism, which searches for alternatives with the best balance of
good over evil. The use of cost-benefit analysis may be seen as a way of making
the theory operational. Deontological theories stress that the rightness of an act is
not determined by its consequences. Certain actions are correct in and of
themselves because they stem from fundamental obligations and duties (Cherry
and Fraedrich 2002).

A regime based on HES requirements and the use of risk acceptance criteria as
used by the PSA, is often linked to the former type, the ethics of mind, whereas the
use of the ALARRP principle is linked to the latter type, the ethics of consequences.
The point is that in the former case, the requirements should in principle be fulfil-
led without reference to other attributes such as costs, whereas in the latter case,
decision-making is based on a consideration of all consequences of the possible
alternatives.

However, a further look into this way of reasoning shows that it is problematic.
When it comes to safety, what are the consequences — the expected outcomes from
an activity assigned by some analysts, or the real outcomes generated by the activi-
ties? And how do we measure the value of these consequences? For example; how
good is a cost reduction compared with a reduction in safety level? This is discus-
sed in more detail below, based on different ethical stands; the duty and the utility
stands, but also the justice and discourse stands. The justice approach to ethics
focuses on how fairly or unfairly our actions distribute benefits and burdens among
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the members of a group — people should be treated equally unless there are morally
relevant differences between them. The discourse stand is based on a search for
consensus through open, informed and democratic debate (Hovden 1998).

In the following discussion we make a sharp distinction between the possible
outcomes, uncertainty assessments of what the outcomes will be, and our valuation
of the outcomes and quantities expressed through the uncertainty assessments.

2.7.1 The Influence of the Risk Perspectives Adopted

Consider the regulation of an activity, involving a potential for hazardous situa-
tions and accidents leading to loss of lives and injuries. From an ethical point of
view, we would require no fatalities and no injuries. This is ethics of the mind, no
one should be killed or be injured in his or her job. However, in practice no one
can guarantee a 100 percentage safety, and alternatives are sought. Examples inclu-
de the following:

The individuals concerned feel safe

The individual risk is sufficiently low

The calculated individual risk is sufficiently low

Risk is reduced to a level that is as low as reasonably practicable

The uncertainties related to possible situations and events leading to loss of
lives and injuries are reduced to a level that is as low as reasonably
practicable.

agprwNE

To discuss these goals and criteria, we need to distinguish between different per-
spectives on risk, as the meaning of the goals and criteria is different depending on
the perspective. Here we restrict attention to two main categories of perspectives:

e atraditional (classical) approach to risk and risk analysis, and

e aBayesian perspective, see Section 2.1.

Either one starts from the idea that risk (probability) is an objective quantity and
this risk has to be estimated, or one starts from the idea that risk (probability) is a
subjective measure of uncertainty as seen through the eyes of the analyst. The
former case, which is referred to as the traditional or classical view, means that risk
is a fictional quantity, expressing the proportion of fatalities in an infinite reference
population of similar situations. The latter case is referred to as Bayesian, and has
no reference to such an underlying population. Note that there exist many
variations of the Bayesian paradigm — here we use the term when probability is
used as a subjective measure of uncertainty, see Section 2.1 and the appendix.

A Traditional Approach to Risk and Risk Analysis
We first look at the case when risk acceptance criteria are used.

Traditionally, risk has been seen as an objective property of the activity being
studied, and hence there exists an objective real individual risk expressing the
probability that the person will be killed or injured. If this probability is low, the
person will normally also feel safe. If it can be verified that the real individual risk
is below a certain value, the regulator would have ensured that the activity is
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acceptable from a safety point of view. No guarantee can be given that fatalities or
injuries would not occur, but the chance would be small and under control. It is
still an argument based on ethics of the mind, as it is grounded on a reflection of
what is right and not linked to the possible consequences of the action. A typical
value used for individual risk is 0.1%, meaning that there should be a maximum of
0.1% probability that a specified individual will be killed due to an accident
occurring during the period of one year. This number is used with no reference to
the consequences related to, for example, costs.

The idea that such an objective risk exists is the basis for the regulations in
many countries. It is seldom or never explicitly stated, but it is clear from the way
the regulations are formulated that such a perspective on risk is adopted.

As an alternative to the above regime based on risk acceptance limits, consider
a regulation regime based on the same principles 1-5 above, but with no use of
pre-defined risk acceptance criteria. The justification for such a regime would be
partly ethics of the mind and partly ethics of the consequences:

e Ethics of the mind: the basic idea, what is a correct risk level for the indivi-
dual, has to be seen in a broader context taking into account what he or
she, and others, gain by the activity. A low accident risk has no value in
itself.

e Ethics of the consequences: the specific choice, the action or decision,
needs to reflect what the possible consequences are. For example, an alter-
native may be generated which leads to high risks for some people but
extremely positive benefits for others, and the risks can be compensated for
through remuneration and insurance.

Of course, even in the case of risk acceptance criteria, the ethical justification is
partly teleological: we have to look at the consequences. Requiring a risk level
equal to, say, 0.01% would have severe consequences and in many cases mean that
activities are not performed. If we adopt the traditional level 0.1%, it is known
from many years of experience of using this criterion that it is met for most or
nearly all types of activities in the western world.

In addressing a new type of situation, where we have little or no experience
from previous studies, it is difficult to specify the risk acceptance criteria. We
simply do not know the consequences. An example would be a unique operation,
one of great importance. Then using the ethics of the mind to specify a certain
limit, would be difficult to justify as the consequences need to be addressed.

The classical approach is based on the idea that an objective risk exists, but in
practice we have to estimate this risk, and this estimate would normally be subject
to large uncertainties. And this uncertainty needs to be taken into account. Using a
risk acceptance criterion of the form 0.1% and adopting a classical view, means
that uncertainties in the risk analysis estimate need to be addressed. The true risk
number could be significantly different from the estimate. Hence by adopting a
regime based on risk acceptance criteria, no minimum requirements have been
established, as meeting the 0.1% level does not mean to say that the true risk meets
this level. We may try to express the uncertainties of the estimates, but that leads to
such complex analysis and such wide uncertainty intervals in most real life cases
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that the whole idea of using risk analysis and risk acceptance criteria breaks down,
see Aven (2003).

An alternative is to refer to Procedure 3 above: specify a limit for the calculated
individual risk. However, this would not be satisfactory as there is no guarantee
that the real risk is under control.

A Bayesian Perspective
According to the Bayesian view, an objective individual risk does not exist. Using
a risk acceptance criterion of the form 0.1% means that the risk analysts’
assessment concludes that risk is acceptable or unacceptable, depending on the
result of the analysis. However, different assessments could produce different
numbers depending on the assumptions made and the analysts chosen for the job.
The idea of minimum requirements defined by the risk acceptance criteria
seems to lose its meaning when risk does not exist as an objective quantity. But a
further analysis reveals that the Bayesian perspective is not so different from the
classical approach, if we acknowledge that in the classical case we have to deal
with risk estimates and in the Bayesian case subjective assignments. It is possible
to use risk acceptance criteria also in the Bayesian case, interpreting the criteria as
limits for comparing the risk assignments. Except for the Criterion 2 stated in
Section 3.1, we can implement the others, i.e., 1 and 3-5, with and without pre-
defined risk acceptance criteria. The ethical justification would be as in the classi-
cal case, interpreting risk according to the Bayesian perspective. We will discuss
this in more depth in the following section.

2.7.2 Discussion

It is obvious from the above considerations that the results generated by the risk
analysis need to be seen in a broader context taking into account that the risk
analysis depends on assumptions made, the analysts performing the analysis etc.
An ethical principle, based on ethics of the mind, for adopting a pre-defined level,
can still be put forward, but the limitations of the analyses weaken its position. We
may formulate a risk acceptance limit as a minimum requirement, but the tool to be
used to check its fulfilment or not lacks the accuracy or precision needed. To
compensate for this lack of accuracy or precision, we could specify a fairly
stringent requirement, say 0.01%, and use the analysis to check that this level is
fulfilled, as a guarantee for the real risk to be lower than 0.1% (say) in the classical
case, or as a guarantee that different analyses would all ensure a level of 0.1%
(say) in the Bayesian case. However, such a strong limit would not be used, as the
consequences might easily be unacceptable, as discussed in the previous section.
Instead a weak limit would be preferred, such as 0.1%, and then the calculated risk
would nearly always meet this limit. A minimum safety level is then established,
but this level is so weak that it is seldom or never challenged. A lot of energy and
resources are used to verify that these limits are met, which is not very cost-
efficient as the results are obvious in almost all cases.

The use of conservative assumptions leading to overestimation of risk or higher
risk assignments than the “best judgements” made by the analysts is often seen in
practice. However, this does not add anything new to the above reasoning, except
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that such a procedure could simplify the analyses. If the criterion is not met in the
first run of the risk analysis, it is necessary to perform further detailing and remove
some of the conservative assumptions, which normally leads to acceptance.

At the point of decision-making the consequences X, representing for example
the number of fatalities, are unknown. Expectations, E[X], may be calculated and
uncertainties assessed, but there is a fundamental difference between the real out-
comes and the predictions and uncertainty assessments. The fact that we do not
know the outcomes means that we cannot simply apply the ethics of the conse-
quences. In the case of large uncertainties in the phenomena being studied, the
weight on the ethics of the mind would necessarily also be large. We can calculate
individual death probabilities and expected net present values in a cost-benefit
analysis — however, there would be a need to see beyond these calculations, as they
are based on a number of assumptions. How to deal with the uncertainties has to
have a strong component of ethics of the mind. We are led to the adoption of
principles such as the cautionary principle, saying that in the face of uncertainties,
caution should be a ruling principle, and the precautionary principle, saying that in
the case of lack of scientific certainty about the consequences, the activity should
be avoided or measures implemented, see Section 2.3. These principles are
primarily principles of ethics of the mind. They are obviously related to the
consequences in the sense that they are implemented to avoid negative conse-
guences, but the basic ideas of using these principles are founded in a belief that in
the face of uncertainties, caution and precaution should be the ruling policy — you
should not gamble with lives.

Adopting a classical perspective on risk, we would add that uncertainties in the
risk estimates are another reason for adopting the cautionary and precautionary
principle, and emphasise the ethics of the mind. In a way these uncertainties are
mind-constructed uncertainties, just as the objective underlying risks are mind-
constructed quantities, and in this sense the ethics of the mind may be given too
strong a weight compared with the ethics of the consequences.

To evaluate the uncertainties, risk analysis constitutes a key instrument, but
also risk perception plays a role. If people perceive the risks and uncertainties
related to a phenomenon as high, it could influence the decision-making process
and the weighting of the various concerns. However, taking into account risk
perception in the decision-making process does not necessarily mean that more
emphasis is placed on the ethics of the mind, relative to the ethics of the conse-
guences, as risk perception is also a consequence or an outcome of the actions and
measures considered. Depending on the perspectives on risk adopted, risk percep-
tion provides to varying degree relevant information about the consequences. If
risk is considered an objective property of the system being analysed, risk percep-
tion would in general be given less attention than if risk is a subjective measure of
uncertainty.

So far we have focused on individual safety. Now some words about environ-
mental issues. Here the ideal would be no damage to the environment. Since this
ideal cannot be achieved fully in most cases, the concepts of risk and uncertainty
need to be addressed. The first issue we then would like to discuss is whether a low
environmental risk level has a value in itself. Clearly a life has a value in itself, and
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most people would conclude that the environment has a value in itself. But the
value is not necessarily very large. If we have to choose between production of a
certain type of units causing some risk of pollution, or not, we often accept the risk
of pollution. The benefits outweigh the negative consequences. We adopt ethics of
the consequences. However, as for lives, we also use ethics of the mind, in the face
of risks and uncertainties, as we cannot picture the exact consequences of an
action. We apply the cautionary and the precautionary principles. The discussion
on whether to use risk acceptance criteria or not would be analogous to the discus-
sion for the individual risk.

In general, the regulators might be expected to put more emphasis on the
uncertainties and the ethics of the mind than the industry, as the regulators necessa-
rily have a broader societal perspective. This creates a dilemma. Modern safety
management is based on the use of the internal control principle, saying that
industry has full responsibility for its activities. In the Norwegian oil industry, this
principle has been implemented and the oil companies specify the risk acceptance
criteria. However, the primary goal of the industry is profit. In practice, the
industry would seek to avoid “unnecessary” constraints in the optimisation process,
and hence reduce the ethics-of-mind-based criteria to a minimum. If the regulations
require such criteria, the result would be the implementation of very weak limits,
so that the criteria do not induce any practical constraints.

Thus the regulators need to specify the criteria if they wish to implement a
certain safety standard in the industry. To some extent this is being done in the
offshore industry. For example the Norwegian and UK petroleum authorities have
defined upper limits for the frequencies of impairment of specific safety functions,
see Aven and Vinnem (2005). Unless obliged to do so by the regulator, one should
not expect to define risk acceptance criteria beyond these limits, as such criteria
might be viewed as being in conflict with the primary goals of the industry. The
ethics of the consequences would necessarily rule.

Finally, some words about the justice and discourse stands.

According to the justice principle of ethics, people should be treated equally
unless there are morally relevant differences between them. An application of this
principle to safety and risk in society and industry is meaningless, as safety/risk is
just one of many attributes that define welfare and are relevant in the decision-
making process. Specifying some minimum safety standards does not imply full
implementation of the principle, but provides some constraints for optimisation.
However, how these minimum safety standards should be defined cannot be
deduced from an ethical principle. The use of risk acceptance criteria is one way of
making such standards operational, but there are other approaches that could be
used as well, as discussed above.

The discourse principle is based on a search for consensus through open,
informed and democratic debate. Many aspects of this principle are widely imple-
mented in the western world, through modern regulation and management regimes,
emphasising involvement and dialogue. Applying this principle is mainly based on
the ethics of the mind, as it is believed that this is the right way of dealing with
risks and uncertainties.
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2.7.3 Conclusions

Many people, in particular safety people, mock the utility principle see Hovden
(1998). What they often do is argue against the practical tool for implementing the
principle, the cost-benefit analyses. And that is easy. Any tool used for balancing
pros and cons would have severe limitations and be based on a number of
assumptions. There is therefore a need to see beyond the tools. We need some
managerial review and judgement which open up for a broader perspective,
reflecting the limitations and assumptions of the tools and all the ethical concerns
that need to be taken into account when making decisions in the face of uncer-
tainties. The utility principle (ethics of the consequences) would be important,
because we need to balance the pros and cons. However, it is not possible to make
this principle operational without also reflecting the other ethical principles (ethics
of the mind, justice and discourse). There should be no discussion on this. What
can and should be debated is the balance of the various principles and concerns.
For example, in the case of helicopter shuttling between offshore installations,
what should be an acceptable safety or risk level for the workers? Should we
impose some limitations on the number of flights to manage the level of safety for
the personnel? Yes, in practice this is done, and it seems ethically correct. The
argument is of course based on considerations of the consequences, but also ethics
of the mind and the justice principle — the workers should be ensured a certain
safety level. As a result of the regulation and management regime, processes have
been implemented involving the workers in specifying this level. To the greatest
possible extent, consensus is sought.

Observe that the specification of such a safety level (for example expressed by
a maximum number of flights n) is not the same as using a pre-determined risk
acceptance criterion, as discussed above. The decision to be taken is to determine n
and for that purpose a procedure emphasising the generation of alternatives
(different n values) and assessment of the associated consequences, may be
adopted. This process generates a specific solution, the proper n. The shuttling risk
analysis is used as a basis for specifying this n.

Of course, one may decide that the associated risk should be reformulated as a
risk acceptance criterion to be used for other applications. If that is the case, the
discussion of the previous two sections applies. The ethics of the mind is
highlighted relative to the ethics of the consequences. However, as discussed in the
previous two sections it is possible to also formulate procedures according to the
ALARP principle that are strongly motivated by the ethics of the mind — the point
is that significant uncertainties in the consequences cannot be adequately handled
by standard cost-benefit analyses. Applications of the cautionary and precautionary
principles are required.

As discussed in this section, we see no stronger ethical arguments for using pre-
defined risk acceptance criteria in preference to any other regimes. There are obvi-
ously arguments for using and not using any of the above regimes, but these are not
primarily of ethical character. To decide which regime to implement, ethical
considerations should obviously be taken into account, but the decision has to be
put into a wider context reflecting the practical implementation of the regimes and
how to understand and deal with risk and uncertainty. Most people would agree
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that the chosen regime must balance a number of concerns and ethical perspec-
tives. The aim of this discussion has been to contribute to clarification of this
context and provide an improved basis for performing this balance.
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3

A Risk Management Framework for Decision Support
under Uncertainty

3.1 Introduction

The previous chapters have shown the need for providing guidance and a structure
for decision-making in situations involving high risks and large uncertainties. To
this end we present in this chapter a framework for risk management and decision-
making under uncertainty. The framework comprises the following main elements

e problem definition (challenges, goals and alternatives),

e stakeholders,

e concerns that affect the consequence analyses and the value judgements
related to these consequences and analyses (frame conditions and con-
straints),

e identification of which consequence analyses to execute and execution of
these,

e managerial review and judgement,

e and the decision.

Risk is defined as the combination of the two basic dimensions: a) possible conse-
quences and b) associated uncertainties. As there are many facets of these
dimensions, the framework means a broad perspective on risk, reflecting for
example that there might be different assessments of uncertainties, as well as
different views on how these uncertainties should be dealt with. This is also
reflected by the risk classification scheme adopted, based on the system introduced
by Klinke and Renn (2000) and modified by Kristensen and Aven (2004).

The framework gives a structure for classification of HES decision problems,
and a procedure for execution of the related decision-making processes. It provides
a check list for what concerns to address when searching for the best decision alter-
native. The classification is based on the two dimensions expected consequences
and uncertainties.
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The aim is to obtain better decisions i.e., to obtain more desirable outcomes, but
of course this is hard to evaluate. The best we can do, at least in the short run, is to
increase confidence in being able to obtain desirable outcomes. Furthermore, our
work would optimise the time and cost required involved in the process.

The chapter is organised as follows. In Section 3.2 we present the decision fra-
mework, after having summarised some fundamental principles of the framework
in Section 3.1. A discussion of the framework is found in Section 3.3, together with
some conclusions.

3.2 Basic Building Blocks of the Framework

The framework is based on a set of building blocks as summarised below. These
building blocks are extracted from the review and discussion of the fundamental
issues in Chapter 2.

(@) Risk is in general characterised by the combination of possible consequen-
ces associated with an activity and the assessor’s uncertainty about these
consequences. The consequences are normally expressed by quantities that
can be measured (such as money, loss of lives, etc.). A set of quantities are
typically needed to give a proper description of the consequences. We refer
to these quantities as observable quantities or just observables.

If C represents the consequence and ¢ describes one possible value of C
(or an interval defined by c, for example [0,c]), risk is expressed by the
combination of possible ¢ values and our uncertainty as to the consequence
C will take the value c.

(b) Risk (uncertainty) is quantitatively expressed by probabilities and expected
values. We assess the uncertainties and assign probabilities (and hence we
assign values for risk). It is meaningless to speak about uncertainties in
assigned probabilities and risk numbers, as these values express uncertain-
ties, conditional on some information and knowledge.

(c) Risk analyses provide decision support, by analysing and describing risk
(uncertainty). The risk analysts analyse the risks, and evaluate them, i.e.,
they discuss the significance of the risks, in relation to comparable
activities and possible criteria. The combination of risk analysis and risk
evaluation is referred to as a risk assessment. The analyses need to be eva-
luated in light of their premises, assumptions and limitations. The analyses
are based on background information that must be reviewed, together with
the results of the analyses. The decision-maker performs what we refer to
as a managerial review and judgement.

(d) A sharp distinction is made between facts, risk assignments, risk evalua-
tion, and risk treatment, where risk treatment means the process of selec-
tion and implementation of measures to modify risk.

(e) Itis essential to make a sharp distinction between what are expected values
determined at the point of decision-making and what the real observations
(outcomes) are. The expected values give, to varying degree, good predic-
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tions of the future observations. Uncertainty and safety management are
justified by reference to these observations and not the expected values
alone.

(f) Proper uncertainty management and safety management seek to produce
more desirable outcomes, by providing insights about the uncertainties
relating to the future possible consequences of a decision, and controlling
and reducing these uncertainties.

(9) A decision rule based on the expected NPV with a risk-adjusted discount
rate or risk-adjusted cash-flows, should be supplemented with uncertainty
assessments to see the potential for uncertainty and safety management in
later phases.

(h) What is acceptable risk and the need for risk reduction cannot be deter-
mined just by reference to the results of risk analyses. To be precise, we do
not accept a risk but a solution, with all its attributes.

(i) Cost-benefit analysis means calculating expected net present values with a
risk-adjusted discount rate or risk-adjusted cash-flows. In a societal con-
text, society’s willingness to pay is the appropriate reference, whereas for
businesses, it is the decision-maker’s willingness to pay that is to be used.

(j) Cost-effectiveness analysis means calculating measures such as the expec-
ted cost per number of expected saved lives.

(k) A multi-attribute analysis is an analysis of the various attributes (costs,
safety, ...) of the decision problem, separately for each attribute.

(I) Risk and decision analyses need extensive use of sensitivity and robust
analyses.

Thus we adopt a broad perspective on risk, acknowledging that risk cannot be
distinguished from the context it is a part of, the aspects that are addressed, those
who assess the risk, the methods and tools used, etc.

We define the term vulnerability as the combination of possible consequences
and associated uncertainties given a source, i.e. given a threat, hazard or opportu-
nity. These three source categories are typically used in security, safety and econo-
mic contexts, respectively. Security relates to intentional situations and events. An
example of an ‘opportunity’ is a planned shutdown, which allows for preventive
maintenance.

Based on this definition, we refer to ‘a vulnerability’ as an aspect or feature of
the system, when the combination of possible consequences and associated uncer-
tainties is judged to give a high vulnerability, i.e., is considered critical in some
sense. For example, in a system without redundancy the failure of one unit may
result in system failure, and consequently we may judge the lack of redundancy as
a vulnerability depending on the uncertainties.

The issues (e) to (g) are related to the manageability of the risk. Some risks are
more manageable than others, meaning that the potential for reducing the risk is
larger for some risks than for others. The concept is illustrated in Figure 3.1.

Alternative 1 gives a medium risk level and low manageability, whereas alter-
native 2 gives a higher risk but also a higher manageability. Thus by selecting
alternative 2 a higher risk is initially assigned, but it provides a large opportunity
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for reducing the risk and obtaining good safety performance (by adopting a good
safety management).

(v
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Figure 3.1. Illustration of the concept manageability

Figure 3.2 illustrates how the degree of uncertainties and manageability depends on
the phase of development. If our focus is observables X = (X, X5, ...), we predict
X, normally using the expected value E[X|K], where K is the background infor-
mation (knowledge). The degree of uncertainties and manageability is large at an
early stage of development, and decreases as a function of time. Of course, this is a
schematic illustration, showing typical trends in practice, we may have situations
where for example the uncertainties increase. Because of large uncertainties the
outcomes of X may deviate strongly from the predictions. However, by proper
uncertainty management, and safety management the goal is to obtain desirable
outcomes.

Following our definition of risk, a low degree of uncertainty does not neces-
sarily mean a low risk, and a high degree of uncertainty does not necessarily mean
a high level of risk. This is important. As risk is defined as the combination of
possible consequences and the associated uncertainties (quantified by probabili-
ties), any judgement about the level of risk, needs to consider both dimensions. For
example, consider a case where only two outcomes are possible, 0 and 1,
corresponding to 0 and 1 fatality, and the decision alternatives are A and B, having
uncertainty (probability) distributions (0.5,0.5), and (0.0, 1.0), respectively. Hence
for alternative A there is a higher degree of uncertainty than for alternative B.
However, considering both dimensions, we would of course judge alternative B to
have the highest risk as the negative outcome 1 is certain to occur.

The above building blocks constitute a basis for the framework presented. They
are premises for the work and their justification and suitability will not be
discussed in this chapter.
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Figure 3.2. lllustration of the level of uncertainties and manageability as a function of time

3.3 The Framework

Our starting point is a decision-maker facing some decision points in a project.
These decision points include problems and opportunities, such as poor HES
results, implementation of a risk reduction policy, the use of new technology,
choosing a concept for further evaluations, etc. Having identified the main decision
points, adequate decision alternatives need to be generated and evaluated, relating
to whether or not to execute an activity, alternative concepts, design configu-
rations, risk reducing measures, etc. Our focus is on situations characterised by a
potential of rather large consequences, large associated uncertainties and/or high
probabilities of what the consequences will be if the alternatives are in fact
realised, i.e., high risks according to our definition of risk. The consequences and
associated uncertainties relate to economic performance, possible accidents leading
to loss of lives and/or environmental damage, etc. Risk and decision analyses are
considered to give valuable decision support in such situations.

The framework proposed for risk-informed decision-making and HES manage-
ment is based on the idea that HES considerations should be included actively in
the decision process and not only be viewed as a frame condition for other business
activities. This means that HES aspects and attributes related to HES must be
included in the key decision-making processes that determine the choice of con-
cept, the design configurations etc. HES considerations have to be included in the
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broader context of risk and uncertainty management, also covering economic ana-
lysis and opportunities.

The proposed framework recognises the fact that individual decision problems
may differ considerably in relation to potential consequences and associated uncer-
tainties of what will be the consequences, i.e., the risks. The differences in manage-
ment and decision level may also be large, ranging from corporate level to govern-
ment and international organisations such as UN. The result is a need for different
types of decision support and decision-making processes. The framework introdu-
ces a classification system structuring the different situations, to select among
alternative methods for, and approaches to, risk-informed decision-making, see
Section 3.3.2.

Figure 3.3 illustrates the principles of the proposed framework for HES mana-
gement.

Decision maker Decision principles/strategies
Vision - Company Attributes

Long term goals Concerns (consensus, involvement, ...)
Strategy for reaching goals Decision process approach

Yearly Plans (short term goals)

Values 1

Other stakeholders -
Vision Project

Long term goals Decision Process
Strategy for reaching goals 1) Framing

Yearly Plans (short term goals) - Describe goals/objectives
Shareholder values - Problem definition

2) Alternatives

- Generate alternatives

- Selection of methods

- Assess alternatives (consequences,
uncertainties/probabilities, manageability)

3) Managerial review and decision

4) Implementation of decision

- Implement decision

- Assessment

Figure 3.3. The structure of the suggested decision framework

The figure shows that the decision-maker and the other stakeholders influence the
decision principles and strategies, and further that these principles and strategies
affect the decision process. For each project there may be several decision
problems requiring a structured approach to decision-making, including generation
and evaluation of alternatives, managerial review and decision-making. The
following sections describe the framework and its elements in more detail.
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3.3.1 Decision-maker and Stakeholders

The decision-maker could be a person, a board of directors in a firm, the govern-
ment, etc., making the decision. A stakeholder is any individual, group or organisa-
tion that may affect or be affected by, or perceive itself being affected by the
decision. Internal stakeholders could be the owner of an installation, other share-
holders, the safety manager, unions, the maintenance manager, etc., whereas exter-
nal stakeholders could be the safety authorities (the Petroleum Safety Authority,
the State Pollution Control Agency, etc.), environmental groups (Green Peace,
etc.), research institutions, etc.

The stakeholders, including the decision-maker, have defined visions and long-
term goals for their activities, and strategies and plans for meeting these visions
and goals, reflecting important concerns and values for the stakeholders.

3.3.2 Decision Principles and Strategies

e The values, visions and goals, strategies and plans of the decision-maker
and other stakeholders are the basis for forming the high-level decision
principles and strategies, to steer the decisions in the desired direction.
Examples of such principles and strategies are: a defined list of attributes
to be evaluated, for example, economy, HES, societal responsibility, repu-
tation etc.

e High-level principles of decision-making, such as: a search for consensus,
third party involvement, the use of the cautionary and precautionary
principles, etc.

e Anoverall procedure for how to perform the decision-making processes

e A procedure for implementing the ALARP principle for risk to personnel,
environment and assets, etc.

These principles are adopted for all projects and decisions within the company or
organisation concerned.

3.3.3 Decision-making Process

This section presents the stepwise decision-making process shown in Figure 3.3.
The focus in this will be on step 2; alternatives. The starting point of the decision
process is a crude description of the project or case being studied.

Framing

Description of Goals and Objectives. The definition of goals and objectives is a
key element of the decision-making process. At this stage in the process we are
concerned about high-level goals, relating the project activities and the decisions to
the goals and objectives of the company or the organisation that the project is a
part of.

Definition of the Decision Problem. In this activity focus is on the specific decision
problem considered. What is the problem to be addressed and solved, and what are
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the results to be obtained by making the right decision? Furthermore, what are the
frame conditions, including relevant criteria and requirements for solving the
problem? These criteria and requirements may relate to production, HES,
functionality, quality etc.

Generation and Evaluation of Alternatives
Generation of Alternatives. This activity means generating a list of alternative
solutions to the described decision problem. Sometimes this is quite a simple
process, as there are some obvious candidates, for example if the problem concerns
whether to implement a measure or not. In other cases there could be many
possible solutions to the defined problem and each solution may have a subset of
alternatives that need to be evaluated.

The process of generating alternatives is typically arranged as a creative work-
shop with relevant personnel attending, leading to a list of alternatives for further
evaluation.

Selection of Method for Risk-Informed Decision Assessment. The method used for
evaluating alternatives will depend on the type of decision problem in question.
Some decisions are critical and need detailed analysis, whereas others are not so
critical and more crude analyses may be sufficient. To adapt to this variation, we
have designed a characterisation method to select among the alternative methods
for decision-making.

The purpose of introducing this characterisation process is to be able to select
the most efficient decision process for the relevant decision problem, using a struc-
tured and standardised process that ensures the quality and the documentation of
the decision process. The following three main categories of decision problems are
introduced:

(1) Standard decision problem:
e This category applies for most decisions.
e The decision problem is characterised by limited expected loss/gain
and limited uncertainties.
e The project management team facilitates the decision process without
external assistance; there is no need for detailed quantitative analysis.

(2) Advanced decision problem:

e This decision problem is characterised by significant expected
loss/gain and significant uncertainties.

e The project management team facilitates the decision process, but
there is a need for detailed analysis on selected issues and external
expertise will be required.

(3) Complex decision problem:

e This decision problem is characterised by large expected loss/gain and
large uncertainties.

e The project management team engages experienced people for
facilitation and documentation of the decision process.

o  Detailed analysis will be required.
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A set of features linked to expected consequences and uncertainties is established
as a basis for performing the categorisation, see Table 3.1. The ranking categories
obviously need to be tailor-made to the specific application. The system works as
follows. For a specific decision alternative, we assess the investment costs, and
assign an expected value giving a ranking from 1 to 3 depending on the result.
Similarly, we assess the potential profit by implementing the decision alternative.
Expected values provide the starting point for assessing the importance of the
problem; however, there may be a number of factors that can cause or lead to out-
comes (consequences) that are extreme compared to the expected values, and such
factors are reflected by the second dimension, uncertainties.

Table 3.1. Characterisation of expected consequences and uncertainties. An illustrative
example

Ranking Argument Comment
1 2 3
Expected effect of implementing . A
decision alternative The highest ranking on
| stomil 1o<x< 100l > 100 mil one of the questions
WS m X< > 100 mi gives the total ranking,
Profit/production increase >10mil - {10<x < 100] > 100 mill ie. a ranking of 3 in one
Production loss >10mill 10<x <100 > 100 mill of the questions gives a
Project schedule Little Medium | Large fotal ranking of 3 wrt
Safety (loss of ives) Litle | Medium | Large potental.
Working environment Little Medium Large
Environment Little Medium Large
Reputation Little Medium Large
Total
Uncertainties The highets ranking on
Complexity of technology Low Medium | High one of the questions
Complexity of organisation Low Medium | High Q'str;:i,fgtaéfrznﬁ'g%é
S . . . . IE. I I
Ayallablllty of information High Med?um Low of the questions gives
Time frame Short Medium Long total ranking of 3 wit
Vulnerabilities Low Medium High uncertainty.
Total

The following rules are proposed for the total ranking of the two dimensions:

e Expected consequences: The highest ranking for one of the issues gives
the total ranking i.e., a ranking of 3 in one of the questions gives a total
ranking of 3, etc..

e Uncertainties: The highest ranking for one of the questions gives the total
ranking, i.e., a ranking of 3 in one of the questions gives a total ranking of
3.

In theory we should run through this process for each alternative, and the highest
scores determine the overall score for the problem. However, in practice we
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normally conduct only one run integrating the alternatives, and using a typical or
the most extreme alternative as a basis for the categorisation.

The above characterisations provide a basis for determining an appropriate
classification of the problem. High scores on each dimension mean that the
problem is classified as complex, whereas low scores result in a standard decision
problem. Of course, other factors than this risk assessment may also affect the final
selection, such as time constraints and available resources.

Evaluation of Alternatives
In the following we describe the analysis approach for the different evaluation
approaches:

e Standard decision problem
e Advanced decision problem
e Complex decision problem.

Standard Decision Problem. The decision alternatives are evaluated on the basis of
checklists, codes and standards. A solution meeting the standards and codes is
chosen. In some cases there is a need for ranking alternatives, and then a light
version of the advanced decision problem analysis approach may be used.

Advanced Decision Problem. We refer to the complex decision problem. The
difference between the two analysis levels is related to the degree of quantification.
All the aspects that are covered by the complex decision problem are also covered
by the advanced decision problem. However, for the advanced decision problem,
more crude analyses are performed providing results in categories, expressing
different levels of risks, costs, etc. A comparison of options is performed
summarising the pros and cons of the various alternatives, using some type of
matrix showing the degree of performance for each alternative and each attribute.

Complex Decision Problem. For this type of analysis a complete quantitative
analysis is required. That means that for all relevant attributes, observables are
identified. As before we denote these X = (Xy, X5, ...). These may represent costs,
incomes, NPV, production volumes, number of fatalities due to accidents, etc. By
different types of risk and uncertainty analyses, these observables are predicted and
uncertainties assessed. Expected values are assigned, but the analyses see beyond
the expected values, covering:

1. Specific features of the possible consequences. It is not obvious what
quantities X; should be addressed. Some aspects of the possible conse-
quences need special attention.

2. Specific features of the uncertainties. There may be large uncertainties in
the underlying phenomena, and experts may have different views on criti-
cal aspects and risks.

3. The level of manageability during project execution. To what extent is it
possible to control and reduce the uncertainties, and obtain desired
outcomes?
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For Category 1 we suggest using the structure by Renn and Klinke (2002) and
modified by Kristensen and Aven (2004). The scheme consists of eight conse-
guence characteristics:

(a) Potential consequences (outcomes) — represented by representative perfor-
mance measures (future observable quantities) such as costs, income, pro-
duction volumes, deliveries, number of fatalities etc.

(b) Ubiquity — which describes the geographical dispersion of potential
damage.

(c) Persistency — which describes the temporal extension of the potential
damage.

(d) Delay effect — which describes the time of latency between the initial event
and the actual impact of damage. The time of latency could be of physical,
chemical or biological nature.

(e) Reversibility — which describes the possibility of restoring the situation to
the state before damage occurred.

(f) Violation of equity — which describes the discrepancy between those who
enjoy the benefits and those who bear the risk.

(g) Potential of mobilisation — which is to be understood as violation of
individual, social and cultural interests and values generating social
conflicts and psychological reactions by individuals and groups who feel
afflicted by the risk consequences. Mobilisation potential could also differ
as a result of perceived inequities in the distribution of risk and benefits.

(h) The difficulty of establishing appropriate (representative) performance
measures (observable quantities on a high system level).

For Category 2 various types of uncertainty analyses can be used. The risk ana-
lysis is to be seen as an uncertainty analysis of future observable quantities and
events. The analysis structures the analysts’ knowledge of the risks and vulnera-
bilities and of what the consequences of a hazard could be. Normally, a number
of scenarios could develop from a specific hazard. There are uncertainties pre-
sent, and these uncertainties need to be assessed and described. To assess the
uncertainties about the possible consequences we may adopt a classification
system as follows, in addition to using probabilities to express the uncertainties
related to the outcomes of the various observables:

(a) Insight into phenomena and systems — which describes the current know-
ledge and understanding about the underlying phenomena and the systems
being studied.

(b) Complexity of technology — which describes the level of complexity of the
technology being used, reflecting for example that new technology will be
utilised.

(c) The ability to describe system performance based on its components.

(d) The level of predictability, from changes in input to changes in output.

(e) Experts’ competence — which describes the level of competence of the
experts used in relation to for example the best available knowledge.

www.forex-warez.com



88  Risk Management

(f) Experience data — which describes the quality of the data being used in the
analysis.

(9) Time frame — which describes the time frame of the project and how it
influences the uncertainties.

(h) Vulnerability of system — which describes the vulnerability of the system
to, for example, weather conditions and human error. A more robust
technical system is more likely to withstand strains and this can reduce the
likelihood of negative consequences.

(i) Flexibility — which describes the flexibility of the project and how this
affects uncertainty, e.g., a high degree of flexibility allows adjustments to
the project plan as more information becomes available and this can reduce
the potential for negative outcomes.

(i) Level of detail — which describes the need for more detailed analysis to
reduce uncertainty about the potential consequences.

The uncertainty aspects (a)-(j) can be assessed qualitatively, and discussed, or
assessed by some type of classification and scoring system, describing the analysts’
and the experts’ knowledge and judgements.

For Category 3, the task is to assess the potential for obtaining desirable conse-
quences, by proper uncertainty and safety management. By desirable consequences
we mean desirable outcomes of the performance measures X, including desirable
consequences of features of the consequences such as ubiquity, persistency, delay
effect, reversibility etc. Such assessments can be qualitative and address factors
that are important for obtaining such outcomes. The scientific disciplines would in
many cases indicate areas that are important; unfortunately, though, in many cases
establishing the appropriate measures is not straightforward. The reason for this is
often a lack of knowledge about the effect of the measures, as well as a dispute
among experts on the effects of these measures. An example is the importance of
obtaining a good safety culture in a company — we all acknowledge that safety
culture is important, but the effect is difficult to measure.

The costs of the uncertainty and safety management also need to be addressed
and this leads to the use of some type of cost-benefit or cost-effectiveness analyses,
measuring, for example, the expected cost per expected number of saved lives.
Such analyses provide, in many cases, essential decision support, but additional
assessments are often needed, for example, addressing manageability characteris-
tics such as:

(@) The ability to run processes reducing risks (uncertainties) to a level that is
as low as reasonably practicable (ALARP),

(b) The ability to deal with human and organisational factors and obtain a
good HES culture.

These aspects can be assessed qualitatively, and discussed, or assessed by some ty-
pe of categorisations and scoring system, describing the analysts’ and the experts’
knowledge and judgements.

The above assessments provide decision support by structuring and commu-
nicating the analysts’ knowledge to the decision-maker. As part of this support we
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may use cost-benefit analyses and other types of analysis, that explicitly reflect the
weight the decision-maker gives to the various attributes. However, such analyses
still provide decision support — not decisions. There is a need for managerial
review and judgement.

Managerial Review and Decision

The extent to which the analyses and evaluations provide clear recommendations
on which decision alternative to choose would be case dependent. Purely mecha-
nistic procedures for transforming the results of the analyses and evaluations into a
decision cannot be justified. The analyses need to be evaluated in the light of the
premises, assumptions and limitations of these analyses. The analyses are based on
background information that must be reviewed together with the results of the
analyses. The analyses and evaluations provide decision support — not a decision.
When evaluating the decision support the decision-maker needs to consider a
number of issues, including

e s the decision-making process managed and documented according to the
decision principles and strategies?

e What is the ranking of the alternatives based on the analyses and
evaluations? What assumptions are the analyses, evaluations, and ranking
based on? What are the limitations of the analyses and evaluations?

e Are there concerns not taken into account in these analyses and evalua-
tions?

o Are all relevant stakeholders taken into account? Would different weights
of some stakeholders affect the conclusion?

e Robustness in the decision. What is required to change the decision?

It is often a requirement that the decision support should be available and the deci-
sion traceable, which means the documentation of which elements have been given
weight in the decision. Such a requirement does not apply in general, the point
being that the process is in line with the decision principles and strategies defined.
A company may not consider it desirable to trace all weights given to the various
attributes.

Implementation of Decisions and Evaluation
How a decision alternative is to be implemented must be considered when evalua-
ting the different decision alternatives.

The effect of a decision alternative could change in time, the response of a
measure could be different from that expected, concerns may change, etc. The
decisions therefore have to be evaluated with hindsight, to see how they performed
relative to the challenges and problems they were supposed to meet. From this,
experience is gained and modifications in strategies, decision principles, etc. may
be formulated.
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3.4 Discussion and Conclusions

Our classification of decision problems into three categories (complex, advanced,
standard; refer to Figure 3.3) may be compared with the classification proposed by
UKOOA (1999), consisting also of three categories:

Type A Nothing new or unusual
Well understood risks
Established practice
No major stakeholder implications
Type B Lifecycle implications
Some risk tradeoffs/transfers
Some uncertainty of deviation from standard or best practice
Significant economic implications
Type C Very novel or challenging
Strong stakeholder views or risk transfer
Large uncertainties
Perceived lowering of safety standards

Type A corresponds to standard, Type B to advanced and Type C to complex
decision problems. The two classification systems are to a large extent overlap-
ping. Our approach is considered to be more complete and covers a broader range
of issues, for example in relation to uncertainty and manageability.

Our Category 3 (complex decisions) may be compared to the approach chosen
by Kastenberg et al. (2004), which has split the category into two subcategories, in
the sense that they consider complicated versus complex systems. According to
Kastenberg et al., complicated systems: (1) are understandable by studying the
behaviour of their component parts, (2) can be deduced on the basis of cause and
effect, and (3) can be determined independent of the observer, that is, deduced only
from “objective” empirical observations.

Complex systems, on the other hand, will have to satisfy at least one of the
following. They are: (1) holistic/lemergent — the system has properties that are
exhibited only by the whole and hence cannot be described in terms of its parts, (2)
chaotic — small changes in input often lead to large changes in output and/or there
may be many possible outputs for a given input, and (3) subjective — some aspects
of the system may only be described subjectively. Hence, there may be system
properties not exhibited by the parts alone, there may not be a causal relationship
between input and output or the output may be path dependent, and no analytic
description for the system may be possible.

We have chosen not to adopt this distinction, as other attributes are judged
equally important. Our main classification categories are features of consequences,
uncertainties and manageability. However, two of the key aspects reflected by the
Kastenberg et al. distinction are included in the uncertainty factors (c)—(d) for
complex decision problems, see above.
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Applications — Concept Optimisation

This chapter and the subsequent three chapters present applications of the risk
management framework presented in Chapter 3. All applications are taken from the
offshore petroleum industry. Some of the applications are taken from decision-
making in actual projects, whereas others are inspired by actual projects, but
idealised or simplified in order to serve as useful illustrations. Where actual
projects have been used, the presentation is made in an anonymous manner, with a
few exceptions where all the information is in the public domain.

The text in these four chapters takes a life cycle approach, and there are
examples presented from each of the main life cycle phases. The present chapter is
focused on the early concept optimisation, i.e., prior to the design phases.

4.1 Historical Background

4.1.1 Ocean Ranger

The semi-submersible mobile drilling unit Ocean Ranger capsized on 15 February
1982 in Canadian waters. The ballast control room in one of the columns had a
window broken by wave impact in a severe storm. Short circuits occurred in the
ballast valve control systems, when the seawater entered the room, thereby starting
spurious operations of the ballast valves. The crew then had to revert to manual
control, but was probably not well trained in this and actually left the valves in the
open position for some time, when it had been assumed that they were in the closed
position. Correction of this failure did not occur sufficiently soon to avoid an
excessive heel angle. Due to this excessive heel angle, the rig could not be brought
back to a safe state, because only one ballast pump room was provided in each
pontoon, at one end. The heel angle was such that the suction height soon exceeded
the maximum of 10 metres, and water from the lowest tanks could not be removed.

The onshore based SAR helicopters could not assist due to the severe weather
conditions involving strong wind and low visibility. The rig therefore capsized and
sank before any assistance could be provided.
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Only one lifeboat with less than half of the crew was ever sighted. But both
lifeboats appeared to have been launched, and it had to be assumed that all of the
personnel (84 man crew) at least attempted to evacuate. The fate of the second
lifeboat was never discovered. The lifeboat which was sighted collided with the
standby vessel during the transfer attempt from the lifeboat onto the deck of the
larger vessel. Within a short time the boat started to drift away, and was never seen
again. No survivors or bodies were ever found.

There are some very important lessons to be learned from this accident, not
least regarding operational safety. The main lessons are the following:

® Ballast pumping needs system flexibility in order to enable rectification of
serious accidental conditions in unforeseen circumstances.

® Competence and training are important in order to enable manual control
when automatic systems fail.

® Conventional lifeboats (whether one or two was used is unknown) could
apparently be launched even in bad weather conditions.

® Rescue of people from lifeboats by traditional vessels was virtually
impossible in bad weather conditions, without special equipment.

There were also some near-misses that occurred about the same time in the North
Sea, which underlined the potential seriousness of this issue. In fact, the capsize
and sinking of the flotel “Alexander L. Kielland” in 1980 after a severe structural
failure had also underlined the need for an extra barrier. More details about these
accidents can be found in Vinnem (2007).

The Norwegian Maritime Directorate (NMD) changed their regulations from
the early 1980s, as a consequence of this and some other accidents. A requirement
was included for reserve buoyancy in the deck of semi-submersible units. This
buoyancy is designed to be an extra barrier against capsizing, if extensive water
filling of several ballast compartments should occur.

4.1.2 Legislative Situation

It is usually the case in Norwegian offshore regulations, that technical requirements
are not given retrospective application, so that installations designed according to
an older set of regulations will not need to be upgraded when stricter requirements
are stipulated. In this case, however, retrospective application was implemented, so
that existing units also had to comply with the new requirements after a transition
period. Existing units mainly had to fulfil the requirements by installation of
external buoyancy tanks, because it would be impossible to retrofit watertight
compartments in the deck structure.

Mobile offshore units, including floating production units, have, for more than
20 years (since the early 1980s), been designed with reserve buoyancy in the deck
structure, according to NMD regulations. New mobile offshore drilling units
appear to be designed according to NMD regulations (in addition to other regula-
tions and IMO regulations) as the rule, apparently because being able to operate in
Norwegian waters is important.
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When it comes to floating production units of the semi-submersible type, there
has for some years been a tendency to question the requirement for reserve
buoyancy. It may be asked if it is really necessary to install this barrier, or can it be
deviated from based upon performance of risk assessments? A few installations
have recently been installed without this barrier.

In July 2005 however, the BP operated floating production unit “Thunder
Horse” in US Gulf of Mexico experienced a severe listing of some 20°, resulting
from a hurricane, in which case the installation had been demanned completely as
the precaution is in these waters. Production had not started at the time, and no
risers had been connected. When the hurricane moved away, the unit was discove-
red to have this severe condition, and rapid salvage (deballasting) operations had to
start. These were successful and the unit was brought back to a stable condition
after a few days. One of the statements made by the operator, however, was that
the reserve buoyancy in the deck probably prevented the full capsizing of the
installation. This demonstrates clearly how important this extra barrier may be.

4.2 Typical Current Decision-making

The typical approach to decision-making on whether to install reserve buoyancy in
the deck or not, is the following: a narrowly-restricted evaluation of risk to person-
nel in relation to risk acceptance criteria, without any further considerations. The
quantitative results could be as follows:

®  Average FAR value without reserve buoyancy: 5.9
®  Average FAR value with reserve buoyancy: 5.3
* Risk acceptance limit (average FAR): 10

The argument for deviating from the requirement relating to reserve buoyancy
would be that there is a slight increase in average risk to personnel (according to
the assumed values above), and the average risk level is in any case significantly
below the acceptance limit.

In a restricted decision-making context, these two arguments are usually
considered to be sufficient to conclude that the deviation may be accepted.

What can the authorities do in such circumstances? Experience has shown us
that this is actually not much. They can challenge the performance of the QRA, its
data, assumptions and simplifications. But if these challenges do not change the
results dramatically, there is not much the authorities can do under a functional,
risk based legislation, as is the case in UK and Norway.

In Norway, the authorities have for some time warned against the use of risk
analysis in order to “prove” that safety systems and/or functions may be removed
(referred to as “misuse of risk analysis”). On the other hand, the authorities have
put considerable emphasis on the use of risk analysis and risk acceptance criteria,
which tends to support the view cited above. Nevertheless, it seems unsatisfactory
that the authorities apparently can do little to change the conclusion, if a company
decides to use risk analysis in such a manner.
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In a narrow approach to decision-making purely based on arguments relating to
calculated risk and economic values, the picture is typical as far as the effect of
rare, but very severe accidents is concerned:

® |f reserve buoyancy is installed, this represents a significant investment,
which has a high probability (95-99%) over the lifetime of the installation
never to be required and as such may be considered as a “wasted” invest-
ment.

® There is a small probability (< 5%) that the investment will be extremely
profitable for the company as well as for the personnel on board, if an
accident occurs where this function prevents capsizing.

It is often seen that the management of a company is willing to take the resulting
risk of a few per cent, even if the economic penalty may be high, if the accident
should occur. Some companies were unwilling to take such risks in the 1980s and
1990s, but our impression is that companies are more willing to accept such risks
in today’s climate. One exception is the Thunder Horse project.

We believe BP is extremely appreciative of the fact that reserve buoyancy had
been provided for their Thunder Horse production installation installed in 2005 in
the US Gulf of Mexico. The first media announcements by BP representatives
praised the Swedish design company for providing this function in a legislative
environment where this is not required.

4.3 Application of the Decision-making Framework

We believe that a broad decision-making process is essential in order to make
decisions about such crucial aspects of major hazard prevention for an installation.
The main elements should be as outlined in Chapter 3:

¢ framing of the problem
® generation and evaluation of alternatives
® managerial review and decision.

4.3.1 Framing of the Problem and Alternatives

The framework for the decision-making should be a broad process involving all
relevant stakeholders, the cautionary principle as well as use of the ALARP prin-
ciple.

The generation of alternatives is in the present case somewhat trivial, the
options being to install the reserve buoyancy in the deck or not to install it, and
there are no compromises or alternative solutions.

The evaluation of alternatives should consist of quantitative and qualitative
considerations and arguments.
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4.3.2 Quantitative Results

We have already presented the effects in terms of average FAR values for
personnel on board; see page 95. We would also expect cost-benefit and cost-
effectiveness calculations to have been made. Typically, we may have the
following result:

® Expected cost (NPV) of averting a statistical life
lost through installation of reserve buoyancy: 380 million NOK

We refer to the expected cost of averting loss of a statistical life as the ICAF
(Implied Cost of Averting a Fatality) value. We would expect sensitivity analyses
to be performed, in order to illustrate effects on quantitative results. Table 4.1
presents some illustrative results of what could come out of a sensitivity study,
using ICAF to measure performance.

The sensitivity study results show considerable variation, including cases where
costs of averting a statistical fatality are certainly not grossly disproportionate in
relation to benefits. This applies to the two last rows of Table 4.1.

Table 4.1. Hypothetical results of sensitivity study

Variation Resulting ICAF value
(million NOK)

10 times higher failure frequency for ballast tank valves 85

10 times lower failure frequency for ballast tank valves 595

Increased influence of common mode failure for valves 117

10 times higher failure frequency for operator response in 43

case of emergency involving ballast tank flooding

10 times higher collision frequency by passing merchant 19

vessels

4.3.3 Qualitative Evaluations

The qualitative evaluations should consider aspects that are not easy to quantify,
but which may be just as important as the quantitative results. Factors that should
be considered include the following:

® use of good practice

® use of codes and standards
® engineering judgement

® evaluation of robustness

® stakeholder consultation

® tiered challenge.
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We have already commented on some of these aspects. The provision of reserve
buoyancy in the deck would be considered good practice, and is in accordance with
applicable regulations from NMD.

The evaluation of robustness should be an extensive discussion. The following
may serve as a brief summary of such a discussion. Reserve buoyancy in the deck
is an aspect of robustness: it provides the installation with a survival capability in
the case of very severe structural damage, severe damage to the ballast system or
severe flooding of watertight compartments.

Experience has shown that robustness is an important aspect. The capsizing and
sinking of Petrobras’ P-36 floating production installation in March 2001 showed
that what were supposed to be watertight doors to compartments were open and
thus susceptible to flooding. In March 2004, a supply vessel rammed at almost full
speed a Norwegian semi-submersible mobile drilling unit on the Norwegian Conti-
nental Shelf. The force of the collision was quite high, due to the vessels’ speed. If
the installation had been 20 years old, the column in question might have been lost
and the unit dependent on the reserve buoyancy. In the actual case the unit was
quite new with a high structural capacity, and only minor damage resulted.
Common to both these two incidents is the fact that they occurred because of
mechanisms that usually show very low contributions to personnel risk in QRA
studies. This may also be stated for the mechanism of the loss of “Ocean Ranger”,
as described in Section 4.1.1.

Stakeholders relevant to the decision on reserve buoyancy in the deck are the
following:

® the operator (oil company)

® partners in the field

® contractors and suppliers

* employees of oil company and contractors
® authorities.

Consultation with some stakeholders is a challenge at an early stage of the concept
selection stage. There are usually no employees available, few or no contractors are
selected, etc. However, union representatives may act on behalf of employees.

It should be noted that the decision about reserve buoyancy in the deck must be
taken at a very early stage of concept development. The possibility for the autho-
rities to influence decision-making in the very early stage is often quite limited.
The authorities normally require a recommended solution to be presented for their
approval or acceptance. The role of the authorities in the phase where important
concept selections are made is often that of informal influence.

4.3.4 Managerial Review and Decision

A summary of the review and decision by management as a result of a broad
decision-making process could be formulated as follows:
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It has been noted that the assigned fatality risk on the installation will not be
excessively high even if reserve buoyancy is not provided. Whether costs of provi-
ding the extra barrier are in gross disproportion or not is somewhat of a borderline
issue. They may be considered to be in gross disproportion if only expected values
are considered. But this conclusion is quite sensitive to assumptions and premises
in the cost-benefit analysis. If the collision frequency of passing merchant vessels
is increased by a factor of 10, the extra cost is certainly not grossly dispropor-
tionate.

It is further noted that reserve buoyancy in the deck is a robust solution to all
scenarios involving severe structural damage or severe ballast system failure,
including flooding of ballast compartments. It has been demonstrated by a recent
near-miss, where total loss, and multi-billion NOK asset loss, was prevented by
this extra barrier. At least three total losses in the past (with well over 200
fatalities) could have been prevented if such reserve buoyancy had been available.

The extra barrier is certainly in accordance with authority regulations, and is as
such the preferred solution from a regulatory point of view. It is further in accor-
dance with good practice, and has been adopted by owners of mobile drilling units
for more than 20 years.

It is the decision of management after a balanced evaluation of quantitative as
well as qualitative aspects that reserve buoyancy in the deck structure should be
provided for the floating production unit in question.

4.4 Observations

The Petroleum Safety Authority Norway commissioned a study in mid-2005 of
how the offshore operating companies in the Norwegian sector have implemented
the requirements relating to ALARP demonstration in the Norwegian offshore le-
gislation. The report, see Vinnem et al. (2006c), has provided some useful insight.

It is commonly said that the potential for implementation of creative risk reduc-
tion approaches is often highest in the early phases of concept definition. This is
obviously due to the fact that there are few limitations at that stage. Some compa-
nies have remarked, however, that the available options may be curtailed in so-
called “fast track” projects, where the time for planning and engineering studies is
compressed to a minimum. In these cases, there is little or no time to conduct
studies and evaluations that may be used to define the additional risk reduction
actions.

Another aspect of early planning and design phases is that there is often a lack
of formal project management routines, to the extent that documentation of deci-
sions and decision support is not always carried out very extensively. Decisions
may be taken quickly and informally, if the solution is considered obviously a good
one. Documentation of the decision-making may be lacking in these cases.

On of the companies referred to an ALARP-report for the project prepared after
the project had completed the detailed engineering phase. This report contained a
summary of all decisions taken in the previous phases but not documented previ-
ously.
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Applications — Operations Phase

The main case study in this chapter is related to an existing platform which is part
of a so-called “production complex” i.e., with bridge linked installations. The
platform in question is a production platform.

The scope of the case is a significant modification of the installation, entailing
the addition of new production equipment, which will have an impact on the risk
level. New equipment units will mean additional potential leak sources with
respect to gas and/or oil leaks, which may cause fire and/or explosion if ignited.

The decision to be made is whether or not to install additional fire protection
for the personnel in order to reduce expected consequences in the rare event of
critical fires on the platform. Some of the background for the case is given in
Section 1.2.6.

5.1 Decision-making Context

The operator has formulated risk acceptance criteria for the personnel on the
installations, expressed as FAR values — Fatal Accident Rate values. The FAR
value is defined as the expected number of fatalities in 100 million exposed hours.
The relevant regulations have requirements for maximum annual impairment
frequencies, for certain defined so-called “main safety functions”. The aim of these
functions is to protect personnel in the case of severe incidents. One of these
functions is the need to provide safe escape ways from hazardous areas back to
safe areas for a certain period after initiation of an incident or accident. This is
called the escape ways main safety function. The maximum annual impairment
frequency for main safety functions is 1 - 10 per year.

The escape ways may be impaired by several mechanisms, i.e., through phy-
sical obstructions (blocking) due to severe structural damage, as well as through
temporary conditions whereby the escape ways are rendered impassable due to
high heat loads and/or dense/poisonous smoke.

The resulting frequency of escape way impairment for the base case design is
shown in Table 5.1, based on the risk analysis performed for the installation. The
calculated impairment frequency for the installation is 3.8 - 10 per year. This

www.forex-warez.com



102  Risk Management

result was significantly higher than the acceptance limit, 1 - 10 per year. But due
to the fact that new regulations are not given retrospective applicability in Norway
(except in very special cases, see Section 4.1.2), the current limit for impairment
frequency cannot be made binding for the installation in question, which was
designed several years before the current regulations came into force. Consent to
operate the installation had to be given, in spite of the relatively high impairment
frequency for escape ways, not in accordance with current regulations.

Table 5.1. Impairment frequencies for the main safety function “escape ways”

Annual impairment Percentage
Case frequency change
Base case 3.8-10"
New equipment 4.0-10* 5.2
Risk reduction
implemented 3.8-10* -0.4
Acceptance limit 1.0-10*

The implication of the result for the base case design is that the escape ways on the
platform are not well protected against heat and smoke loads in a number of fire
scenarios. In the particular area, risk assessment results show that dense smoke
from oil export pumps on a low level may create a severe visibility problem for the
use of escape ways from almost all other areas. Since fires in oil export pumps are
among the most frequent fire scenarios, this is a significant problem for the
platform, which remains unsolved.

When the new equipment was planned and engineered, a 5.2% increase of the
impairment frequency was the effect of introducing new potential leak sources.
However, the company proposed some risk reduction measures that reduced the
impairment frequency by a corresponding value, so that the resulting frequency
after both new equipment and risk reduction actions showed a net reduction of
0.4% (see Table 5.1).

It should be noted that the FAR values both before and after the installation of
new equipment were significantly below the risk acceptance limit for FAR values,
so that these values had no influence on the decision-making.

The operator in question had as its sole goal in the present case to satisfy the
risk acceptance limits. The FAR value limit was relatively relaxed and presented
no challenge to the design. The operator interpreted the values for the impairment
frequencies to mean that an acceptable solution would be that no further increase
of the escape ways impairment frequencies should result from the adding of new
process equipment. A minimum solution to the decision problem was to adopt risk
reduction proposals implied by the reduced values in Table 5.1.

The Norwegian regulations require the companies to perform ALARP evalua-
tions, but say little about how this should be implemented or documented. This
means that many companies will claim that ALARP evaluations have been perfor-
med, but there is no documentation showing which evaluations have been carried
out. In this case too, the company claimed that ALARP evaluations had been
performed.
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The authorities did not agree with the adopted solution, because it did not
address the fundamental issue, but could do nothing, due to lack of any legal basis.

5.2 Deficiencies and the Need for an Alternative Process

The main deficiency of the process that the company had conducted is the lack of a
broad process to seek for alternative solutions and of a comprehensive decision-
making process where all relevant aspects are taken into consideration.

No emphasis in the decision-making was placed on the fact that the impairment
frequency was relatively high in the base case, i.e., before modifications were
introduced. Nor was any consideration given to the fact that the installation in
question was planned to have a long operational life. With such a long life, the
escape ways problem is quite likely to become a reality some time during the
operational period. A final factor is the expectation that the installation in question
will have several other installations bridge connected to it, at some point, such that
the high exposure of personnel to fire and smoke in an accident scenario may affect
a higher number of people in the future.

The operator in the present case had taken a restricted “minimum scope”
approach to the management of HES, consisting of “satisfy-risk-acceptance-crite-
ria” with minimum resources and no investment beyond what was strictly neces-
sary to comply with legal requirements. The opposite approach, which we could
call a “proactive risk reduction approach” to management of HES would not only
seek minimum solutions, but would look at costs and benefits in a wider context.

From the authorities” point of view, the outcome of the management process
was quite unsatisfactory — the HES management approach should be improved.

5.3 Framing of Decision Problem and Decision Process

This section describes how the decision-making process could alternatively be
conducted and how alternative results and decisions could be produced for the case
outlined in Section 5.1 above, if a risk reduction perspective is adopted in line with
the principles introduced in Chapter 3.

5.3.1 Goals and Criteria

The following goals of the company are formulated:

A guiding principle for the company's approach to risk acceptance is that the
ALARP principle shall be implemented. Risk levels as low as reasonably
practicable (ALARP) shall be achieved by the implementation of risk reducing
measures (technical, operational, organisational) that comply with all the follo-
wing criteria:

(a) are technically and operationally feasible
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(b) have a significant risk reduction effect in relative terms, when compared with
the initial risk levels, after due allowance for the additional risk associated
with their implementation, operation and maintenance

(c) do not involve costs grossly disproportionate to the expected benefit.

The ALARP principle shall be applied for all relevant dimensions of risk,
personnel, environment, and assets.

Furthermore, the company has a written instruction stating that the decision-
making process and its results shall be documented. There is a procedure for
conducting ALARP evaluations, which includes the following elements:

e Description of all identified risk reduction proposals for risk to personnel,
environment and assets.
e Analysis of risk reduction proposals shall be qualitative as well as
quantitative. The qualitative approaches should be:
o use of good practice
0 use of codes and standards
0 engineering judgement
0 stakeholder consultation
0 tiered challenge.
Cost-benefit analysis is the appropriate quantitative analysis approach,
when relevant.
e Documentation of those proposals that are not decided for implementation
e Implementation plan for those risk reduction proposals that will be imple-
mented.

5.3.2 Problem Definition

The decision problem may be defined as follows in the revised management
context:

e A fairly new installation has been designed and installed with unsatis-
factory protection of personnel during use of escape ways against fire and
explosion effects.

e The installation is intended to have an important function at the field for a
long period, as the only installation to process all oil and gas from the field,
which is expected to continue to operate for the next 30-40 years. This
crucial role of the installation will make the problems indicated above even
more critical, due to

o0 increased importance of escape ways through tie-in of new bridge
connected installations in the future;

o the possibility that the life of the installation will be even further
extended in the future through installation of new equipment,
whereby the manning level will also increase.
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Adding of some new equipment from time to time will increase the proba-
bility of a severe fire or explosion and thus intensify the need for improve-
ment.

The company management has therefore encouraged the organisation to
attempt to find solutions to the problem outlined above with respect to
protection of escape ways.

5.4 Generation and Assessment of Alternatives

5.4.1 Generation of Alternatives

A task force group has been appointed by management in order to find possible
solutions to the problem associated with the protection of escape ways. The
following alternatives have been proposed:

1.

2.

Minor improvement in order to compensate for increased risk due to new
equipment, but no further reduction.

Installation of protective shielding on existing escape ways together with
overpressure protection in order to avoid smoke ingress in to the enclosed
escape ways.

Installation of additional escape routes with sufficient protection in order to
provide redundant escape routes.

An additional option is obviously to do nothing at all: accept the situation as it is.

5.4.2 Assessment of Alternatives

The task force group has analysed these options, and provided the following
information:

Risk reduction in terms of APLL (PLL — Potential Loss of Life), in relation
to the base case, after implementation of the new equipment, see Table 5.2.
The term APLL gives the change in expected humber of fatalities resulting
from installation of risk reducing measures. PLL expresses the expected
number of fatalities for the period considered.

Risk reduction in terms of reduction in escape ways impairment frequency,
in relation to the base case, after implementation, see Table 5.2.

Risk increase during installation phase, in terms of APLL, see Table 5.4.
There is an increase during execution of modifications, and a reduction
when the modifications have been completed. The APLL in Table 5.4 is
the “net” reduction in expected fatalities, i.e., the reduction in PLL from
operations, with a possible increase in PLL during installation subtracted.
Expected cost of each alternative, see Table 5.3.
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It is observed that only Option 3 has an annual impairment frequency for escape
ways which is below the limit stipulated in the regulations, 1 - 10 per year. Option
2 is close however, 1.25 - 10 per year, which is in the order of 1 - 10 per year.

Table 5.4 shows that Options 2 and 3 have considerable cost levels per averted
statistical life lost (ICAF). If these values are considered in isolation in a quantita-
tive context, they would usually be considered grossly disproportionate in relation
to the benefits, the reduction of PLL over 40 years.

Table 5.2. Overview of key risk parameters for the decision alternatives

Annual
impairment
frequency PLL APLL
Options | Alternative (escape ways) FAR (lyn) (lyn)

0 | Base case 3.76 - 10 42 | 0.0147
1 | Limited risk reduction 3.75 - 10* 44 | 0.0154 —0.0007
2 | Protective shielding 1.25 - 10 3.4 | 0.0118 0.0029
3 | Additional escape way 9.40 - 107 25| 0.0088 0.0059
4 | Do nothing 39-10* 48 | 0.0168 —0.0021

Table 5.3. Overview of expected cost parameters for the decision alternatives

Investment cost | Annual operating cost
Options (mill NOK) (mill NOK)
0 | Base case 0 0
1 | Limited risk reduction 2 0.05
2 | Protective shielding 30 0.4
3 | Additional escape way 110 0.1
4 | Do nothing 0 0

Table 5.4. Overview of key risk and cost parameters for the decision alternatives

ICAF
APLL
. NPV (40 yrs) E(Cost)/E(saved
Options millNOK) | (40YTS) | jives) (mill NOK)
0 | Base case
Limited risk
1 | reduction 2.7 0.0 (Extreme)
2 | Protective shielding 35.7 0.1 315
Additional escape
way 111.4 0.2 467
Do nothing

With respect to decisions about protection of escape ways, the options considered
for decision-making were as noted above:
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install limited scope improvements
install extensive heat shielding
install additional escape ways

do nothing.

From a very narrow risk management point of view, the alternative “do nothing”
may sometimes seem attractive, because there are no costs involved, and the
calculations show that there is a 99% probability that no protection will be needed
during 40 years. If insurance can cover the 1% case and no legal actions can be
taken against the company, this may be seen as the best alternative. The second
best options is the “limited scope improvements”, because the cost is limited. This
is more or less what the company in question decided in reality.

In this way of thinking, the option “extra escape ways” is the worst, because the
cost is high, and the option “extensive heat shielding” is the second worst.

Now, what decision to make is a management task, and would depend on the
priorities of the decision-maker. The above analysis is only the quantitative part,
which does not provide sufficiently broad support for making the decision. Of
equal importance are the qualitative considerations of the risk aspects and the risk
reduction proposals. This corresponds to adding the following dimensions (see
Section 3.3.3);

A. aspects related to the consequences
B. aspects related to the uncertainties
C. aspects related to manageability.

The point is that the above calculations express conditional probabilities and
expected values P(A|K) and E[X|K), for some events A and unknown quantities X
(A may express the occurrence of an accidental event and X may express the
number of fatalities next year), given the background information and knowledge
K. What we are concerned about are A and X, the actual observable quantities, but
our analysis provides just some assignments P and E, which express the analysts’
judgements based on K, and could deviate strongly from the observables. Key
factors that could lead to such deviations need to be addressed and communicated
to management, as part of the overall risk picture. Sensitivity and robustness analy-
sis are tools that can be used to illustrate the dependence of these factors and the
background information K. Some examples of such sensitivity and robustness
analyses are presented and discussed below. The main aspects related to the
categories A—C are:

e Given possible fire scenarios, what are the smoke and radiation impacts?
Which barriers will reduce the possible consequences and avoid fatalities?
How reliable and robust are these barriers? Vulnerabilities?

With the oil export pumps being the main threat, the smoke production
from fires will be very dense and poisonous. The heat loads may be limited
due to the smoke, but still at such levels that personnel will be fatally
injured after few seconds.
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The existing escape ways (external vertical towers and external
gangways) do not provide any protection of personnel, to the extent that if

a fire occurs, there are no barriers in order to protect personnel.

e The analysis assigns a probability of a fire of 1% during a 40 year period.
However, a fire may occur and the additional fire protection will have a

considerable positive effect in protecting personnel.

Even though the frequency of critical fires is as low as 1% during 40
years, the protection of escape ways will also help in less critical fires,
which will be somewhat more likely to occur. In a period of 40 years,

limited fires may have a probability of typically 50%.

e The company may implement uncertainty and safety management activi-
ties that contribute to avoiding the occurrence of hazardous situations and
thus accident events. Although there is a risk (expressed by the P and E,
diligent efforts are made to avoid events A and obtain desirable outcomes
X). These activities are mainly related to human and organisational factors,

as well as the prevailing HES culture.

One could argue that most hydrocarbon leaks are due to manual inter-
vention on process equipment. In theory, all non-essential personnel could
be removed from all areas where effects could be experienced during the
use of escape ways in a fire scenario. Management may consider, however,
that this places too much restriction on the operation of the installations, so

that this is not feasible in practice.

On the issue of robustness, it should be noted that heat and smoke
protection of escape ways is a passive way of protecting personnel, which
does not require any mobilisation or action in an emergency. Therefore, it
is usually considered to be a robust way of reducing risk, as opposed to
decisions that rely on equipment to be started or management actions to be
implemented and followed up, which will often have a much higher failure

probability.

A sensitivity study would be a natural part of a broad decision-making process.

Some hypothetical results of a sensitivity study are presented in Table 5.5.

Table 5.5. Hypothetical results of sensitivity study for additional escape way

Variation Resulting ICAF
(mill NOK)

Base case 467

10 times higher failure frequency for severe fire 47

2 times higher radiation level on escape ways 62

Increased (2 times) proportion of south-westerly wind direction 31

Reduced (50%) proportion of south-westerly wind direction 719
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The illustrative sensitivity study results show considerable variations, which sug-
gest that the analysis is quite sensitive to assumptions and simplifications made in
the analysis of risk to personnel.

5.5 Managerial Review and Decision

Management will consider the broader decision support including both the quanti-
tative and the qualitative input from the task force group. They will sum up the
situation as follows:

e Based on the initial calculations, the additional safety investments are
difficult to justify.

e Applying the cautionary principle, stating that the company should pay due
attention to the uncertainties, adoption of Option 2 may be justified.

The decision that may be made by management on the basis of the process indica-
ted in this section, may therefore be to install extensive heat shielding on existing
escape ways in order to provide sufficient protection, thus reducing the impairment
frequency substantially for escape ways and reducing the fatality risk. However, as
stated above, this would depend on how management and the decision-maker
weigh the different concerns.

5.6 Discussion

Many companies have formulated *“zero vision” objectives for their HES manage-
ment, implying that the long-term objective is to carry out all operations without
loss or damage. Sometimes it may be difficult to see the connection between such
objectives and the traditional approach to decision-making, involving a narrowly-
based decision-making process with short-term cost minimisation as the driving
force.

Decision-making based on generation of alternatives gives a more thorough
insight into the decision problem, compared to a more mechanistic approach. The
process should enable a broad assessment of potential consequences and uncer-
tainties, such that all the main aspects relating to the outcomes of the decisions are
available for the decision-makers. The difficult management decision to be taken
may be illustrated as follows:

If the decision to install extra protection is taken (at a cost of about 36 million
NOK), the outcome over the long residual production period (30-40 years) will be
one of the following possibilities:

(a) No fire occurs at all (about 50% probability), and the protection is wasted
in terms of pay-back.
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(b) A limited fire (not critical fire) occurs (about 49% probability), and the
protection has some advantage, thus avoiding any injuries to personnel
due to fire loads on escape ways.

(c) A critical fire occurs (about 1% probability), and the protection is very
valuable in terms of allowing all personnel to escape to a safe location.

Obviously, if no extra protection is installed, the scenario alternatives are the same,
but the outcomes in terms of pay-back are opposite:

(&) No fire occurs (about 50% probability): no cost, no other effect.

(b) A limited fire (not critical fire) occurs (about 49% probability), the lack of
protection means that some of the personnel will be injured during escape,
but not fatally.

(c) A critical fire occurs (about 1% probability): the lack of protection means
that more than 50 persons are prevented from escaping to a safe location,
many of whom may perish.

If considered in standard economic terms only, the difficult management decision
is to consider the 1% probability over a 40 year field lifetime that a severe fire will
occur, with possibly up to 30 fatalities, and whether to invest about 36 million
NOK in protective systems and actions in order to avoid these severe conse-
guences.

The alternative approach gives management a much broader and informative
decision basis, but will at the same time expose the decision-making ability by
management much more than the traditional approach. The alternative approach
may therefore not be the favoured approach by management, because it also chal-
lenges management’s ability to make sound decisions. Because of management’s
wish to protect themselves from exposure to criticism for making the wrong deci-
sion, the traditional, “mechanistic” approach to decision-making may be preferred.

One could argue that the mechanistic approach leads to better predictability, as
less judgement is involved in the decision-making. That may be so, but we do not
consider this argument to be strong enough to outweigh the benefits of a broad
decision-making process.

The alternative approach may lead to higher investments in risk reduction, at
least seen in a short-term perspective. This may be considered negative. A case is
discussed in Vinnem et al. (1996) whereby elements of our alternative approach
were employed. It was shown that a broad decision-making process led to more
than twice as many funds being allocated for implementation of risk reducing mea-
sures, than would have been the case if the traditional approach had been followed.

But an argument against the alternative approach based on fear of higher
investments in risk reduction, is difficult to accept if companies are serious when
they formulate “zero vision” objectives. If a “zero vision” objective is adhered to,
it must inevitably be expected that extra costs will be incurred as a consequence.
Otherwise the objectives should be reworded to read “zero vision as long as it
doesn’t cost us anything”.
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As the decision-making is more transparent it also allows more active partici-
pation of workforce representatives in the decision-making, which is one of the
overall principles of HES management in Norwegian legislation.

Melchers (2001) claims that ALARP processes are not sufficiently transparent
and do not stimulate public participation. Our argument is that use of risk acceptan-
ce criteria is considerably more obscure and will in practice put a “smoke-screen”
around the results, which will never be available for public consideration and
debate.

One of the requirements of the decision-making process should be that it is
sufficiently documented. This is important in order to make the ALARP demon-
stration transparent, and enable review and assessment by other stakeholders.

5.7 Observations

The first case presented in Chapter 4 focuses on a typical situation for an instal-
lation in the operations phase, when a problem area is identified, and possible
solutions will have to be considered, decided and implemented. It should be noted
that the description of the decision-making context in Section 5.1 and the defici-
encies in Section 5.2 reflect actual cases and considerations made by the industry.
For the company in question, the need to improve its decision-making is in our
opinion very real. The same is true of several other companies as well.

It is sometimes claimed that application of a wide scope decision-making pro-
cess is not suitable in early development project phases, such as those outlined in
Chapter 4. We do not agree, and we believe that the discussion of the primary case
in the present chapter will serve to underline the fact that involvement in a broad
and extensive decision-making process would be even more practicable in the
operations phase, because then there is usually less time pressure than during a
field development project.

The major hurdle in the operations phase (as in any other phase) is if manage-
ment only focuses narrowly on costs and is unwilling (or unable) to see beyond the
standard calculations. In our opinion, the authorities will need to use the regula-
tions actively, in order to change any such attitudes that may exist in companies
and their managements.

Bibliographic Notes
The case in Section 5.1 through 5.6 is based on Vinnem and Aven (2006).
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Applications — Choice of Disposal Alternative

Decommissioning may in several ways be compared to an engineering and
construction project, or in this case deconstruction. But there are some very impor-
tant differences which will affect the management of HES. The focus in the chapter
is on the choice of disposal alternative in the planning of the decommissioning
work.

The purpose of the case study is to illustrate the application of the framework
presented in Chapter 3 for applications relating to decommissioning, with the focus
on the following issues:

e overview of stakeholders, decision-makers and decision principles
e characteristics of the decision problem
o selection of decision alternative (disposal option).

The documentation of decommissioning alternative selection is in the public
domain (Total, 2003), and these documents have been used in constructing the case
study.

6.1 Case Overview

Total is the operator of the Frigg facilities (see Figure 6.1), which have been a
major source of gas production in Europe for about 25 years. The Frigg field
straddles the boundary between the Norwegian and the UK Continental Shelves in
the North Sea and the operation of Frigg has therefore been in accordance with
both UK and Norwegian legislation since commencement of operations. Produc-
tion started in September 1977 and stopped on 26 October 2004.

There is a general requirement for offshore structures to be removed when the
production of the field reserves has been completed, according to the OSPAR con-
vention (OSPAR, 1992). Structures exceeding 10,000 tons may on the other hand
be left in situ, depending on the outcome of a so-called “OSPAR process”, requi-
ring acceptance of the proposed solution by all the countries that have signed the
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treaty. The process further requires recommendation by the relevant national
authorities, based upon a comprehensive public hearing of the Environmental
Impact Assessment and the Disposal options and plans.

Figure 6.1. Installations on the Frigg Field (Total, 2003)

There are some minor differences between how the requirements have been imple-
mented in UK and Norwegian legislation, and the process adopted for Frigg had to
comply with both legislations. The selection of disposal options for large offshore
structures is in general a complex process, and even more so in the case of the
Frigg installations.

6.2 Decision-makers and Other Stakeholders

The selection of disposal options for large offshore structures (exceeding 10,000
tons) is a complex process, with many stakeholders.

On the one hand we have the operator acting on behalf of the licensees, who
have been the owners of the facilities to be disposed of. The government on the
other hand will usually cover 70-80% of the costs through reduced taxation.
Political authorities therefore have explicitly and implicitly very strong interests in
the decision-making. This is also made very clear through the OSPAR rules for
decision-making, where the agreements are between states and not between private
companies.
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The final decision-makers in this case are the countries that have ratified the
OSPAR convention, based upon recommendations from the state(s) with jurisdic-
tion over the structures, UK and Norway in the present case.

An important group of stakeholders involves the environmentalists in various
Non-governmental Organisations (NGOs). These are usually concerned about the
environmental effects of the various disposal options, involving methods of
removal and disposal and possible permanent effects of options where parts of the
facilities are left in place.

Fishermen’s organisations are usually also a strong group of stakeholders,
especially when there are parts of the facilities (above sea and/or subsea) that are
left in place, or dumped in the ocean.

The public at large may sometimes also become a stakeholder through the
involvement of NGOs. This was clearly demonstrated in the Brent Spar case
(Greenpeace, 1996), where the public was punishing the Shell company all over
Europe, through different forms of actions against petrol filling stations.

6.3 Decision Principles and Strategies

The values, visions and goals, strategies and plans of the decision-maker and other
stakeholders are the basis for forming the high-level decision principles and
strategies, to steer the decisions in the desired direction.

The operation of Frigg has been based on the ALARP principle, in relation to
acceptance and decisions about risk and risk reduction. The overall company safety
objectives have been:

e to prevent accidents and thereby protect personnel, the environment and
assets

e to limit the consequences of any accident

e to work for the reduction of risk over time by, inter alia, taking benefits
from technical development and experience gained.

This has been applied to the decommissioning in the following manner. The evalu-
ation of the various disposal alternatives has been carried out using criteria related
to:

technical feasibility

risk to personnel

environmental impact (including impact on society)

cost.

The costs were expressed in year 2002 money terms and represent a 50/50 esti-
mate, i.e., an estimate with 50% probability of the cost being higher (lower) than
the estimate.

Both risk for personnel and for the environment are addressed. The environ-
mental effects may be acute in the form of impact from unsuccessful removal, or
long-term impact if parts are left in place in some form.
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The NGOs are sometimes not convinced by theoretical studies if they contra-
dict the perceptions of the public or NGOs. Involvement in the thinking process
and open discussion of pros and cons of different options may on the other hand be
an effective approach, whereby the challenges of the decision-making process are
explained thoroughly and honestly. Such a process with many NGOs in Norway
and UK was conducted over a considerable period in the process leading up to the
selection of disposal alternatives for the Frigg installations.

Qualitative evaluations and arguments were emphasised in the discussions with
NGOs during this process, quantitative risk results were referred to where avail-
able, but the aspects given closest attention were qualitative considerations and
arguments, as well as implications of the results for the different disposal alter-
natives.

6.4 Framing

6.4.1 Describe Goals and Objectives

Total (2003) has stated that:

“Decommissioning is an equally important part of our role as operator of the
Frigg field, just as the exploration, the development and the operating phases have
been. The decommissioning work will be carried out with the same high standards
for health, safety and environment as during our operation of the field. The
removal of the various facilities will be challenging and our main objective is to
carry out the work with great attention to safety and the environment.”

The overall objectives of the decommissioning of Frigg are therefore to decom-
mission the facilities in a safe and environmentally friendly manner.

6.4.2 Problem Definition

The case considers the decision on disposal alternatives for the six offshore
structures and five platform decks on the Frigg field, straddling the UK—Norwegian
border in the North Sea. Three of the structures are large concrete Gravity Base
Structures (GBS), all of which were installed in the second half of the 1970s,
without any consideration for possible refloat and removal when decommissioned.
Due to the location of Frigg, the operation as well as removal of facilities has to
comply in full with Norwegian as well as UK regulations.

The need for very careful consideration and decision-making was very clearly
demonstrated in the case of the disposal of the Brent Spar in the late 1990s, where
the initial proposal to dump the structure was very negatively received by
environmentalists and the public, much to the surprise of the Royal Dutch Shell
company, who actually had the support of the UK authorities for this proposal.

Decision Criteria
The following risk-related decision criteria were established:
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Technical Risk

Risk to Personnel
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Based upon the risk accepted during the production
phase the maximum acceptable probability of a major
accident during the decommissioning operations
(with the associated large financial loss) has been set
as 1 - 10 (1 in 1000). This figure is in-line with the
guidelines contained in Part 1 of the “Rules for Plan-
ning and Execution of Marine Operations” published
by DNV in January 1996.

The upper limit of tolerability for risk to personnel is
1 - 107 per year, in an ALARP context. This criterion
is in accordance with generally accepted principles
applied throughout industry and supported by the UK
Health and Safety Executive. For a “normal” offshore
worker who spends approximately 3000 hours a year
offshore, an average yearly risk of fatality of 1 in
1000 is equivalent to a Fatal Accident Rate of just
above 30 (expected fatalities per 10° exposure hours).

6.5 Generate and Assess Alternatives

6.5.1 Generate Alternatives

The process of generating alternatives started with qualitative assessments and
considerations. Different options were proposed, their feasibility was assessed and
the realistic options were concluded. These were the options that were subjected to
the formal assessment process in defining the disposal options to be selected. The
following options were considered in the formal decision-making process:

5 platform topsides:

Removal only option considered

Steel jacket structures
* 1 structure exceeding 10,000 tons: Removal only option considered
e 1 structure not exceeding 10,000 Removal only option considered

tons:
3 concrete gravity base structures: Options considered:
* Leave intact in situ
*  Alternative use in situ
* Topple over in situ
* Refloat and removal
Drill cuttings (subsea storage): Options considered:

Infield pipelines:

Export pipelines:

e Leave undisturbed in situ
¢ Removal

Options considered:
e Leave water-filled in situ
e Removal

Reuse only option considered
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6.5.2 Selection of Method

A coarse assessment of the decision problem was performed in line with the
approach in Chapter 3 in order to determine the analysis approach. Clearly in this
case the expected consequences are very large (for example related to very high
costs of some alternatives, the environment and safety), and the uncertainties are
very large (for example due to long time horizon), and the problem needs to be
classified under the “Complex decision” category.

6.5.3 Assess Alternatives

Classification of consequences, uncertainties and manageability factors are
discussed in the following.

Table 6.1 and Table 6.2. at the end of the section summarise the most extreme
solutions, the removal of all concrete structures and the leave in situ option, and the
main performance measures used, as well as the main uncertainty factors.

Consequences
Below we summarise important aspects of the consequences of the decision pro-
blem, following the check list in Section 3.3.3:

(a) Potential Extensive societal costs incurred by disposal

consequences operations, possible fatalities and environmental
impact if operation fails.

(b) Ubiquity Both UK and Norway affected by costs, as well as

possible fatal accidents. Environmental impact may
affect parts of central North Sea.

(c) Persistency Disposal options may have environmental effects for
virtually an unforeseen period, extending a few
hundred years into the future.

(d) Delay effect Effects of some of the disposal options may not be
visible until many years after the disposal project is
completed.

(e) Reversibility In the present case there will be no possibility of

restoring the situation to the state before the effect of
a particular disposal option.

(f) Violation of equity ~ There should be no or little violation in the present
case: both UK and Norwegian societies and national
economies have benefited from gas production on
Frigg for more than 25 years, and have had substan-
tial tax incomes. If severe environmental consequen-
ces occur, both countries may be affected on a
national level. See also (g).

(9) Potential of It is possible to anticipate some concern in the fishing
mobilisation community that long-term effects may expose certain
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(h) Performance
measures

Uncertainty Factors
The following list summarises some main aspects of the uncertainty factors asso-
ciated with the decision problem:

(@)

(b)

(©)

(d)

(e)
(f)

()]

(h)

(i)

)

Insight into
phenomena and
systems:

Complexity of
technology:

The ability to
describe system
performance:

The level of
predictability:

Experts’
competence:

Experience data:

Time frame:

Vulnerability of
system:

Flexibility:

Level of detail:
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fishing activities severely, in disproportion to any
perceived benefits from the gas production. However,
experience has shown no such concerns.

Performance measures for consequences that may
develop over a few hundred years are not easy to
establish.

Long-term effects of leaving in situ are not known
at all.

The complexity of the technology being used is
considered moderate.

System performance is adequately described for
the phenomena that are well known.

Moderate level of predictability applies, as the
uncertainties related to the environmental impacts
are relatively large.

Competence of experts is good for phenomena
that are well known.

Limited experience data available for removal and
leave in situ options for large offshore structures.

Leave in situ options have several hundred years
as the applicable time frame, implying substantial
uncertainties.

The system is, at least initially, not vulnerable at
all to weather conditions, etc. However, this may
change when the structure has been left for a long
period.

The degree of flexibility is low, once the decision
to leave in situ has been taken. All efforts will
then be focused on implementing this option, and
some irreversible decisions will be taken with
respect to the state that the structure is left in.

The disposal options were analysed over a period
of 4-5 years, including very detailed studies of all
potential options.
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Manageability Factors
If we concentrate on the disposal of the three concrete gravity base structures, the
options considered for decision-making were as noted above:

leave intact in situ
alternative use in situ
topple over in situ
refloat and removal.

From a management of risk point of view, the alternative use in situ may be
claimed to be the best alternative, at least in a short-term perspective. In this case,
the facilities will be operated for alternative purposes, but with practices that are
based on current knowledge and thus well known. The leave in situ alternative is
the second best, except when considered in a very long perspective (several hun-
dred years), because the structure will eventually disintegrate at some point in time.

The last two alternatives, topple over and refloat/remove are the least favou-
rable from a management of risk point of view, the former due to unknown hazards
and mechanisms, the latter due to critical systems and capabilities not being
available for inspection and verification prior to commencement of hazardous
operations.

Toppling over such a large structure has never been done, and will therefore be
subject to large uncertainties. For the refloat alternative, vital systems (such as
ballast system piping) could not be inspected, due to being installed within the
water filled concrete structure at seabed level and thus not accessible after
installation of the structure.

Especially for the refloat and removal option, the uncertainty relating to control
of the outcome is virtually unmanageable. As indicated above, the systems requi-
red during refloat cannot be inspected and the capabilities needed during refloat
and removal cannot be verified before the operations are initiated.

The decision support provided in the case with choice of disposal options may
be characterised as follows:

e The decision-making process was managed and documented, including the
involvement of stakeholders, rigorously and traceable.

e Ranking of alternatives was based on analysis results, and sensitivity
studies were performed in order to rule out the possibility that minor
changes to assumptions and/or data would alter conclusions.

e  Stakeholder consultations were conducted in both countries in order to
identify possible factors that had been overlooked.

e The conclusions could not be altered through minor change of weights or
preferences.

Table 6.1 and Table 6.2. below summarise some of the key performance measures
used and uncertainty factors for two decommissioning options, with reference to
Table 3.1 in Section 3.3.3.
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For the leave in situ option, there is one remaining hazard for the marine traffic
in the vicinity, namely the chance of hitting one of the installations due to
navigational failure. Table 6.3 presents the calculated probability of collision with
concrete structures, if they are left in place indefinitely.

Table 6.1. Overview of main performance measures used for two decommissioning options
for three concrete structures

Alterna- Risk to personnel Environmental effects | Mission | E(cost)

tive E(fatalities) P(fatal E(energy) Impact failure (mill
accident) | (mill GJ) on proba- GBP)

fisheries bility

Remove 11 67% 4 Moderate 40% 862

structures negative

Leavein | 4 59 26% 1 Moderate | 266

situ positive

Table 6.2. Overview of classification of uncertainty factors for two decommissioning
options for three concrete structures

Alternative Complexity Complexity Availability Time Reversi
of technology of of frame ble
organisation information
Remove Medium Low Low Short No
structures (Cat 2) (Cat1) (Cat 3) (Cat 1) (Cat 3)
Leave in Low Low Medium Long Some
situ (Cat1) (Cat1) (Cat 2) (Cat 3) (Cat 2)

Table 6.3. Probability of collision by fishing vessels and passing vessels with concrete
structures left in place

Parameter Collision by passing vessel Collision by fishing
vessel

Annual frequency of collision
with one of three Frigg 1.8 - 10 per year 4.2 - 10°® per year
installations left in place

It should be noted that the effects on the environment are characterised by several
parameters, some of which are quantitative, and some are qualitative. Only two of
these are shown in Table 6.1 above. It could be added that virtually all the qualita-
tive parameters for the environment favour the removal of the structures, whereas
the quantitative environment parameters are limited to energy consumption and
emissions, and obviously favour the leave in place option.

It could further be noted that one of the three structures accounted for about
85% of the total mission failure probability, due to its uncertainties with respect to
the technical state of systems and aspects that would be essential during refloat and
transportation to shore.
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According to the rules of Section 3.3.3, the total uncertainty ranking of the
removal option would be Category 3, which will also apply to the leave in situ
option. It could be argued though that the leave in situ option has a marginally
lower uncertainty than the removal option, based on comparison for each
uncertainty factor in Table 6.2. This indicates that the manageability of uncertainty
would be slightly easier for the leave in situ option, compared to the refloat and
remove option.

In regard to the probability of mission failure (unsuccessful removal of at least
one of the concrete structures), it is noted that there is a substantial probability of
such failure — the assignment is 40%. There was actually an acceptance limit stated
equal to 0.1% failure probability, implying that the calculated value was more than
two orders of magnitude higher. The acceptance limit itself was therefore not
relevant for the decision-making.

It should further be observed from Table 6.3 that the collision frequencies are
quite low. Even if we consider a period of 100 years, there is only a 2% chance of a
collision occurring.

6.6 Managerial Review and Decision

With respect to selection of disposal alternatives, it was decided that the concrete
structures and the drill cuttings should be left in place, the export pipelines reused,
and the remainder of the facilities completely removed.

It is believed that this was the first time such substantial facilities were
deliberately left in place. These decisions were accepted by all stakeholders;
NGOs, national authorities and the government, as well as all European OSPAR
treaty countries. No critical comments or protests were heard, and the leave in
place option was accepted unanimously. The decision-making process and the
involvement of stakeholders have thereby proved effective.

With respect to Figure 3.3 in Section 3.3.3, all the main items were given
considerable attention:

e Decision-maker: Process over several years involving several stages
of studies, technical feasibility as well as risk to
personnel, environment and mission failure.

e  Other stakeholders: ~ Wide variety of stakeholders involved; companies,
fishermen, authorities, governments, NGOs.

e Decision princip- Consensus seeking through involvement of stake-

les/strategies: holders.
Several stages of recommendations to authorities
and governments with stakeholder consultation.

o Decision process: Extensive studies of alternatives conducted.

e Assess alternatives;:  Stakeholders consulted on plans for studies as well
as study results.
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With respect to decision-making, it is worth noting that the very high probability of
losing one structure during decommissioning turned out to be the main decisive
factor.

With such a high probability of mission failure, the decision-making was easy
in practice. Reaching consensus with all stakeholders also presented no problems,
owing to the extensive efforts made to integrate all stakeholders in the process of
determining the recommended disposal option.

It should also be noted that no trade-off decisions were required in the present
case, because the most expensive removal option also had the highest risk for
personnel and the highest probability of mission failure.

6.7 Observations — Decommissioning Phase

The choice of disposal alternatives is very suitable for a broad decision-making
process. The regulations actually call for such a process, with involvement of a
wide range of stakeholders.

The success of the process is easily demonstrated for the selection of decom-
missioning alternatives for Frigg. The chosen solution entails the leaving in place
of three large concrete structures, after removal of external steel fittings and
installation of navigation lights. This alternative was accepted by all stakeholders
without strong protests, based upon the decision-making process they had been
participating in, and based on the information submitted to the stakeholders.

It may be argued that the decision on selection of decommissioning alternative
is a “big” decision, wide ranging and with a high number of potential stakeholders.
The present case study shows that the decision-making framework in Section 3
works well for such a process. We have not shown that the process is applicable to
all decision-making situations in the decommissioning phase, but our conclusion is
that it does work in all major decision situations, regardless of the project phase.

Bibliographic Notes
The case in this section is based on the Frigg Cessation Plan (Total, 2003) and
Aven et al. (2006d).
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Applications — Risk Indicators, National Level

7.1 Background and Introduction

Health, Environment and Safety (HES) indicators for occupational injuries have
been used for many years, and these were the only type of indicators used in the
offshore petroleum industry for a long time. Some HES professionals claimed that
no other indicators were required; the injury based indicators could perhaps be
supplemented by hydrocarbon release statistics. Typical indicators that have been
previously used are:

e H-value Number of Lost Time Injuries (LTI) per million manhours
e H2-value  Number of personnel injuries per million manhours.

In the late 1990s many experts acknowledged that additional indicators were
needed, especially for aspects relating to major hazards, and prevention of such
hazards. There were several initiatives taken towards this goal, in parallel.

At the same time, there was a dispute between the parties in the Norwegian
petroleum sector in the latter part of the 1990s, as briefly outlined in Section 1.2.5.
There was a need to have unbiased and as far as possible, objective information
about the actual conditions and developments. The authorities, the Norwegian Pet-
roleum Directorate (NPD) at the time, now the Petroleum Safety Authority (PSA),
Norway, defined a project (“the Risk Level Project™), in order to fulfil these needs.

It might be supposed that the most reliable source of information about major
accidents is statistics relating to occurrence of such accidents. However, this is not
a useful source in practice. Consider as an illustration the diagram in Figure 7.1,
which presents all the major accidents that have occurred on production
installations and mobile units in Norwegian waters since operations started in
1965. A total of 138 lives have been lost in these accidents. There were several
accidents in the period 1970-1980, two accidents in the period 1981-1990, and
none thereafter. Note that accidents with helicopters are not included. The accident
in 1978 occurred during commissioning and start-up preparations, with about 550
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persons onboard. Five persons were working in an enclosed space deep down in a
concrete column, and all perished when a fire broke out in this area.
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Figure 7.1. Overview of major accidents on offshore installations on the norwegian
continental shelf, 1970-2005

With the low number of accidents, this source is virtually useless as input to the
evaluation of major accident probability.

In fact, with regard to loss of life due to major hazards in the Norwegian off-
shore petroleum industry, the only events during the last 20 years are:

e  Burning shallow gas blowout in 1985, with one fatality (see Figure 7.1)
e Helicopter accident in 1997, with twelve fatalities.

We therefore need an alternative approach. The Risk Level Project provides such
an alternative.

7.2 Objectives of the Risk Level Project

The objectives of the Risk Level Project, usually referred to as the RNNS project,
were: The PSA shall contribute to the establishment of a realistic and jointly
agreed picture of trends in HES work which supports the efforts made by the PSA
and the industry to improve the HES level within petroleum operations, with the
following emphasis:

e Measure the impact of safety-related work in the petroleum industry, in
terms of status and trends of these actions.

e Help to identify areas which are critical for safety and for which priority
must be given to identifying causes in order to prevent unplanned events
and situations.
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e Improve the understanding of the possible causes of accidents and
unplanned situations together with their relative significance in the context
of risk, in order to create a reliable decision-making platform for the
industry and authorities, which would enable them to direct their efforts
towards preventive safety measures and emergency preparedness planning.

7.3 Overall Approach

Sometimes there is thought to be a fully objective way of expressing the risk levels
through a set of indicators. This implies that expressing the “true” risk level is just
a matter of finding the right indicators. However, this is a misconception. There are
no single indicators capable of expressing all the relevant aspects of health, envi-
ronment and safety. There will always be a need for parallel illustrations by
invoking several approaches.

The basic approach adopted in the Risk Level Project from an early stage was
that of triangulation, i.e., to utilise several parallel paths to express status and
trends of HES levels. A decision was also made to use various statistical, enginee-
ring and social science methods in order to provide a broad risk picture, covering:

e risk due to major hazards

e risk due to incidents that may represent challenges for emergency prepa-
redness

e occupational injury risk
e occupational illness risk
e risk perception and cultural factors.

The main focus in this case presentation is on statistical indicators, perhaps so
much so that our basic principles as stated above may be misinterpreted. Neverthe-
less, it should be stressed that triangulation and a broad basis form the fundamental
approach in the project. A brief overview of the different types of indicators is
given below.

7.3.1 Major Hazard Risk

The major hazard risk components for employees on offshore installations are the
following:

e major hazards during stay on the installations
e major hazards associated with helicopter transportation of personnel.

A basic requirement for a risk indicator is that it is based on observations i.e., we
can calculate its value by a prescribed procedure using data on the performance of
the system being studied. For risk associated with major hazards we have few data
on losses, for example on loss of lives, and risk indicators based on other types of
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observations are therefore required as explained in the following. For the risk
associated with major hazards on the installations, the following types of indicators
have been developed:

e indicators based on occurrence of incidents and near-misses

e indicators based on performance of barriers installed to give protection
against these hazards.

The incident indicators are discussed in Section 7.4, and the barrier indicators are
discussed in Section 7.5. None of these indicators were readily available in the
form of data already collected from operations.

The same applied to indicators for risk associated with helicopter transporta-
tion. After a search for a reliable basis, it was found that helicopter operators had
all the required data registered, from which reliable indicators could be established.
Separate indicators for personnel transportation by helicopter were developed in
co-operation with the relevant national authority and the helicopter operators,
relating to all phases of the transportation service, including taxiing, take-off,
transit, approach, landing and stay on the helideck. Both transport of personnel
between shore and installations as well as shuttling between installations are
covered. Two categories of indicators are used:

e incident indicators
e exposure (traffic volume) indicators.

Incident indicators for helicopter transport are parallel with incident indicators for
major hazards applicable to personnel who stay on the installations. Exposure
indicators are used for helicopter transportation because there is a goal to keep the
exposure to these risks at as low a level as possible. However, the indicators for
helicopter transport are not discussed any further in this case presentation.

7.3.2 Other Indicators

The emphasis in this case presentation is on indicators for major hazards. Other
hazards are also covered in the Risk Level Project, including:

e indicators based on occurrence of incidents with Emergency Preparedness
Challenge

e indicators based on occurrence of occupational injuries

e indicators based on exposure of employees to selected hazards with
occupational illness potential

e indicators for HES culture, based on questionnaire surveys and interviews
with key stakeholders representing the different parties in the industry.
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7.3.3 Leading vs. Lagging Indicators

It is commonly accepted that “leading” indicators are to be preferred to “lagging”
indicators. Hence, there is more motivation in reporting performance of preventa-
tive measures, compared to performance in the sense of occurrence of near-misses.

The Risk Level Project has therefore also included “leading” indicators, where
this has been possible and informative. The following are the “leading” indicators
in the project:

e indicators based on performance of barriers that are installed in order to
protect against major hazards

e indicators based on assessment of management aspects of chemical work
and environment exposure

o indicators reflecting quality of operational barrier elements, based on
guestionnaire surveys.

The first type of indicator is discussed in Section 7.5: the two other types are not
considered any further in this book.

7.4 Event-based Indicators for Major Hazard Risk

This section discusses the indicators that have been developed for major hazard
risk, primarily for hazards associated with stay of personnel on the installations.

7.4.1 Indicators for Individual Hazard Categories

It is possible to draw on our prior knowledge of accidents and the factors influen-
cing their evolution. By observing and utilising the precursors of accidents,
unplanned events, faults/failures, and putting these together with our knowledge of
the physical phenomena that occur (e.g. spills/leaks, gas dispersion, ignition, fire),
we have a basis for expressing risk. This is also essentially what we do when we
perform a risk analysis.

An approach based on these ideas has also been employed in the project. A
number of unplanned events or situations (near-misses), referred to here as DFUs,
are selected. The term “DFU” is a Norwegian abbreviation, but is often used also
in English, where it could be translated as DSHA — defined situations of hazard
and accident. The DFUs were selected on the basis of the following criteria:

e The DFU is an unplanned event/situation which has led, or may lead, to
loss (of life and other values), and hence represents a risk contribution.

e The DFU must be an observable event/situation, and one which it is
feasible to record accurately.

e The DFUs must (as far as possible) cover all situations that can lead to loss
of life.
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e The DFUs are important for motivation and awareness, since they are
utilised in the planning and dimensioning of the emergency preparedness.

The relevant major hazards for personnel on the installation are addressed in QRA
studies, and these were one of the main sources when indicators were identified.
Table 7.1 shows an overview of the DFUs that have been included in the major
hazard category, including the sources used. The industry has used the same cate-
gories for data registration through the database Synergi.

Data acquisition for the DFUs relating to major accidents draws partly on
existing databases in the Petroleum Safety Authority (CODAM, CDRS, etc.), but
also to a considerable degree on data collected in co-operation with operator
companies, for example the database HCLIP for hydrocarbon leaks.

The method for event-based indicators is outlined above, and is further defined
below. More details are described in the RNNS methodology report (SPA, 2000).

Table 7.1. Overview of DFUs and data sources

DFU | DFU description Data sources
no.
1 Non-ignited hydrocarbon leaks HCLIP via data
acquisition*
2 Ignited hydrocarbon leaks HCLIP via data
acquisition*
3 Well kicks/loss of well control CDRS (PSA)
4 Fire/explosion in other areas, flammable liquids Data acquisition*
5 Vessel on collision course Data acquisition*
6 Drifting object Data acquisition*
7 Collision with field-related vessel/installation/shuttle CODAM (PSA)
tanker
8 Structural damage to CODAM (PSA) +
platform/stability/anchoring/positioning failure industry
9 Leaking from subsea production CODAM (PSA)
systems/pipelines/risers/flowlines/loading buoys/loading
hoses
10 Damage to subsea production equipment/pipeline CODAM (PSA)
systems/diving equipment caused by fishing gear

* Data acquired with the co-operation of operator companies
7.4.2 Basic Risk Analysis Model

Figure 7.2 illustrates the use of incidents and near-misses (DFUs) and their relation
to the total number of anticipated fatalities, illustrated by the “number-of-fatalities-
row” (i.e. the row of boxes indicating terminal events in the event tree, where the
contributions to the number of fatalities would normally appear) at the bottom of
the figure.
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The diagram in Figure 7.2 has close resemblance to an event tree, and this is
indeed the basis for the model. Some of the DFUs may be considered as initiating
events in event trees, as they are often in quantitative risk analysis of offshore
installations. This applies for instance to “unignited gas leak” (DFUL1) and “[pas-
sing] vessel on collision course” (DFUS5). Most of the DFUs fall into this category,
with the following exceptions:

DFU2:  Ignited hydrocarbon leaks

DFU4:  Fire/explosion in other areas, flammable liquids

DFU7:  Collision with field-related vessel/installation/shuttle tanker

DFU10: Damage to subsea production equipment/pipeline systems/
diving equipment caused by fishing gear.

Some barriers
upstream of DFU

Some barriers
downstream of
DFU

Number of fatalities

Figure 7.2. lllustration of event sequences and DFUs

These DFUs are normally not used as the initiating event in event trees, but could
also be considered initiating events, if necessary.

In the diagram in Figure 7.2, the length of the arrows is intended to indicate the
overall effect of the barriers, between the DFUs and the potential number of
fatalities, illustrated by the event chains shown in the figure.

The DFU categories, as defined by Table 7.1, have been defined in a way that
avoids overlapping, with one exception. DFU1 is unignited hydrocarbon releases
(>0.1 kg/s) and DFU2 is ignited hydrocarbon releases (>0.1 kg/s). This implies that
DFU?2 is a subset of DFU1. So far there have been no occurrences of DFU2, so this
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overlap is not a troublesome one in practice. At the same time the DFU categories
should cover the complete spectrum of possible outcomes from major hazards.
QRA studies and extensive reviews were undertaken initially in order to ensure
that no hazards were overlooked.

For the indicators that are normally considered as initiating events in an event
tree, we have the following equation for the overall major hazard risk level
indicator (on the installation), R:

R:ZZ,\MH.V”:ZZNU“-EXij (7.1)
i ]

vj :;{Hum]. EPLLy, (7.2)
|

where the following notation is used:

NU;  frequency of initiating event i, i.e. annual number of near-misses of
category i (i.e. DFU type as per Table 7.1) for installation j

Vij weight of category i for installation j (see list on Page 134)

EXij statistical expected number of fatalities per occurrence of an event in
category i at installation j = vj;

R indicator for annual risk level, as expected fatalities per year, given the
number of near-misses, for the installation

Uijii unavailability of barrier | in accident sequence k on installation j for acci-

dent category i
EPLL;x expected number of fatalities given fatal accident scenario k on
installation j and initiating event gas leak (i=1).

The conditional expected number of fatalities EXj, given occurrence of the
initiating event, will be a function of the performance of the consequence barriers
and the potential of the accident type to cause fatalities, exactly as in normal event
tree analysis.

What is special in the Risk Level Project is that EXj; are not calculated based on
their individual components, but overall values, referred to as “weight”, calculated
for typical installations, representing six broad groups, see list on page 134.

The weights vj; as explained above are conditional expectations. Let us consider
an unignited gas leak of a certain magnitude. This can be reformulated as follows:

Vij = z P(fatality accident scenario k occurs | gas leak (i =1))- EPLLy (7.3)
k

For the DFU2, DFU4, DFU7 and DFU10, there are few or no barriers, to the extent
that the weight v;; will express the conditional expected number of fatalities, given
occurrence of the accident, such as fire in systems not containing hydrocarbons.
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The indicator for overall risk level, R, see Equation 7.1, is normalised in rela-
tion to exposure, as explained below. The final step is to transform the values into
relative values, in relation to the values in year 2000. This may be expressed as
follows:

R
R'=— .
v (7.4)

R'=_R
R 2000

(7.5)

where the following notation is used:

R normalised value of R according to exposure, fatalities per exposure unit

R relative value of the normalised value R’

R 2000 Normalised value in year 2000

\Y annual volume of exposure, typically manhours, number of wells drilled per
year or similar

When occurrences of incidents and near-misses are considered, the extent of
exposure must be observed in order to obtain a meaningful illustration of trends. If
the exposure doubles, the number of incidents can also be expected to double, if
the incidence rate is constant. Normalisation is the exercise of dividing the incident
rate by the volume of exposure. It is therefore important how this normalisation is
carried out.

There is no single measurement that is uniquely the best parameter for
normalisation, and an array of parameters has to be employed. The following para-
meters are used in the normalisation:

e manhours (working hours)

e number of installation years (according to various types of installations,
see list on page 134

e number of wells drilled (according to the type of installation where the
drilling takes place).

Manhours are used as the overall normalisation parameter, not because it is
suitable in all circumstances, but because a common parameter is an advantage,
and normalisation against manhours has a parallel in the way risk values are often
presented. Risk to personnel is often expressed as FAR values i.e., the number of
fatalities per 100 million manhours.

The first conditional probability of Equation 7.3 is the conditional probability
of fatal outcome for accident sequence k, corresponding to terminal event k in an
event tree. This means that this probability reflects all the probabilities of the
functioning of protective and preventative barriers, “downstream” of the leak itself.

In principle, the majority of these probabilities could be determined from
barrier data, and this is discussed further in the subsequent section. At present,
these probabilities have been determined from QRA studies, where the values have
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been determined as average values from a number of representative QRA studies.
For such purposes, the installations have been categorised into the following
groups:

o fixed production installations

o floating production installations, with possible well release exposure on the
installation

e floating production installations, without well exposure on the installation
(wells distant)

e production complex with bridge linked installations

e normally unattended installations (NUI)

e mobile units.

The way the weights were established in the present version of the method, is as
follows: for each of the six categories, some QRA studies were used as represen-
tative installations in each category. The values EX; were determined from the
study results for the relevant initiating events (DFUs), and an average value of the
individual values EX; was calculated. For some of the DFUs, notably structural
damage (DFU8) and collision with field related traffic (DFUG6), corresponding
results are usually not calculated in QRA studies for offshore installations, and the
weights had to be based on general accident statistics and judgements by expe-
rienced QRA personnel. Details are found in the Methodology Report (PSA, 2000).

The weights v;; to a large extent implicitly reflect the performance of barrier
elements, and although barrier indicators were not established from the start, data
for some selected barriers were collected in the period 2002-2004. It has been
considered whether the weights should be directly reflecting the barrier elements’
performance data, at least partly. The weights would then in principle be calculated
by Equation 7.2. The unavailability of barrier elements is multiplied following the
different paths of the event tree.

This approach has not been implemented so far, because the present version of
the method is not considered to be sufficiently detailed. An approach like this
would require specific weights and assessments for each installation, but in the
present approach, all installations are averaged into six large categories as mention-
ed above. In principle, it would not be difficult to expand the method to make
specific assessments for each installation, but it would be quite resource deman-
ding and thus expensive. So far, it has not been found cost-effective to take on this
expansion.

Figure 7.3 shows the trend for hydrocarbon leaks over 0.1 kg/s, normalised
against installation years, for all types of production installation, from the annual
report for 2004 (SPA 2005). The figure illustrates the technique used throughout
the Risk Level Project to evaluating the statistical significance of trends. The nor-
malised parameter presented in Figure 7.3 is “number of leaks > 0.1 kg/s per
installation years”. In the present case, this has been calculated as an average for all
production installations on the Norwegian Continental Shelf, whereas in other
cases it has been calculated separately for the relevant groups of installations.

The last bar in this diagram is a prediction interval (90%) for 2004, based on
the average level in the preceding period, 1996-2003. The intervals have been cal-
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culated from the Poisson distribution. The basis for this method, and alternatives,
are discussed in Kvalgy and Aven (2005). When the value in 2004 falls in the dark
grey (lower) part of the bar, it implies that there is a statistically reduced value for
2004, compared to the average for 1996-2003.

Another example is shown in Figure 7.4, where the development of the total
number of major hazard near-misses and incidents is shown from 1996, normalised
in relation to manhours worked in the industry per annum.

The term “relative risk indicator” is used in the diagram when the actual value
is without particular significance, whereas the focus should be on the trends. In the
case of Figure 7.4, the relative value is “number of incidents per 10 million man-
hours”.
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Figure 7.3. Trend, leaks, normalised against installation year, all production installations
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Figure 7.4. Total number of incidents normalised against manhours

One of the important observations that may be made from consideration of indivi-
dual installations is that there are very distinct differences between individual
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installations and companies. This shows that there is clear room for improvement,
a fact also underlined by Figure 7.5 which shows the average leak frequency per
installation year for anonymous operator companies on the Norwegian Continental
Shelf. It should be noted that the number of leaks over the nine-year period is so
high that the biggest differences in Figure 7.5 are significant differences, according
to the applied method. For leaks of the order 0.1-1 kg/s, there is some uncertainty
related to possible, but unlikely to be significant, underreporting. However, the
figure shows that those companies which generally have the highest leak frequency
also have the highest frequency if we only consider leaks exceeding 1 kg/s. For
these leaks, underreporting is highly unlikely.

It should be noted that Operators 8 and 9 in Figure 7.5 have very limited opera-
tions, and have not had operations for the entire period covered by the study.
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Figure 7.5. Average leak frequency per installation year, 1996-2004

The typical picture from the individual indicators is that some will show an
increase, some may show a decreasing trend, and several will usually fall within
the prediction interval (middle part in the diagrams), i.e., so that no significant
trend can be concluded. It is therefore an advantage to have an overall indicator
that can balance the effects of the individual indicators, in order to identify the
overall development. It might be supposed that the overall indicator would always
fall within the prediction interval, but this is not the case. This is due to the large
differences in weights applied to the different categories, meaning that some cate-
gories will dominate over others.

Illustrations of the overall indicator are shown in Figure 7.6 and Figure 7.7,
which show the trend of the total indicator for all production installations and all
mobile units, respectively. Figure 7.6 shows a significant increase in 2004, when
compared to the average for the period 1996-2003. The overall impression is also
an increasing trend with some variations from year to year.

Figure 7.7 shows also for mobile units a significant increase in 2004, when
compared to the average for the period 1996-2003. The overall impression is also
for the mobile units an increasing trend over the period. It may be observed that the
variations from year to year are more extensive, compared to the production
installations.
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Figure 7.6. Total indicator, production installations, normalised against manhours

180

160 -

140 A

120 -

100 -

80 =

60 -

Relative risk indicator

40 |

20 -

04
1996 1997 1998 1999 2000 2001 2002 2003 2004 Int

Figure 7.7. Total indicator, mobile installations, normalised against manhours

7.4.3 Challenges in the Trend Analysis

Figure 7.3 illustrated the presentation and test of trends in the Risk Level Project,
by the prediction interval bar on the right-hand side in the diagram. This approach
is most conveniently used to compare the last year’s value with the average from
previous years, but may also be used for other comparisons. There is a need to
consider trends in a longer perspective. For instance, what is the long-term trend in
Figure 7.3?

The long term trend in Figure 7.3 may be illustrated by comparing the average
in the second half of the period 2000-2004 with the first half, 1996-1999. The ave-
rage in the first half is 6.7 leaks per 10 installation years, against 5.6 for the second
half. But the prediction interval increases due to the lower number of events, the
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lower and upper limits being respectively 4.6 and 8.7, implying that the average
value for the second half is within the prediction interval based on the values for
the first half of the period. The conclusion is therefore an insignificant reduction.

A more difficult question is whether the trend shown by the indicator is a
representative trend or not. Consider for example Figure 7.8, which shows reported
number of passing vessels (DFUS5) on a potential collision course against any
installation on the Norwegian Continental Shelf, the criteria for definition as poten-
tial collision course being:

e The vessel has a course which will bring it inside the safety zone (radius
500m), at a time 25 minutes prior to possible hit, and no radio contact has
been established.

e The installation has mobilised the standby vessel (not including radio
contact) against the incoming vessel, irrespective of distance or heading.

Fishing vessels during fishing (low speed), light crafts and pleasure boats are
disregarded even though they may satisfy the criteria above, because the low
energy involved in possible impacts, means they do not represent any significant
hazard for the installations.
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Figure 7.8. Number of vessels on potential collision course against installations

The diagram shows a sharply increasing trend after 1998. The question is whether
the collision risk with passing vessel traffic has increased to the extent indicated in
Figure 7.8 or not. It should be noted that two collisions with the highest energy
levels occurred in 2000 and 2004, in both cases however, not due to external traffic
(passing vessels) but to traffic associated directly with the offshore operations.

The important issue was that a traffic surveillance centre was started up on the
Norwegian west coast in November 1998. If the trend in Figure 7.8 is plotted
against the curve showing the number of installations being monitored from the
centre, the two curves show quite a close fit. The traffic centre has taken over
surveillance from similar operations carried out offshore, mainly on the bridge of
the standby vessels. The anticipation is that the surveillance performed by the
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centre, which is around the clock and 365 days per year, is considerably more
reliable, because the operators have surveillance as their primary task.

The interpretation of the development in Figure 7.8 is therefore that there has
been, and to some extent still is, considerable under-reporting of vessels on
potential collision course, because the installations have been unaware of vessels
on potential collision course. The surveillance from the onshore centre is a positive
step forward in order to eliminate this unawareness, and it is positive that more and
more installations are being serviced by the centre, based on on-line export of radar
signals directly to the centre.

There are a few other indicators that are influenced by factors that may disturb
the visible trends somewhat, but none as strong as in Figure 7.8. For the majority
of the indicators, this is not a problem. It is nevertheless important to be fully
aware of these effects, in the discussion of interpretations and conclusions.

In the case of the passing vessels on collision course (DFU5), a new indicator
was implemented in 2004, whereby the number of observed vessels on potential
collision course (Figure 7.8) is normalised according to the number of installations
monitored from the onshore traffic surveillance centre. The new indicator is shown
in Figure 7.9.
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Figure 7.9. Number of vessels on collision course in relation to number of surveyed
installations

It may be observed from Figure 7.9 that starting with 2001, the level of the new
indicator is quite stable. Other evaluations have concluded the same result, that the
level is quite stable. This may be taken as an indication that the new indicator gives
a reasonable description of the risk level associated with passing vessels on
potential collision course.

7.5 Barrier Indicators for Major Hazard Risk

Event-based indicators are lagging indicators which reflect experience in the past.
Leading indicators are proactive indicators, and as such are often preferred. Barrier
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indicators may be considered leading indicators, and have as such been given high
priority in the RNNS project. They were not developed from the start of the
project, but were developed once the collection of event-based indicators had been
firmly established. These indicators may be considered leading indicators in rela-
tion to the occurrence of future events (accidents and incidents), but will at the
same time be lagging indicators in relation to the performance of barriers. How-
ever, in the context of the risk level project, we consider these as leading indica-
tors.

The main emphasis has been placed on barrier elements that are associated with
prevention of fire and explosion, but also structural barriers are addressed to some
extent.

7.5.1 Barrier Elements and Performance Requirements

The terminology proposed by a working group from ‘“Working together for safety’
has been adopted; see for example Vinnem (2006):

e barrier function
e Dbarrier element (or system)
e Dbarrier influencing factor.

The barrier function may for instance be “prevention of ignition”, which may be
divided into sub-functions: gas detection; electrical isolation as well as equipment
explosion protection. One of the barrier elements in the gas detection sub-function
is a gas detector, while another may be the process area operator. If we take the
process operator as the barrier element, there may be several barrier influencing
factors, such as working environment, competence, awareness and safety culture.

The importance of an individual barrier element is dependent on the configu-
ration, which may be illustrated by the following examples:

e The importance of failure of an individual fire or gas detector is dependent
on to what extent the remaining detectors cover the entire area.

e Downtime of one fire supply pump will affect the overall barrier function
differently, depending on the extent of redundancy in the fire water supply.

The term “barrier” is not given a strict definition, but is used as a general expres-
sion. The PSA regulations require the following aspects of barrier performance to
be addressed:

o reliability/availability
o effectiveness/capacity
e robustness (antonym vulnerability).

The reliability/availability is the only aspect of performance which varies signifi-

cantly during operations, effectiveness/capacity and robustness being mainly influ-
enced during engineering and design.
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The following are aspects that influence reliability and availability of technical
barrier systems:

e preventive and corrective maintenance
e inspection and test programme
e management and administrative aspects.

Starting with 2002, the operators of Norwegian oil and gas installations were asked
to carry out two activities related to barriers:

1. Report results from testing of specified barrier elements (components), in
terms of number of tests and number of faults revealed through tests.

2. Perform evaluation of overall performance of main barriers against major
accidents.

Activity 1 was limited to a few barrier elements, and Activity 2 was intended to
compensate for this, as it was expected to cover all aspects of main barriers. The
results from 2002 were very promising with respect to Activity 1, whereas Activity
2 did not, with one or two exceptions, produce evaluations that covered overall
aspects of barrier performance. The reasons for this failure are unknown. One may
speculate that few companies had the required overview themselves needed to
produce such an overall evaluation.

Activity 1 was continued in 2003 and 2004, with two new components included
in 2004. The number of installations from which data are reported was also consi-
derably increased, and more complete reporting from each installation was achie-
ved. Activity 2 has not been continued, and has been replaced by other evaluations,
as described in the following.

7.5.2 Follow-up of Performance by the Industry

Data collection has meant increased focus on barrier elements, requiring critical
aspects to be identified at an earlier stage, components with a high failure frequen-
cy to be focused on, etc. Weaknesses which may affect several installations may
also be identified, and trends may be spotted. These possibilities will improve
further as more data are registered.

The observed failure frequency, together with a criticality evaluation, will be a
basis for prioritising the maintenance work and optimisation of test intervals.

The majority of the installations are covered with respect to reporting of safety
critical failures through a comprehensive data management system with several
administrative functions, including reporting of data from operations and mainte-
nance. This system also includes reporting of failures during inspection of safety
critical systems, and does therefore cover a wide spectrum of barrier elements.
Other companies have different solutions to maintenance and operations manage-
ment. It should further be noted that this reporting does not comply with the
requirements of reliability data collection and reporting, according to 1SO
14224:1999 (ISO, 1999). This also means that what are considered “critical

www.forex-warez.com



142  Risk Management

failures” in the risk level project are not defined according to that same standard
but as failures likely to cause or contribute to a major accident.

Some companies have developed a system which is limited to the needs of the
data collection required by the Risk Level Project. The disadvantage of such a
scheme is that only a limited number of components are focused on, and the impact
within the company is more limited than that which an integrated maintenance
management system will have. All companies have indicated on the other hand,
that they will cover all safety critical components in the system in the long run.

Successful implementation of this scheme requires that some of the challenges
are overcome. The main challenges are:

e Precisely defined failure criteria and coding of failures in accordance with
these. Failure to comply with definition of failures may result in too high
or too low failure frequencies. One example is as follows: if the failure
definition for an isolation valve is failure to close on demand, then internal
leaks in closed condition shall not be recorded as failure. If internal leaks
are recorded as failure, then the observed failure frequency may be too
high. This example illustrates further that there may be more than one
safety critical failure mode. Internal leaking in an isolation valve is indeed
a critical failure mode in itself, but must not be confused with failure to
close on demand.

o Different test methods may influence the occurrence of test failures. Some
differences are known in relation to test gas used for testing of gas detec-
tors. Other examples relate to wind effect during testing. Different test
methods may also have differences with respect to how extensively the
required function is covered.

e Recording of the number of tests is just as important as the number of
failures. Some companies have simplified the issue by using the planned
number of tests as an alternative to the actual number of tests.

o  “Self-tests” are not included in the tests. Usually, manual tests are perfor-
med in addition, but these are not always recorded. Some companies do not
carry out manual tests, as they regard the self-tests as sufficient, and have
no data to report.

e The Risk Level Project does not require differentiation between compo-
nents e.g., fire detectors, however, most companies do differentiate bet-
ween these (smoke, heat, flame).

e By and large, recording is based on planned (preventive maintenance)
tests. What could be referred to as “real tests” occur in the case of actual
gas leaks, false alarms, planned shutdowns and pressure relief cases. These
“real tests” are in some respects more informative, because they involve
parts of the systems that may be virtually impossible to test in a mainte-
nance programme. But these “real tests” are not systematically recorded
with respect to performance, as an industry standard. However, some com-
panies have good documentation of these cases.
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7.5.3 Availability Data for Individual Barrier Elements

The main emphasis is on barriers against leaks in the process area, comprising the
following barrier functions:

e barrier function designed to maintain integrity of the process system
(covered largely by reporting of leaks as an event-based indicator)

barrier function designed to prevent ignition

barrier function designed to reduce cloud and spill size

barrier function designed to prevent escalation

barrier function designed to prevent fatalities.

The different barriers consist of a number of coordinated barrier systems or
elements. For example a leak must be detected prior to isolation of ignition sources
and initiation of ESD.

Figure 7.10 shows the fraction of failures during tests. These test data are based
on reports from all nine production operators on the Norwegian Continental Shelf.
In 2002 great variation was observed in the number of registered failures and the
number of tests. This was a “teething problem” which has not been corresponding-
ly evident in the data for 2003 and 2004.
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Figure 7.10. Fraction of failures for selected barrier elements, 2004

The ratio between the number of test failures and tests is an explicit expression of
the on demand unavailability for the component in question, which also will reflect
“environmental” aspects that influence the performance of the component, such as
management and human aspects of the maintenance work. However, the calculated
on demand unavailability does not take failures not detected by functional tests into
account.

The relationship between the unavailability g, the observed failures X, and the
completed number of tests N, is as follows:
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L)

Trends and prediction interval are shown in Figure 7.11, calculated as explained
for Figure 7.3. The number of tests is sufficiently high for most of the barrier
elements, so that the interval is relatively limited, with one or two exceptions. The
interval in Figure 7.11 is one of the widest, due to a relatively low number of tests

for these valves, of which there are typically one to five on each installation.
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Figure 7.11. Trend for fraction of failures for riser ESD valves

In general, the relative number of failures can be claimed to be on the same level as
the industry’s specifications for new installations, with the exception that not all

potential failure sources are tested.

Figure 7.12 shows an overview of data from muster drills, where the total num-
ber of drills and the percentage meeting efficiency requirements are given.
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The efficiency requirement is usually given as the maximum time until mustering
of personnel is complete and everyone is accounted for. Each installation is respon-
sible for defining the upper limit, according to its needs and capabilities. This is
then the time against which the judgement of success of drills is made. If we look
at installation “B” in the diagram, 36 drills have been conducted, and all 36 have
met the efficiency requirement, i.e., within the maximum time allowed.

Most companies have a high percentage of drills which meet these require-
ments. But not all, consider for example installation “T” in the diagram, for which
only half the drills have satisfied the time limit. Those with the lowest percentage
are consistently those with the most stringent requirements for efficiency.

7.5.4 Overall Assessment of Barrier Performance

The initial intention was that the companies should perform an internal evaluation
of overall performance of all barrier elements. When this was unsuccessful, it was
replaced by an assessment performed by the project team. The general evaluation
of barriers is based on reported data, meetings with some of the production
operators, and experience from Petroleum Safety Authority inspections/audits.
During inspections, great variation in overview of barriers and follow-up systems
was noted in operating companies. This can also be seen from the general barrier
indicator presented in the main report, PSA (2005):

e Certain installations on the Norwegian Continental Shelf have a consis-
tently higher number of failures during tests of barrier elements (including
the integrity barrier) than the average for the Norwegian Continental Shelf,
and even more so in relation to the best installations on the Norwegian
Continental Shelf.

e When the percentage number of failures during tests is compared with the
average for companies, most companies fall near the average. Two compa-
nies have a markedly lower percentage of failures than the average. Both
have relatively few installations.

e One company has a significantly higher percentage of failures in tests of
barrier elements (including the integrity barrier) than the average for the
Norwegian Continental Shelf. There is no reason to believe that this is due
to lack of diligence in collecting data from barrier elements, but rather it
would seem to reflect a lack of attention to following up the status and
trends of barrier performance, possibly also indicating too long test
intervals.

Figure 7.13 presents the relative barrier indicator developed to reflect overall barri-
er performance.

The bars in the diagram have their starting points at the top. The different
barrier functions are shown with separate shading; containment; fire detection; gas
detection; isolation; fire fighting; mustering. The depth of the contribution from a
certain barrier function corresponds to how good the performance of that barrier
function has been, based on the reported data. The contributions from each barrier
function are then added, to give the total of all barrier elements considered.
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Consider for instance installation “A”, where virtually all of the barrier
functions (with separate shading) are deeper than the average. This implies that the
fraction of failures in testing have very low values, for virtually all of the barrier
functions. This means that installation “B” has the best total performance in the
diagram, and installation “K” the worst total performance.

Each installation on the Norwegian Continental Shelf for which there was
barrier data available is included anonymously in the diagram presented in the
RNNS project report. Only a subset of the installations is presented in Figure 7.13
in order to improve readability. The average for all installations is also shown.

When interpreting the results of this exercise in Figure 7.13 it is important to
remember the limitations that apply to this indicator:

e Only a limited number of barrier elements are included.

e For those elements that are included, only the parts that can easily be tested
are included.

e The actual configuration, including redundancies, capacities, etc. is not
included.

e Only one of the performance parameters is included, the availability on
demand when tested, whereas robustness and effectiveness/capacity are not
included.

There is not an unambiguous relationship between the performance of the barrier
function and the reliability of one or several of the barrier elements that are
components of that barrier function. One should therefore be careful when ranking
installations solely on the basis of the indicators shown in Figure 7.13. The other
aspects of performance do not vary considerably during operation, as discussed
above. The trend in availability on demand is therefore suitable for illustrating the
development of performance during the operational phase.

7.6 Observations — Indicators used on National Level

The Risk Level Project has basically adopted a triangulation approach, as briefly
mentioned above. A success factor for the project is to involve relevant parties
participating in the industry during all phases of the project, with a view to estab-
lishing a process based on confidence in methods and quality of the results. Poten-
tial conflicts with one or several parties could distract from the focus on continuous
improvement of the HES level.

The Risk Level Project is executed by PSA staff and consultants. Involvement
of relevant parties is secured by involvement of the “Safety Forum” which consists
of representatives from worker unions, employer representatives and the authori-
ties. Operator companies and helicopter operators provided data and information
on activities. The project has established a “HES expert group” consisting of selec-
ted specialists. The expert group plays an important part in the process of method
development.
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The possibilities for integration of results from incident and barrier data analyses
with the results from the analysis of the questionnaire data have so far not been
exhaustively researched. A limited attempt was made after the first questionnaire
survey to identify possible correlations between the statistical data on risk for
major accidents and the perception of the workforce as to the relative ranking of
the different major hazards. It was impossible to identify any correlations at all;
they appeared to be totally uncorrelated.

It is believed that more interesting results could be obtained if the individual
installations were analysed for possible correlations, for instance relating to root
causes of accidents. This has so far not been done, and represents a potential future
extension of the work.

Bibliographic Notes

Some of the basis for the work in this chapter may be found in @ien and Sklet
(2001), @ien (2001) and Vinnem (2000). The main source is Vinnem et al.
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The Success Factors — Discussion

In this chapter we will discuss the approaches and framework introduced and used
in the previous chapters. What are the main challenges? What are the key success
factors?

Obviously, there are a number of factors and features of the approaches and
framework that are important for risk management and the risk management
process, and some of these have already been thoroughly discussed in the previous
chapters. However, we see the need to summarise the main points and extend the
discussion on certain topics. Two main areas are highlighted:

1. The understanding of the basic building blocks of risk analysis and risk
management.
2. Implementing the framework and an ALARP regime.

8.1 Understanding the Basic Building Blocks of Risk Analysis
and Risk Management

The following issues are discussed:

Basic concepts. Uncertainty
Assessments of alternatives
Cost-benefit analyses and HES
Decision principles and strategies
Research challenges.

8.1.1 Basic Concepts and Theories — Uncertainty

Many risk analysts and risk managers do not understand the fundamental building
blocks of risk analysis and risk management. This applies for example to the
meaning of risk and uncertainty, and the understanding and use of models,
including probability models. If we challenge a group of risk analyst professionals
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to explain what the risk analysis results tell us and what is meant by uncertainty in
the numbers produced, we will be given a number of different answers and many
of these we would characterise as quite unsatisfactory. We would draw the same
conclusions if we asked the analysts to elaborate on, for instance, model
uncertainty.

This is not acceptable — there is a pressing need for improvement. How can risk
analysis successfully be applied in a decision-making context unless risk analysts
know what they are doing and are able to communicate risk and uncertainty
clearly? In our view, such improvements can only be achieved through a much
more precise understanding of the fundamental principles of risk analysis and risk
management.

It has been an aim of this book to contribute to such improvements, and in
Chapter 2 we have addressed some key areas, including

e the use of expected values in risk management

o the understanding of some basic economic theories (for example the port-
folio theory and cost-benefit analyses) and their use in HES management

e the meaning and use of the cautionary and precautionary principles

o the meaning of the concept risk aversion

o the use of risk acceptance criteria in HES management.

More fundamental issues related to the understanding and expression of risk and
uncertainty are addressed in Appendix A, for example the distinction between the
classical approach to risk and uncertainty and the Bayesian approach.

8.1.2 Assessments of Alternatives

In our risk management framework, alternatives are generated and the performance
of these alternatives is assessed in order to support decision-making. The assess-
ments follow a structure as discussed in the previous chapters and summarised in
the following.

For a specified alternative, say A, we assess the consequences or effects of this
alternative seen in relation to the defined attributes (HES, costs, reputation, etc.).
Hence we first need to identify the relevant attributes (Xy, X, ...), and then assess
the consequences of the alternative with respect to these attributes. These assess-
ments could involve qualitative or quantitative analysis. Regardless of the level of
quantification, the assessments need to consider both what the expected conse-
guences are, as well as uncertainties related to the possible consequences. Often the
uncertainties could be large. In line with the adopted perspective on risk, we
recommend a structure for the assessment according to the following scheme:

1. Identify the relevant attributes (HES, costs, reputation, alignment with
main concerns,)

2. What are the assigned expected consequences, i.e. E[X;] given the available
knowledge and assumptions?
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Are there special features of the possible consequences? In addition to
assessing the consequences on the quantities X;, some aspects of the pos-
sible consequences might need special attention. Examples may include:
o the temporal extension,
0 aspects of the consequences that could cause social mobilisation,

i.e., violation of individual, social or cultural interests and values

generating social conflicts and psychological reactions by

individuals and groups who feel afflicted by the consequences.
A system based on the scheme developed by Renn and Klinke (2002) is
recommended, see Section 3.2.3.
Are the large uncertainties related to the underlying phenomena, and do
experts have different views on critical aspects? The aim is to identify
factors that could lead to consequences X; far from the expected conse-
quences E[X;]. A system for describing and characterising the associated
uncertainties is outlined in Section 3.2.3. This system reflects features such
as current knowledge and understanding about the underlying phenomena
and the systems being studied, the complexity of technology, the level of
predictability, the experts’ competence, and the vulnerability of the system.
If a quantitative analysis is performed, the uncertainties are expressed by
probability distributions.
The level of manageability during project execution. To what extent is it
possible to control and reduce the uncertainties, and obtain desired out-
comes? Some risks are more manageable than others, meaning that the
potential for reducing the risk is larger for some risks compared to others.
By proper uncertainty and safety management, we seek to obtain desirable
consequences. The expected values and the probabilistic assessments per-
formed in the risk analyses, provide predictions for the future, but the
possible outcomes can be influenced. This leads to a consideration of, for
example, how to run processes for reducing risks (uncertainties) and how
to deal with human and organisational factors and obtain a good HES
culture. Again we refer to Section 3.2.3.

Hence for each alternative and attribute we may have information covering the
following points:

predictions of attribute (e.g. zero fatalities)

expected value (e.g. 0.1 fatalities)

probability distribution (e.g. expressing probability of a “major accident™)
risk description on a “lower level” (e.g. prediction of number of leaks,
expected number of leaks, etc.)

aspects of the consequences

uncertainty factors

manageability factors.

These assessments provide a basis for comparing alternatives and making a deci-

sion.
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Compared to standard ways of presenting risk results, this basis is much more
comprehensive. In addition, sensitivity analyses and robustness analyses are to be
performed. In Section 3.2.3 checklists are presented to identify relevant and
important aspects of the consequences, and the uncertainty and manageability
factors. In applications, a large proportion of the items in these lists do not apply,
and it is essential for the communication of the risk results that irrelevant or non-
informative items are not reported. The lists must be seen as checklists for
generating important information, not for producing pages of unimportant material.

8.1.3 Cost-benefit Analyses and HES

A basic principle in safety management is the cautionary principle, stating that, in
the face of uncertainty, caution should be a ruling principle. This principle is now
being implemented in all industries through safety regulations and requirements, as
discussed in Section 2.3.

On the other hand, HES management is based on the use of cost-benefit
analyses to support decision-making on safety investments and implementation of
risk reducing measures; see, the standard (NORSOK 2001 — Z013). Cost-benefit
analyses means that we assignh monetary values to all relevant attributes, including
costs and safety, and summarise the performance of an alternative by the expected
net present value, E[NPV]. The main principle in transformation of goods into
monetary values is to find out the maximum amount society is willing to pay to
obtain improved performance. Use of cost-benefit analysis is seen as a tool for
obtaining efficient allocation of the resources, by identifying which potential
actions are worth undertaking and in what fashion. By adopting the cost-benefit
method the total level of welfare is optimised. This is the rationale for the app-
roach. Although cost-benefit analysis was originally developed for the evaluation
of public policy issues, the analysis is also used in other contexts, in particular for
evaluating projects in companies. The same principles apply, but using values
reflecting the decision-maker’s benefits and costs, and the decision-maker’s
willingness to pay.

In this book we have drawn attention to these two perspectives and demon-
strated that they are in fact inconsistent. Cost-benefit analyses do not give suffici-
ent weight to uncertainties, being based on an attitude to risks and uncertainties
which is risk neutral and in conflict with the use of the cautionary principle. A
broader context for HES-related decision-making is required than that offered by
cost-benefit analyses, and in the book we have characterised the features of such a
context, through the proposed risk management framework.

The expected utility theory is a rational framework for decision-making under
uncertainty. However, from a practical point of view, this theory is not easily
implemented. The assignment of utility values determining all priorities between a
number of attributes, is extremely difficult to carry out in practice, and, even if it
were possible, it is not necessarily something that the decision-maker would like to
do. We refer to Section 2.2.1.

We conclude that neither the cost-benefit analyses nor the expected utility
theory can be used to provide clear guidance on safety investments in practice.
Cost-benefit analyses have severe theoretical limitations — in their ability to reflect
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uncertainties and decision-makers’ preferences, and the expected utility theory is
impossible to carry out in practice in most cases because of a certain complexity.

A possible way of dealing with these problems is to adopt a more pragmatic
view on the use of the analyses and theories, see Section 2.2.2. We acknowledge
the limitations of the tools, and use them in a broader process where the results of
the analyses are seen as just one part of the information supporting the decision-
making, and the results are subject to an extensive degree of sensitivity analysis.

This kind of approach recognises the need for simplifications of the analyses
and theories. Unfortunately, the results could be difficult to interpret, as the scope
and validity of the methods and theories then become less clear. Nonetheless, we
are in favour of this kind of pragmatic approach — it is the best we can do. How-
ever, we should not regard cost-benefit analyses and/or the expected utility theory
as the main reference point of the decision-making process. The starting point and
key reference is the risks involved, i.e., the possible consequences and associated
uncertainties, linked to the various alternatives considered. There are no methods
that can prescribe an objective best way of handling these risks. We need to be
cautious, at the same time as we may encourage risk taking activities. For example,
we might wish to increase offshore petroleum activities in the Barents Sea at the
same time as we would like to be cautious. Certainly a balance has to be made. We
believe the following principles should be adopted for the risk management:

1. Implement some minimum safety requirements to protect human beings
and the environment, see the fireproof example above.

2. Assess the risk, i.e., the possible consequences, and the associated uncer-
tainties. An important element here is to what extent we are able to manage
the risks, the level of manageability. Professional risk assessments are
performed, describing and evaluating the risks.

3. Balance the different concerns (safety, costs, etc.); implement risk reducing
processes. Cost-benefit analyses may be used to support the decision-
making.

4. Adopt managerial review and judgement. The decision support is evaluated
in a broader context, taking into account additional concerns and informa-
tion, as well as the assumptions and limitations of the tools used.

These principles have been thoroughly discussed in the foregoing chapters.
8.1.4 Decision Principles and Strategies

A number of initiatives have been taken to improve the quality of decisions on
HES - there is an international trend. We refer to works by OECD and EU, and in
particular contributions from UK and the UK Health and Safety Executive HSE
(2001a). Many of the ideas, principles and methods presented and discussed in the
UK HSE reports are obviously applicable also for the Norwegian risk management
regime. In general terms, we would highlight the same aspects as UK HSE. If we
take the regulator perspective; any policy intervention, and its enforcement, should
meet the following principles which the Better Regulation Task Force devised in
1997:
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e Proportionality. Regulators should only intervene when necessary.
Remedies should be appropriate to the risk posed, and costs identified and
minimised.

e Accountability. Regulators must be able to justify decisions, and be subject
to public scrutiny.

e Consistency. Government rules and standards must be joined up and
implemented fairly.

e Transparency. Regulators should be open, and keep regulations simple and
user-friendly.

e Targeting. Regulation should be focused on the problem, and minimise
side effects.

These principles are useful for measuring and improving the quality of regulation
and its enforcement, setting the context for dialogue between stakeholders and
government. Although these principles are developed primarily for regulators, they
could also be seen as ruling principles for organisations and companies, following
the international trend on risk management and HES decision-making.

However, some of the principles may be disputed. For example, the require-
ment that the decision support should be available and the decision traceable and
transparent is problematic in general as it means documentation of which elements
have been given weight in the decision. The authorities and the companies may not
consider it desirable to trace all weights given to the various attributes. There will
always be a trade-off between accountability, transparency and cost-effectiveness
in the decision process.

To develop suitable decision principles and strategies, a number of concerns
need to be understood and policies specified and implemented on how to deal with
them. Examples of such concerns are ethical guidelines, political guidelines, appli-
cation of the cautionary and precautionary principles and workforce involvement
and consensus. The concerns refer to expectations from society, political signals,
visions and ideal goals that should be used as guidelines for the development of the
activities. These concerns will develop over time. However, at a certain point in
time these concerns will be fixed, and would influence the decision process. It is
therefore important that there should be a common understanding of what these
high level concerns mean and how they should be incorporated into the decision
process. Even though the main concerns are to be considered as constraints, they
might be challenged as a part of the decision process. The need for continuous
improvement and development and the fact that expectations from society, political
signals, visions and ideal goals may to some degree be conflicting, call for careful
reflection of these concerns in the decision process.

The variety of concerns may be grouped according to how they relate to the
stakeholders, such as the political guiding rules and application of the
precautionary principle. Other concerns are general and may be related to all kind
of stakeholders as ethical issues. In the previous chapters we have discussed some
of these concerns. Here we would just like to address one example, political guid-
ance, to show how such concerns may influence the decision principles and strate-
gies. The starting point is the regulation of petroleum activities on the Norwegian
Continental Shelf.
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Political guidance is how the politicians and authorities communicate their
directions or provisions to the Regulator. In the Norwegian context, the Storting
(the Norwegian parliament) and Cabinet give guidance to the Norwegian Petrole-
um Safety Authority and the industry through White Papers. Here some issues are
repeated and highlighted. First, the petroleum industry is described as a leading
industry which continuously invests in knowledge and improvement by learning
from best practice. “A levelling or decline in HES performance is not in line with
such objectives” the papers state. Second, the introduction of the “Zero-Philoso-
phy” is seen as a milestone regarding attitudes and behaviour in the industry.
Third, the obligation of implementing international rules and regulations is stated.
This political guidance contributes to the determination of priorities and focal areas
for the regulating authorities, both in revising and developing the regulations and
in inspecting. instructing or guiding the industry.

We consider our recommended approach and framework for risk management
and decision-making to be in line with these political guidelines. However, they do
not prescribe how to carry out the risk management and decision-making proces-
ses, nor what decisions to make in specific situations. The difficult trade-offs that
need to be done in many cases involving HES, cannot and should not be prescribed
by political guidelines. We need structures for how to support decision-making,
and that is what our framework does. The actual decision-making needs to reflect a
number of concerns and the political aspect is just one of these.

8.1.5 Research Challenges

We see the need for research on many areas, in particular related to the development
of theories and methodologies for

a. structuring risk decision problems and processes
b. analysing vulnerabilities and risks
c. managing risks and making decisions under uncertainty.

Different types of classification systems for characterising decision situations and
risks are presented in the literature see Renn and Klinke (2002), Rasmussen (1997),
Kristensen et al. (2005), Aven et al. (2005a) and Sandgy et al. (2005). Such
classification systems are designed for structuring decision problems and guiding
decision-makers on how to deal with the problems, reflecting different stakeholder
perspectives, risk assessments results, etc. Classification as such is not the aim, but
classification can be a point of departure for clarification of relationships and
behavioural patterns, etc. We have applied aspects of these classification systems
in our framework, but further research is needed to determine the most suitable
schemes.

We believe that the Bayesian approach using subjective probabilities to express
uncertainties provides a sound basis for risk analyses. With limited and partially
relevant data, Bayesian inference is needed. However, Bayesian analysis is not
straightforward for complex problems, see Aven (2003), and further research is
required. Underlying this issue is the possible use of the “rational consensus”
perspective (Cooke 1991) on uncertainties in risk management. Is it possible to
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obtain a “neutral” view of uncertainties that is acceptable for all stakeholders and
thereby confine stakeholder discourse to questions to preference only? To what
extent is it possible to balance such a “neutral” view and the purely subjectivist
position — that probability is a subjective, personal construction?

An important issue is the choice of appropriate risk metrics, which is particu-
larly important from a risk communication perspective, and for cases involving
multiple stakeholders. The approach we applied in the Risk Level Project, as
discussed in Section 7.1 for assessing risk on sector level, should be compared with
other approaches e.g., the social amplification of risk (Kasperson, 1992) and the
analytical-deliberative process (Stern and Fineberg, 1996).

Another issue is the need for development of appropriate problem decompo-
sition methods for risk and vulnerability identification and analysis (including
extending the logic modelling techniques — such as Fault Tree and Event Tree to
include influence diagrams), essential for capturing different dimensions of
complex risk issues. The work must be seen in relation to the BORA project Aven
et al. (2006a), which develops improved methodology for operational risk analysis
including analysis of the performance of safety barriers, with respect to technical
systems as well as human, operational and organisational factors.

To support the development of suitable theories and methods, there is a need
for further research exploring the inter-relationships between economic theory,
decision analysis and safety science:

e How and to what extent factors other than economic performance measures
are and should be given weight, and how these factors can be measured
and/or handled. Special focus should be on factors not directly related to
the companies’ core activity such as social responsibility and potential loss
of goodwill.

e To what extent risk reducing measures are external effects for agents
(companies and organisations), in the sense that they are beneficial for
society but not necessarily for the agent in question.

e How these issues are influenced by public regulations and actions.

Some of the areas that need to be addressed relate to portfolio theory and safety
management, the use of the cautionary and precautionary principles, the inter-
actions between government and companies, and incentives in decision processes.
This work will extend the research results reported in Chapter 2.

In such a context one also needs to be aware of the link between productivity
growth and risk. Good risk management is generally claimed to be productivity
enhancing, while the opposite is true of poorly designed schemes. If this is so, why
is not risk management a higher priority both in theory and practice?

8.2 Implementation of the Framework
In practice, the framework is often implemented through an ALARP process or an

“ALARP demonstration”. There are legal requirements for such processes in both
UK and Norwegian offshore legislation. In the UK there are also requirements for
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ALARP demonstrations in other societal activities, such as rail transport of
personnel.

In the UK there are requirements for ALARP demonstration in the Health and
Safety at Work Act (1974). In the past, such requirements were also stated in the
Safety Case Regulations (1992) (HSE, 1992), but these regulations were revised in
April 2006 (HSE, 2006). This part of the revision is merely formal however; the
authorities expect that Safety Cases for offshore installations will continue to
include an ALARP demonstration.

Similarly, Section 9 of the Norwegian Framework Regulations (PSA, 2002)
requires that risk reducing measures are implemented unless their cost is in gross
disproportion to the benefits. Thus it may be argued that the legal requirements for
ALARP demonstrations are quite similar in UK and Norwegian legislation.

There are however, some distinct differences between UK and Norwegian
requirements. One difference is that UK regulations call explicitly for a written
statement, describing the ALARP process that has been conducted. One of the
main parts of the Safety Case is an ALARP demonstration.

In Norwegian regulations there is only an implicit requirement for documenta-
tion of the ALARP process. There is a general documentation requirement in Nor-
wegian legislation, but no explicit requirement to document the ALARP process.
The common practice is also that ALARP processes are not documented.

Another significant difference between UK and Norway is that UK authorities
have focused considerable attention on ALARP demonstration/documentation,
whereas Norwegian authorities until recently have paid little or no attention to Sec-
tion 9 of the Framework Regulations. For several years, the Norwegian authorities
focused mainly on the use of risk acceptance limits, sometimes in a rather
mechanistic manner.

The UK authorities have also published several guidance documents, intended
to provide the industry with practical assistance on how to interpret and conduct
the ALARP demonstrations. The main documents issued by HSE are the follo-
wing:

e Reducing Risk Protecting People — HSE’s Decision-making Process (HSE,
2001a);

e “The ALARP trilogy”, consisting of the following documents:

0 Principles and guidelines to assist HSE in its judgements that duty-
holders have reduced risk as low as reasonably practicable (HSE,
2001b).

0 Assessing compliance with the law in individual cases and the use of
good practice (HSE, 2003a).

o0 Policy and Guidance on reducing risks as low as reasonably practi-
cable in Design (HSE, 2003b).

e Guidance on ALARP for Offshore Division Inspectors making an ALARP
demonstration (HSE, 2003c).

e HID’s approach to “As Low As Reasonably Practicable” (ALARP)
Decisions (HSE, 2002).
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8.2.1 Experience with ALARP Demonstration

A recent project on behalf of PSA (Petroleum Safety Authority) has summarised
some of the experience with ALARP processes (Vinnem et al., 2006c), mainly in
the Norwegian offshore industry, but also to some extent in the UK, the latter
based on an interview with representatives from Health and Safety Executive.

One of the experiences in the UK is that it is difficult to document how well a
process has been conducted. A good ALARP demonstration should be a broad
decision-making process in which all relevant parties are invited to participate
actively: management, employee representatives, safety representatives, discipline
experts, etc. How this has been implemented is not always easy to document.

Another issue that has been highlighted in the UK is to what extent an ALARP
demonstration can be based mainly on quantitative risk and cost-benefit analyses.
Apparently, there have been some QRA specialists who wanted to “take owner-
ship” of the ALARP demonstration, claiming that ALARP demonstration should
be based mainly (if not solely) on QRA and cost-benefit studies. This is a misun-
derstanding.

It is documented clearly in the supporting documentation for ALARP demon-
stration that both qualitative and quantitative considerations should be part of an
ALARP demonstration.

In Norway, our experience is largely the same, although considerably more
limited. Some companies focus solely on the use of QRA as well as cost-benefit
analysis as input to decision-making about risk reduction. On the other hand, some
companies have presented broad decision-making processes that include a wide
range of stakeholders.

Another issue that has been noted is the lack of a formal approach to the
identification of potential risk reducing measures. Again, the QRA is far too
narrow, and additional techniques have to be applied.

8.2.2 What are the Characteristics of a Good ALARP Demonstration?

As noted above, the ALARP demonstration should be a broad ranging decision-
making process involving a wide range of stakeholders. An important implication
of the way “gross disproportion” is defined is that the burden falls on the industry
to demonstrate why a proposed remedial measure should not be implemented.
This means that good reasons will have to be found why the benefit of a proposed
measure is not sufficient in relation to costs and other burdens of implementation.
If such reasons cannot be demonstrated, then the measure by default must be
implemented.

The way the burden of proof is placed is often not appreciated fully, and com-
panies are only concerned with showing that there are insufficient reasons why a
measure should be implemented.

One company has described the following tools to be used for performing an
ALARP demonstration:

e good practice
e codes and standards
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engineering judgement
stakeholder consultation
tiered challenge
cost-benefit analysis.

We refer to Appendix B for an illustration of an extensive ALARP demonstration.
8.2.3 Needs in order to Improve Applications

There is no obvious need for more research in order to arrive at better risk manage-
ment processes. The knowledge is available, in our view, but the weakness lies in
its implementation.

Some people have argued that a standard should be developed which would
provide a recommended approach to ALARP demonstration. A standard would
perhaps be too rigid, but guidelines are certainly needed. With this in mind, we
have provided a sample ALARP demonstration, see Appendix B.
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Foundational Issues of Risk and Risk Analysis

There are a number of measures or indices that can be used to describe risk in
practice, as discussed in Section 2.1. The many indices are a result of the different
perspectives of risk to be found, but also stem from a lack of precision as to what
the foundation of the risk analysis is. The point is that some measures are
meaningful and consistent if the foundation of your analysis is Bayesian, in the
sense that you see probability as a measure of uncertainty, seen through the eyes of
the assessor, and some are meaningful and consistent if the foundation is classical
or traditional, as will be explained in more detail below.

Al A Wide Spectrum of Risk Indices

Most people associate risk with the future, something unknown, and uncertainties.
Let us look at an example. In project risk management, we are concerned about the
cost of a production system, and say that we have historical cost data of 10 similar
systems;

5,6,8,9,9, 12, 14, 20, 22, 25.

What is then the risk? Well, different perspectives and definitions would give
different answers. And as we will see the differences are dramatic. Let C denote
the future cost of the production system. Then we may define the expected value of
C, E[C], and the variance of C, VAR(C), as well as the probability distribution of C,
P(C <c). From this starting point we may define a number of concepts that may be
related to risk, for example

E[C]

VAR(C)

P(C<c)

The g-quantile of the distribution of C, i.e. the value a such that P(C >a)=q
The combination of the possible consequences (outcomes) C and P(C < c)
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e The combination of the possible consequences (outcomes) C and its related
uncertainty

Predicted value C* of C

Estimated value of E[C], (E[C])*

Estimated value of VAR(C), (VAR(C))*

Estimated value of P(C <¢), (P(C <c))*

Estimated value of a, a*.

The estimation could be based on the above historical data, for example using the
maximum likelihood principle, or it could be based on historical data as well as
other information, using a type of Bayesian analysis.

Thus some may define risk by its mean and others by its variance. This seems
peculiar. We can consider a very simple example, where there are two possible
outcomes, 1 NOK and -1 million NOK, with associated probabilities of 1-p and p,
where p equals 0.5 - 10°°. Let D denote the outcome. Then the statistical expected
value of D equals 0.5, i.e. E[D] = 0.5. Is this a meaningful measure of risk, or risk
index? Obviously not, at least as a single measure. It does not provide as much
information about the future possibilities and surprises as we would expect from a
measure of risk. The expected value says that on the average in the long run the
outcome would be 0.5 NOK, if we could repeat the situation analysed. Or alterna-
tively, it just reflects the centre of gravity of the uncertainty distribution of D. But
risk should be more than some average performance or this centre of gravity. It
should in some way reflect the possible outcome of —1 million NOK. The natural
answer would be to let risk cover the combination of the possible consequences
(outcomes) and the associated probabilities, i.e. risk is described by the distribution
of D,

D-values Probability
1 1-p
— 1 million p.

Hence the expected value, the variance and the g-quantile can be considered as
supplementing risk indices, as they give information about the distribution of D.
Separately, however they are not very informative as the distribution is poorly
described by these indices. The variance is a measure expressing the spread of the
distribution from the expected value. In the example above VAR(D) = 0.5 - 10°.
Two possible ways of motivating the use of the variance are the following. On
average, in the long run, with repeated similar situations, the outcome would be
0.5. The variance is a measure of the variation in outcomes relative to this mean.
Alternatively, we may consider the expected value as the centre of gravity in the
probability distribution, and the variance is a measure of spread of the mass around
this centre. But why should we use the expected value as a reference? Say that the
two possible outcomes in the above example are 10 000 001 NOK, and 9 million
NOK, respectively, with the same probabilities as before. Then the expected value
is increased by 10 million NOK, but the variance is the same. Is that reasonable for
a risk index? Is it not also relevant to show where on the line the outcomes are, and
not only how they relate to the expected value?
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Yes, it is indeed relevant, as also shown by the following example. Should not
risk be considered higher if the number of fatalities is expected to be 100 in
contrast to 1, even if the variance is the same? Clearly, in a safety context that
would be reasonable, and this is also reflected in the standard definition of risk
used in safety, saying that risk is the combination of the possible consequences
(outcomes) C and the related probability distribution P(C < c). However, in econo-
mic contexts, the expected value is often used as a reference and then the variance
is an informative measure of the probability distribution. Yet we find the practice
in the economic literature of letting risk be associated with the variance as unfortu-
nate, as this is not consistent with other definitions and it violates the intuitive idea
that risk will be reduced (increased) if the outcomes are shifted to more positive
(negative) values. Furthermore, there could be different values for the expectation.
Either it is the centre of gravity in the uncertainty distribution assessed by some-
one, or it is considered an unknown parameter to be estimated through the risk
analysis. To explain this in more detail, we have to clarify the perspective on risk
adopted.

A.2  Classical, Relative Frequency Perspective

Adopting a classical (relative frequency) perspective, probabilities and expecta-
tions, are unknown values. It is assumed that there are true, underlying values of
these quantities. A value F(c) expressing the probability that C is less than or equal
to ¢, i.e. F(c)=P(C < ¢) is interpreted as the relative fraction of times the event
‘C <c¢’ occurs if the situation analysed were hypothetically repeated an infinite
number of times under similar conditions. Similarly, E[C] is interpreted as the
mean outcome when assuming that the situation analysed is hypothetically
repeated an infinite number of times under similar conditions. In a risk analysis,
the analysis group estimates this distribution and the expected value, based on
analysis of “hard data”, suitable models and engineering judgements. In some
cases the estimation provides point estimates only, such as indicated above, for
example (E[C])*. However, in many cases we see that the estimation uncertainties
are quantified, see discussion below.

The above perspective is based on the idea of underlying probabilistic terms
F(c) and E[C]. These terms are fictitious. They exist only as mental constructions,
and do not exist in the real world. An infinite population of similar units needs to
be defined to make this framework operational. As these underlying probabilities
are unknown (uncertain), the perspective means that a new element of uncertainty
is introduced, the true value of the probability, a value that does not exist in the real
world. Returning to our production cost example, consider the probability that the
cost C is greater than or equal to 1. According to this perspective, this probability
is interpreted as the proportion of production systems with a cost of at least 1 when
an infinite number of similar facilities is considered. This is obviously a thought
experiment — in real life we have just one such system. The probability is thus not a
property of the system itself, but of the population it belongs to. How should we
then understand the meaning of similar systems? Does it mean the same type of
buildings and equipment, the same operational procedures, the same type of
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personnel positions, the same type of training programmes, the same organisational
philosophy, the same influence of exogenous factors, etc? As long as we are
speaking about similarities on a “macro level” the answer is yes. But something
must be different, because otherwise we would get exactly the same output result
for each system, either a cost of minimum 1 or not. There must be some variation
on a “micro level” to produce the variation of the output result. So we should allow
for variations in the equipment quality, human behaviour, etc. The question is,
however, to what extent we should allow for such variation. For example in human
behaviour, do we specify the safety culture or the standard of the private lives of
the personnel, or are these to be regarded as factors creating the variations from
one system to another (often referred to as stochastic (aleatory) uncertainty)? We
see that we will have a hard time specifying what the framework conditions of the
“experiment” should be and what is stochastic uncertainty. In practice we seldom
see such a specification carried out, as the framework conditions of the “experi-
ment” are tacitly understood. As seen from the above example, it is not obvious
how to make a proper definition of the population, and thus of the underlying
probability.

Nonetheless, if we adopt the classical approach the probability has to be estima-
ted. This could be difficult as the concept is a thought-construction. And we should
address the accuracy of the estimation, relative to this underlying vaguely defined
concept. This is done in some areas of applications, but in most cases without
incorporating all sources of uncertainty. This is because a full uncertainty analysis
would be too comprehensive, but even more important; it would reduce the mes-
sage of the analysis. The estimates would be subject to such large uncertainties that
the analysis would lose its power, see Aven (2003).

A.3  Alternative Bayesian Perspective

Our perspective to risk is different. We adopt a perspective based on the following
simple ideas or principles:

e Focus is placed on quantities expressing states of the “world”, i.e., quanti-
ties of a physical reality or nature, that are unknown at the time of the
analysis but will, if the system being analysed is actually implemented,
acquire some value in the future, and possibly become known. We refer to
these quantities as observable quantities. In the above example, the cost C
is such a quantity. Other examples are number of fatalities, the occurrence
of specified events, etc.

e The observable quantities are predicted. We predict the cost by C*.

e Uncertainty related to the observable quantities is assessed and expressed
by means of probabilities. This uncertainty is epistemic, i.e., a result of
lack of knowledge. In the example we assign probabilities P(C < c¢), having
a centre of gravity E[C].

The notion observable quantity is to be interpreted as a potentially observable
quantity — for example, we may not actually observe the number of injuries (suitab-
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ly defined) in a process plant although it clearly expresses a state of the “world”.
The point is that a true number exists and if sufficient resources were made avail-
able that number could be found.

Focusing on the above principles would give a unified structure to risk analysis
that is simple and in our view provides a good basis for decision-making.

To explain this perspective in more detail, we have to understand the
probability concept, used in this way, to express uncertainties.

Consider the following example. If the possible outcomes are 0, 5 and 100, we
may assign probability figures, say 0.89, 0.10 and 0.01, respectively, correspon-
ding to the degree of belief or confidence we have in the different values. We may
also use odds; if the probability of an event A is 0.10, the odds against A are 9:1.
The reference is a certain standard such as drawing a ball from an urn. If we assign
a probability of 0.10 for an event A, we compare our uncertainty of A to occur with
drawing one specific ball from an urn containing 10 balls. The assignments are
based on available information and knowledge; if we had sufficient information we
would be able to predict with certainty the value of the quantities of interest. The
quantities are unknown to us as we have lack of knowledge about how people
would act, how machines would work, etc. System analysis and modelling would
increase our knowledge and thus, we hope, reduce uncertainties. In some cases,
however, the analysis and modelling could in fact increase our uncertainty about
the future value of the unknown quantities. Think of a situation where the analyst
is confident that a certain type of machine is to be used for future operation. How-
ever, a more detailed analysis may reveal that other types of machines are also
being considered. As a consequence, the analyst’s uncertainty about the future
performance of the system may increase. Normally we would be far from being
able to see the future with certainty, but the principle is the important issue here —
uncertainties related to the future observable quantities are epistemic, that is, a
result of lack of knowledge.

In the example in Section A.1 a probability p equal to 0.5 - 10 is introduced.
This probability expresses the analyst’s assessment of uncertainty for D to be equal
to =1 million NOK, or using other words, the confidence the analyst has in this
outcome.

Historical data are also a key source of information when we adopt this per-
spective. To illustrate, consider the following example. An analyst group wishes to
express uncertainty related to the occurrence of an event. Suppose that the observa-
tions show three “successes” out of 10. Then we obtain a probability of 0.3. This is
our (i.e. the analyst's) assessment of uncertainty related to the occurrence of the
event.

This method is appropriate when the analyst judges the observational data to be
relevant for the uncertainty assessment of the event, and the number of observa-
tions is large. What is considered sufficiently large, depends on the setting. As a
general guideline, we find that about 10 observations are typically enough to speci-
fy the probabilities at this level using this method, provided that not all observa-
tions are either “successes” or “failures”. In this case the classical statistical proce-
dure would give a probability equal to 1 or 0, which we would normally not find
adequate for expressing our uncertainty about the event. Other procedures then ha-
Ve to be used, either expert judgments or a full Bayesian analysis, see Aven (2003).
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In the production system example above, we may use the experience data as a
starting point for assessing the uncertainties about C, the cost of the production
system being analysed. The mean of the observations could be used as a prediction
of C, if found relevant, and as the expected value of our uncertainty distribution of
C.

Note that the probability assigned following this procedure is not an estimate of
an underlying true probability as in the classical setting.

All probabilities are conditioned on the background information (and know-
ledge) that we have at the time we quantify our uncertainty. This information
covers historical system performance data, system performance characteristics
(such as policies, goals and strategies of a company, type of equipment to be used,
etc.), knowledge about the phenomena in question (such as fire and explosions,
human behaviour, etc.), decisions made, as well as models used to describe the
world. Assumptions are an important part of this information and knowledge. We
may assume, for example, in an accident risk analysis, that no major changes in the
safety regulations will take place for the time period considered, the plant will be
built as planned, the capacity of an emergency preparedness system will be so and
so, an equipment of a certain type will be used, etc. These assumptions can be
viewed as frame conditions of the analysis and the produced probabilities must
always be seen in relation to these conditions. If one or more assumptions are drop-
ped, this would introduce new elements of uncertainty to be reflected in the proba-
bilities. Note, however, that this does not mean that the probabilities are uncertain.
What is uncertain is the observable quantities. For example, if we have established
an uncertainty distribution p(c|d) over the investment cost ¢ for a project, given a
certain oil price d, it is not meaningful to talk about uncertainty of p(c|d) even
though d is uncertain. A specific d gives one specific probability assignment, a
procedure for determining the desired probability. By opening up for uncertainty
assessments in the oil price d, more uncertainty is reflected in our uncertainty dis-
tribution for c, using the law of total probability. The point is that in our framework
uncertainty is related only to observable quantities, not assigned probabilities.

The basic idea that there is only one type of uncertainty is sometimes question-
ed. It is felt that some probabilities are easy to assign and feel sure about, others are
vague and it is doubtful that the single number means anything. Should not the
vagueness be specified? To provide a basis for the reply, let us remember that a
probability P(A) is in fact a short version of a conditional probability of A given the
background information K, i.e. P(A) = P(A|K). This means that even if we assign
the same probability for two probabilities, they may be considered different as the
background information is different. In some cases we may know a great deal
about the process and phenomena leading to the event A, and in other cases very
little, but still we assign a probability of say 0.50 in both cases. However, if we
consider several similar events of the type A, i.e. we change the performance
measure the difference in the background information will often be revealed. An
illustrating example of this is given by Lindley (1985, p. 112). Thus care has to be
shown when defining the performance measures and when evaluating probabilities
in a decision making context. We always need to address the background informa-
tion, as it provides a basis for the evaluation.
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Next we offer some reflections on empirical control when probability is used as
a measure of uncertainty, inspired by the discussion by Cooke (1992). A probabi-
lity in our context is a measure of uncertainty related to an observable quantity C,
as seen from the assessor’s point of view, based on his state of knowledge. There
exists no true probability. In principle an observable quantity can be measured,
thus probability assignments can to some extent be compared to observations. We
write “in principle” as there may be practical difficulties in performing such
measurements. Of course, one observation as a basis for comparison with the
assigned probability is not very informative in general, but in some cases it also
possible to incorporate other relevant observations and thus give a stronger basis.
“Empirical control” does not, however, apply to the probability at the time of the
assignment. When conducting a risk analysis we cannot “verify” an assigned
probability, as it expresses the analyst’s uncertainty based on prior observations.
What can be done is to review the background information used as the rationale for
the assignment, but in most cases it would not be possible to explicitly document
all the transformation steps from this background information to the assigned
probability. We conclude that a traditional scientific methodology based on
empirical control cannot and should not be applied for evaluating such
probabilities.

A risk analyst is an expert on uncertainty assessments and probability assign-
ments, so ensuring coherence in the assessments and assignments should not be a
serious problem. The rules of probability calculus apply. There are a number of
potential pitfalls in such assignments, but the risk analysts should be aware of
them, and make use of tools to avoid them. Such tools include calibration proce-
dures, use of references probabilities, standardisation, and more detailed model-
ling. We refer to Aven (2003) for further details.

For probabilities of this kind, the term “subjective probability”, or related terms
such as “personalistic”, are often used. In our presentation we have avoided such
terms as they seem to indicate that the results you present as an analyst are subjec-
tive while the results from others who adopt an alternative risk analysis approach
are seen as objective. Why should we always focus on subjectivity? In fact all risk
analysis approaches produce subjective risk results, the only reason for using the
word “subjective” is that this is its original, historical name. We prefer to use
“probability as a measure of uncertainty”, and make it clear who is the assessor of
the uncertainty, since this is the way we interpret a subjective probability and we
avoid the word “subjective”.

Our perspective means that risk comprises the two dimensions: a) possible
consequences and b) associated uncertainties. As there are many facets of these
dimensions, the framework offers a broad perspective on risk, reflecting for
example the fact that there may be different assessments of uncertainties, as well as
different views on how these uncertainties should be handled. This extends the
common definition that risk is the combination of possible consequences and
associated probabilities, as probability is the way we measure the uncertainties.
However, we acknowledge that there are problems and limitations in using proba-
bilities to measure uncertainties. This relates to our ability to express uncertainties
in terms of probabilities, and acknowledges the fact not all relevant factors for
decision-making can be revealed through reference to probabilities. Our analysis
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and framework for risk management and decision-making in this book are based on
this perspective.

Bibliographic Notes

This appendix is based on Aven (2003), Aven and Kristensen (2005) and Aven et
al. (2004). This first reference provides a comprehensive presentation and discus-
sion of different perspectives on risk and risk analysis, as well as a bibliographic
review of relevant works on this topic.
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Example, ALARP Demonstration

This appendix presents an illustration of how an ALARP demonstration should be
conducted and documented. The ALARP demonstration is made for the theoretical
case presented in Chapter 5 of the book, see page 101. It is associated with modifi-
cation of a production installation in the operations phase, and the need to deter-
mine the extent to which protection of escape ways should be provided for that
installation.

Chapter 5 presents background information for this case study, which may be
used as reference for the ALARP demonstration. Some of the information in
Chapter 5 is repeated here, in order to increase readability.

B.1 Introduction

B.1.1 Purpose

The ALARP evaluation is carried out in accordance with the risk acceptance prin-
ciples and criteria presented in Section 5.1. The ALARP evaluation is partly based
on the risk analysis, whereby risk results and installation characteristics are consi-
dered explicitly, in order to decide which risk reducing proposals should be imple-
mented.

The intention of the ALARP evaluation is that it should reflect values and
priorities adopted by the company management, with respect to protection of life,
environment and assets. As such, the conclusions will be reached on the basis of a
broad decision-making process, involving all relevant stakeholders.

This document presents the performance of the ALARP process and the
outcome, in terms of the remedial measures to be implemented as well as those that
have been identified, but not to be implemented. The document also presents an
evaluation of the resulting risk level and a justification why this is considered to be
As Low As Reasonably Practicable.
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B.1.2 Structure of Presentation

The approach adopted for the ALARP evaluation is presented in Section B.2,
followed by the presentation of risk results in Section B.1.3. The identification of
risk reducing proposals is given in Section B.4, whereas Section B.5 documents the
evaluation of these proposals. The assessment of residual risk is discussed in
Section B.8. A summary of those proposals that are recommended for implemen-
tation is presented in Section B.8.1.

B.1.3 Basic Assumptions and Limitations

This evaluation covers only one particular aspect of the installation, which has
been in operation for about 10 years. All other aspects of health, safety and
environment for the installation are disregarded in this ALARP evaluation. The
following assumptions are used in the economic analysis:

7% internal interest

40 years field life

97,000 BOPD production rate

175 NOK/bbl oil price

manning level-average POB: 40 persons

no inflation nor change in oil price assumed

social economics approach used: not considering tax, insurance or
individual licensees

B.2 Approach Adopted in ALARP Process

B.2.1 Risk Acceptance Principles

The following goals of the company are formulated:

A guiding principle for the Company's approach to risk acceptance is that the ALARP
principle shall be implemented. Risk levels as low as reasonably practicable (ALARP)
shall be achieved by the implementation of risk reducing measures (technical, operational,
organisational) that comply with all the following criteria:

(a) are technically and operationally feasible

(b) have a significant risk reduction effect in relative terms, when compared with the
initial risk levels, after due allowance for the additional risk associated with their
implementation, operation and maintenance

(c) do not involve costs grossly disproportionate to the expected benefit.

The ALARP principle shall be applied for all relevant dimensions of risk, personnel,
environment, and assets.
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Furthermore; the company has a written instruction stating that the decision-
making process and its results must be documented. There is a procedure for con-
ducting ALARP evaluations, which includes the following elements:

Description of all identified risk reduction proposals for risk to personnel,
environment and assets.
Analysis of risk reduction proposals must be qualitative as well as quanti-
tative. The qualitative approaches should be:

0 Use of good practice

0 Use of codes and standards

o0 Engineering judgement

o0 Stakeholder consultation

0 Tiered challenge.

Cost-benefit/cost effectiveness analysis is the appropriate quantitative
analysis approach, when relevant.

Documentation of those proposals that are not decided for implementation
and the associated residual risk level.

Implementation plan for those risk reduction proposals that will be imple-
mented.

B.2.2 lllustration of ALARP Process

Risk assessments are intended to ensure that solutions are found in accordance with
authority requirements and expectations, internal company requirements and
accepted industry practice. It is required that the following aspects are addressed:

1.
2.
3.

~No

10.
11.

Are all authority requirements satisfied?

Are all internal requirements met?

Is the analysed risk level on a par with that of comparable concepts/-
solutions?

If some requirements or practices are not met, can it be demonstrated that
the concept nevertheless does not represent an increased risk level?

If quantitative targets are defined, are these met with sufficient margin, in
order to enable any possible later increase in analysed risk levels, without
the need for extensive changes?

Is Best Available Technology (BAT) used?

Have solutions been chosen with inherent safety standards?

Are there any unsolved problems or areas of concern with respect to risk
to personnel and/or working environment, or areas where these two
aspects are in conflict?

Are there any unsolved problems in relation to serious environmental
spill?

Is the concept robust with respect to safety?

Have aspects of the most recent R&D results and other new experience
been considered?
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The following considerations should as a minimum be made, and subsequent solu-
tions and actions be implemented:

1.

Identify possible technical and/or operational improvements of the instal-
lation that may contribute to reduced risk to personnel

a.

b.

without substantial capital or operational costs, or other operatio-
nal drawbacks

and simultaneously improves operation or maintenance, so that
any increase in capital costs is offset by savings in operational
costs.

Identify possible technical and/or operational improvements that may
reduce environmental spill risk

a.

b.

without substantial capital or operational costs, or other opera-
tional drawbacks

and simultaneously improves operation or maintenance, so that
any increase in capital costs is offset by savings in operational
costs.

These evaluations should be made without any cost/ benefit comparison or similar

considerations.

When all measures that may fulfil the above criteria have been exhausted, the
following evaluations should be performed:

3.

Identify possible technical and/or operational improvements that may
reduce risk to personnel or environment, but which entails substantially
increased capital or operational costs or other operational drawbacks. The
following assessments should be made for these alternatives:

a.

b.

Overall expected net present value of all costs and income per
statistical fatality averted.

Cost distribution (material damage and delayed/deferred produc-
tion income) for relevant years, given the occurrence of a major
accident, with respect to scenarios that are influenced by the
measures being considered.

Overall expected net present value of all costs and income per
statistically expected reduced 1000 tons of oil spill.

Cost distribution (clean up costs, compensation claims, etc.) for
relevant years, given the occurrence of a major oil spill, with
respect to scenarios that are influenced by the measures being
considered.

Loss of reputation for relevant years, for relevant years, given the
occurrence of a major accident or major oil spill, with respect to
scenarios that are influenced by the measures being considered.

The values that are computed in Step 3 above may be compared to reference
values, if stated, for:
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o Cost per statistical fatality averted
e Cost per statistically expected 1000 tons of reduced oil spill
e Maximum loss that the company is able to survive in one single year.

Finally, it should be considered if higher limits may be accepted under special
circumstances:

e Higher costs per averted statistical life lost, if the initial risk level is high
e Higher costs per statistically expected 1000 tons of oil spill, if the initial
environmental risk is high
e Higher costs per statistically expected 1000 tons of oil spill, if the areas
that may be exposed to spills are particularly sensitive.
The present ALARP evaluation is limited to protection of escape ways in case of
fire, and is thus limited to personnel safety. Environmental risk is therefore not
addressed at all.
B.2.3 Cost-Benefit Analysis

Section 5.4 presented the process and generation of alternatives. Table 5.4 presen-
ted the results of the Cost-Benefit Analysis.

B.3 Risk Results

B.3.1 Risk to Personnel

The following are the main risk values for the installation:

A. PLL: 0.0147 fatalities per year
B. FAR: 4.2 per 10° manhours
C. Impairment frequency for escape ways: 3.8 - 10" per year

The risk level for personnel may be further illustrated by considering the sources
on the installation from which the risk occurs, as well as the mechanisms that may
lead to fatalities. Figure B.1 presents the sources in terms of deck levels where the
accidents are initiated. Figure B.2 presents the risk contributions in terms of type of
accident scenario and deck level where the accident starts.

Figure B.3 presents an f-N diagram for the installation, together with an
‘isorisk’ curve. The shape of the =N curve shows that a relatively high proportion
of the risk is due to accidents with high number of fatalities (curve is higher above
isorisk line around N=10, compared to around N=1). This implies that there is a
higher than usual contribution from accidents with 10 or more fatalities.
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Figure B.1. Contributions to risk from deck levels
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Figure B.2. Contributions to risk from accident scenario and deck levels
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Figure B.3. f—N diagram for the case study installation
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Figure B.4 presents the contributions to fatality risk, with respect to immediate
fatalities and EER fatalities, and the deck where the accident is initiated.
100 %

80 % -

_ __| |OUpper deck
@ Intermediate deck
m Lower deck

60 % -

40 % +

20 % -

Relative contribution

0%

Immediate fatalities EER fatalities

Fatality risk type
Figure B.4. Type of fatality risk contribution

One of the observations that may be made from the presentations in this section is
that the main source of the risk is on the lower deck. The contributions from fatali-
ties during escape, evacuation and rescue (EER) is quite high (40%), and is domi-
nated by failure to escape from the installation.

B.3.2 Risk to Assets

Risk to assets has not been analysed.

B.4 Identification of Possible Risk Reducing Measures

Section B.2.1 presented the sources for qualitative evaluation of risk reducing
proposals. A brief summary is given below. These approaches are usually also
quite useful during the process of searching for possible risk reducing measures.

It could be observed that there is no formal process for searching extensively
for possible risk reducing measures.

B.4.1 Good Practice

Good practice is a general term for good engineering and procedural practices for
common situations. It may include solutions, which have not been incorporated
into design standards but have been found to be successful in the field. Formal and
informal benchmarking is a source of good practice.

B.4.2 Codes and Standards
Codes and standards embody the lessons learnt over past years. They often provide
an appropriate solution for well understood hazards and situations. Design codes

for particular types of plant and particular services will specify appropriate risk
controls and recovery measures.
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B.4.3 Engineering Judgement

Engineering judgement involves sound application of engineering and scientific
principles and methods to a control situation. It includes within it a subjective
experience-based ‘feel” for what is acceptable. It is particularly useful for filtering
out extremes — situations that are clearly inappropriate — to allow more rigorous
analysis of the less clear situations.

B.4.4 Stakeholder Consultation

Consultation with stakeholders—workforce, particularly those exposed, safety
representatives, supervisors, managers, and regulators—is an important part of the
ALARP judgement, particularly if the views, concerns and perceptions of any of
these groups are not aligned.

B.4.5 Tiered Challenge

A team of operations and specialist staff works together down the hierarchy, identi-
fying all the possible control options in each category. The team then starts with
the highest one and challenges why it cannot be applied. If the case is made and it
is agreed not to apply a control, the team moves on to the next one down. It carries
on down the options list, and eventually identifies the option, which is most accep-
table to everyone. This is a simplistic description for the sake of illustration. In rea-
lity, a combination of controls will normally be required to achieve ALARP. While
this sounds quite formal, the discussion throws up relevant information such as
remaining life of the facility, profitability, shutdown opportunities, possible pro-
cess changes and other key inputs to the ALARP decision. The range of the team
ensures a widely thought out solution.

B.5 Evaluation of Individual Risk Reducing Measures

B.5.1 List of RRMs

The full range of techniques listed in Section B.4 is employed in the search for risk
reducing measures. This has resulted in the following list of RRMs (for illustration
purposes the list has been reduced to a manageable length):

Limited explosion relief area increase

Protective shielding on escape ways

Additional escape way

Reduction of the number of leak sources

Installation of freefall lifeboats

Removal of all weather cladding on process modules.

ocoukrwdE
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B.5.2 Evaluation of RRMs

Limited Explosion Relief Area Increase

The scope of this proposal is a minor improvement of explosion relief areas around
the process modules on the installation, in order to compensate for increased risk
due to new equipment, but no further reduction. The proposal will increase
ventilation rates slightly and reduce peak explosion overpressures somewhat. This
is in accordance with good practice as well as codes and standards.

One benefit of the limited extent of this change is that the working environment
conditions (chill factor) for the personnel working in the process areas should not
be made dramatically worse. The downside is that the improvement in ventilation
is very slight.

The engineering assessment of this proposal is that it should be implemented as
a compromise between the need to increase ventilation and the physical working
environment conditions. But this measure is not sufficient to solve the critical issue
of the lack of protection against smoke for personnel escaping from a fire.

Table B.1 presents the risk results for the calculation of changes resulting from
an increase in explosion relief areas, presented against the base case risk results.

Table B.1. Risk values for explosion relief increase

Annual impairment PLL APLL
Alternative frequency (escape ways) FAR (lyn (lyn
Base case 3.76 - 10* 4.2 0.0147
Increase of explosion -
relief areas 3.75 - 10 4.4 0.0154 | —0.0007

The annual impairment frequency for escape ways for both alternatives should be
stated as 3.8 - 10™. The frequencies are presented with a higher number of decimals
in this and subsequent tables, in order to show the difference.

Protective Shielding on Escape Ways

This option involves the installation of protective shielding on existing escape
ways together with overpressure protection in order to avoid smoke ingress into the
enclosed escape ways. With respect to good practice, this option certainly fulfils
relevant requirements: shielding and overpressure protection of exposed escape
ways is a common solution. Typically on FPSOs, this is the common way to
protect an escape way running the full length of the vessel, past the process areas.

On the other hand, this topic is not addressed in the present codes and stan-
dards, being regarded as a novel aspect, and therefore not yet reflected in
standards.

From an engineering point of view, the judgement should be that protective
shielding may be a good solution to high heat loads, but it needs to be combined
with overpressure protection in order to ensure that the escape ways are not made
unusable due to smoke ingress.

This proposal has been discussed with workforce representatives who support
this proposal fully but have questioned whether it is sufficient as a good total
solution for safe escape from the installation in the event of serious fire.
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The effect on risk results has been calculated, and the results are as shown in
Table B.2. It is shown by the results that a substantial reduction in the frequency of
impairment of escape ways is due to this improvement, and also a clear reduction
in FAR value. The escape ways’ impairment frequency is slightly above the limit
of 10™ per year (see further description in Section 5.1, page 101), but not signifi-
cantly above, when uncertainties are taken into consideration.

Table B.2. Risk values for heat shielding on escape ways

Annual impairment PLL APLL
Alternative frequency (escape ways) FAR (lyn) (lyn)
Base case 3.76 - 10" 4.2 0.0147
Protective shielding 1.25 10" 3.4 0.0118 0.0029

A workshop in order to discuss possible options with all parties involved has been
conducted, with representation from workforce, management, operational manage-
ment, HES specialists, engineering personnel, etc. The consensus in the workshop
was that an extra escape way might be the ultimate solution, if heat shielding of
escape was not sufficient to reduce the frequency of escape ways impairment. It
was noted that this was a borderline issue.

Additional Escape Way

Provision of an additional escape way with sufficient shielding is the ultimate
solution to the issue of safe escape in the event of critical fire and/or explosion. It
is often the case that the best solution may be found when building a new
construction, rather than trying to alter an existing design. A further advantage of
the additional escape way is that redundancy is built into the design: it would be
unlikely for both escape ways to be impaired at the same time, especially when one
of these is thoroughly protected.

It is therefore obvious that this solution satisfies good practice and that enginee-
ring judgement gives this proposal a good score. Workforce representatives also
favour this proposal, whereas management will probably find it very expensive.

The effect on risk results has been calculated, and the results are as presented in
Table B.3. It is shown by the results that a substantial reduction of the frequency of
impairment of escape ways is due to this improvement, and also a substantial
reduction in FAR value. The escape ways’ impairment frequency is slightly below
the limit of 10 per year, but not significantly, when uncertainties are taken into
consideration.

Table B.3. Risk values for additional escape way installation

Annual impairment PLL APLL
Alternative frequency (escape ways) FAR (lyn) (lyn)
Base case 3.76 - 10* 4.2 0.0147
Additional escape way 9.40 - 10° 2.5 0.0088 0.0059

The workshop referred to above observed that there is strong opposition to this
proposal because of the excessive cost involved in constructing a new escape way.
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Reduction of the Number of Leak Sources

The workshop referred to also put forward additional proposals for risk reduction.
One of these is a proposal to reduce the number of leak sources. This would entail
removing the majority of flanged connections in the process area and replacing
them with welded connections. This would be particularly important in the crude
oil export pumping area, which is the main source of fire risk with effect on the
escape ways.

Removal of leak sources is in accordance with good practice, as well as codes
and standards. But an evaluation of this proposal will focus on the side effects due
to the fact that this will involve very extensive modification of the process systems.
There will be a lot of hot work in the process area, not all of which will be conduc-
ted in a shut down and depressurised condition. It is therefore considered that the
increase of risk during modifications is substantial, and will probably be consi-
derably higher than the risk reduction per year.

It is further noted that a reduction of the impairment risk by 75% is needed in
order to come below the limit of 10 per year; this means that leak frequencies will
also need to be reduced by 75%. It is further noted that export pumps are important
as leak sources, and that the relevant leak scenarios are almost impossible to elimi-
nate.

The conclusion from the engineering judgement of this proposal is that it is
unlikely to provide the necessary risk reduction and will increase risk substantially
during implementation of modifications. This proposal is therefore not recommen-
ded for further consideration.

Installation of Freefall Lifeboats

Installation of freefall lifeboats (two boats for redundancy purposes) may reduce
the need to use escape ways in case of fire. This is not usually a preferred solution,
but may act as a compensatory measure if no other solution can be found. Obvi-
ously, the protection of escape ways is unchanged, but the need for escape to the
shelter area will be formalistically reduced. On the other hand, this is more a
formal solution than a practical, operational one. For escape purposes, escape over
bridges to a shelter area on a separate installation is distinctly preferable to using
lifeboats, including freefall lifeboats.

Consultation with stakeholders is likely to result in strong opposition from the
workforce, and also some reluctance from operational management.

Table B.4 shows the results for the option to install freefall lifeboats. It is
shown that the reduction of impairment frequency is substantial, whereas the
reduction in FAR (and PLL) is more limited. The reduction is not sufficient in
relation to the limit of 10 per year.

Table B.4. Risk values for installation of freefall lifeboats

Annual impairment PLL APLL
Alternative frequency (escape ways) FAR (lyn) (lyn)
Base case 3.76 - 10* 4.2 0.0147
Install freefall lifeboats 1.71 - 10* 3.7 0.0130 0.0018
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It should further be noted that installation of two freefall lifeboats will be very
expensive, probably the most expensive of all the proposals considered.

Remove all Weather Cladding on Process Modules

The removal of all weather cladding on process modules will increase natural
ventilation in the process areas. The engineering evaluation of this proposal has
concluded that it will have the following effects:

e Reduce ignition probability through reducing gas concentrations and extent
of gas cloud within flammable region.

e Reduce explosion overpressure in case of delayed ignition, as a result of
having more explosion relief areas.

e Possibly reduce smoke production slightly in the event of fire, due to
improved ventilation.

e Working environment in the process area will suffer deterioration due to an
increase in wind chill factors.

The increased wind chill factor in the process area is a severe negative factor,
which is likely to cause strong opposition from the workforce. In this regard, the
proposal is not in line with working environment standards. But improvement of
ventilation rates is in line with technical safety principles designed to reduce the
effects of hydrocarbon leaks. It is quite common that a compromise has to be found
between these two opposing objectives.

Table B.5 presents the revised results for the option to remove all weather clad-
ding. It is noted that some reductions are shown, but the reduction in impairment
frequency for escape ways is not at all sufficient to reduce the value below the
limit of 10* per year. This, together with the working environment aspect, means
that this proposal will not receive much support from some of the stakeholders.

Table B.5. Risk Values for Removal of all Weather Cladding in Process Area

Annual impairment PLL APLL
Alternative frequency (escape ways) FAR (lyn (lyn
Base case 3.76 - 10 4.2 0.0147
Remove all weather
cladding 2.37 - 10* 3.4 0.0118 0.0029

B.6 Overall Evaluation of Risk Reduction Measures

As a basis for overall decision-making, the following dimensions (see Section
3.3.3, page 83) are taken into account:

A. aspects related to consequences
B. aspects related to uncertainties
C. aspects related to manageability.
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The point is that the above calculations express conditional probabilities and ex-
pected values P(A|K) and E[X|K), for some events A and unknown quantities X. A
may express the occurrence of an accidental event and X may express the number
of fatalities next year), given the background information and knowledge K. What
we are concerned about are A and X, the actual observable quantities, but our ana-
lysis provides only some assignments P and E, which express the analyst’s judge-
ments based on K, and could deviate strongly from the observables. Key factors
that could lead to such deviations need to be addressed and communicated to
management, as a part of the overall description of the risk picture. Sensitivity and
robustness analysis are tools that can be used to illustrate the dependence of these
factors and the background information K. Some examples of such sensitivity and
robustness analyses are presented and discussed below. The main aspects related to
the Categories A—C are:

* Given possible fire scenarios; what are the smoke and radiation impacts?
What barriers can reduce the possible consequences and avoid fatalities?
How reliable and robust are these barriers? Vulnerabilities?

With the oil export pumps being the main threat, the smoke production
from fires will be very dense and poisonous. The heat loads may be limited
due to the smoke, but still at such levels that personnel will be fatally
injured after only a few seconds.

The existing escape ways (external vertical towers and external
gangways) do not provide any protection of personnel, so that if a fire
occurs there are no barriers to protect personnel.

* The analysis assigns a probability of a fire of 1% during a 40 year period.
However, a fire may occur, and the additional fire protection will have a
considerable positive effect in protecting personnel.

Even though the frequency of critical fires is as low as 1% over a
period of 40 years, the protection of escape ways will also help in less
critical fires, which will be somewhat more likely to occur. In the space of
40 years, limited fires may have a probability of typically 50%.

* The company may implement uncertainty and safety management activities
that contribute to avoiding the occurrence of hazardous situations and thus
accident events. Although there is a risk (expressed by the P and E),
diligent efforts are made to avoid events A and obtain desirable outcomes
X. These activities are mainly related to human and organisational factors,
as well as the HES culture.

One could argue that most hydrocarbon leaks are due to manual inter-
vention on process equipment. In theory, all non-essential personnel could
be removed from all areas where effects could be experienced during the
use of escape ways in a fire scenario. Management, however, may consider
that this places too much restriction on the operation of the installations, so
that this is not feasible in practice.

On the issue of robustness, it should be noted that heat and smoke
protection on escape ways is a passive way of protecting personnel, which
does not require any mobilisation or action in an emergency. Therefore, it
is usually considered to be a robust way of reducing risk, as opposed to
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actions that rely on equipment to be started or management actions to be
implemented and followed up, which will often have much higher failure
probability.

A sensitivity study is a natural part of a broad decision-making process. Some sen-
sitivity study results are presented in Table B.6 and Table B.7.

Table B.6. Results of sensitivity study for heat shielding on existing escape way

Variation Resulting Cost/E(life)
(mill NOK)

Base case 315

10 times higher failure frequency for severe fire 32

2 times higher radiation level on escape ways 52
Increased (2 times) proportion of south-westerly wind 21

direction

Reduced (50%) proportion of south-westerly wind 511

direction

Table B.7. Results of sensitivity study for additional escape way

Variation Resulting Cost/E(life)
(mill NOK)

Base case 473

10 times higher failure frequency for severe fire 47

2 times higher radiation level on escape ways 62

Increased (2 times) proportion of south-westerly wind 31

direction

Reduced (50%) proportion of south-westerly wind 719

direction

The sensitivity study results show considerable variations; some of the results are
at such levels that gross disproportion is not an obvious conclusion. This suggests
that the analysis is quite sensitive to assumptions and simplifications made in the
analysis of risk to personnel.

Many companies have formulated ‘zero vision’ objectives for their HES mana-
gement, implying that the long-term objective is to carry out all operations without
losses and damage. Sometimes it may be difficult to see the connection between
such objectives and the traditional approach to decision-making, involving a nar-
rowly-focused decision-making process with short-term cost minimisation as the
driving force.

The decision-making process should enable a broad assessment of potential
consequences and uncertainty, so that all the main aspects relating to outcomes of
the decisions are available to the decision-makers. The difficult management deci-
sion to be taken may be illustrated as follows:

If the decision to install extra protection is taken (with cost of about 36 million
NOK), the outcome over the long residual production period (30-40 years) is
either one of the following three outcomes:
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(&) No fire occurs at all (about 50% probability), and the protection is wasted
in terms of pay-back.

(b) A limited fire (not critical fire) occurs (about 49% probability), and the
protection has some advantage, thus avoiding any injuries to personnel due
to fire loads on escape ways.

(c) A critical fire occurs (about 1% probability), and the protection is very
valuable in terms of allowing all personnel to escape to a safe location.

Obviously, if no extra protection is installed, the scenario alternatives are the same,
but the outcomes in terms of pay-back are the opposite:

(a) No fire occurs (about 50% probability), no cost, no other effect.

(b) A limited fire (not critical fire) occurs (about 49% probability), the lack of
protection means that some of the personnel will be injured during escape,
but not fatally.

(c) A critical fire occurs (about 1% probability), the lack of protection implies
that more than 50 persons are prevented from escaping to a safe location,
many of whom may perish.

If considered in standard economic terms only, the difficult management decision
is to consider the 1% probability over a 40 year field lifetime of a severe fire oc-
curring, with possibly up to 30 fatalities, and whether to invest about 36 million
NOK in protective systems and actions to avoid these severe consequences.

An argument against the alternative approach to avoid higher investments in
risk reduction cannot be accepted if the companies are serious when they formulate
‘zero vision’ objectives. If a ‘zero vision’ objective is accepted, it must inevitably
be expected that extra costs will be incurred as a consequence. Otherwise the
objective should be reworded to “zero vision as long as it doesn’t cost anything’.

B.7 Final Selection of Risk Reduction Measures
The full list of RRMs was presented in Section B.4 as the following:

Limited explosion relief area increase

Protective shielding on escape ways

Additional escape way

Reduction of the number of leak sources

Installation of freefall lifeboats

Removal of all weather cladding on process modules.

ocouk~kwbdE

It has been concluded through qualitative evaluation that RRM 2 and 3 are alter-
natives which may achieve the required improvement of safety on the installation.
It has further been concluded that RRM 1 and 5 are feasible but insufficient,
whereas RRM 4 and 6 are not recommended, because of severe negative effects.

www.forex-warez.com



184  Appendix B: Example, ALARP Demonstration

The question is therefore which of the RRMs 1, 2, 3 and 5 that should be deci-
ded for implementation. A cost-benefit/cost-effectiveness analysis may be helpful
in providing further insight. The cost-benefit/cost-effectiveness analysis is carried
out for RRMs 1-3, whereas it is concluded without detailed analysis that the cost
of installing freefall lifeboats is grossly disproportionate in relation to the benefits.

Table B.8. Overview of expected cost values for the decision alternatives

Investment cost | Annual operating cost
Options (million NOK) (million NOK)
0 Base case 0 0
Limited explosion relief
1 increase 2 0.05
2 Protective shielding 30 0.4
3 Additional escape way 110 0.1

Table B.9 shows that Options 2 and 3 have considerable cost levels per averted
statistical life lost (ICAF). If these values are considered in isolation in a quanti-
tative context, the value for Option 3 would usually be considered to be grossly
disproportionate in relation to the benefits, the reduction of PLL over 40 years,
whereas the value for Option 2 is on the borderline.

Table B.9. Overview of key risk and cost values for the decision alternatives

Option E[NPV] (40yrs) | APLL Cost/E(life)
s (million NOK) | (40yrs) (million NOK)
0 Base case
Limited explosion relief
1 increase 2.7 0.0 NA
2 Protective shielding 35.7 0.1 303
3 Additional escape way 111.4 0.2 473

Figure B.5 compares all risk reduction alternatives with respect to risk reduction,
expressed as FAR and impairment frequency for escape ways.

B.8 Risk Levels after Implementation of Measures

B.8.1 Measures Accepted for Implementation

Based on the evaluations and assessments reported above, the following measures
have been proposed for implementation:

1. Limited explosion relief area increase
2. Protective shielding on escape ways.
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Figure B.5. Comparison of risk reduction alternatives with respect to personnel risk

Item 1 is included because it makes good sense, and has a limited cost. Item 2 is
chosen in preference to Item 3 because it is less expensive, has a somewhat lower
ICAF value, and brings the impairment frequency for escape ways down to the
order of magnitude of 10 per year.

This proposal has been made by management and discussed with all stakehol-
ders, who have unanimously agreed that the proposal is a reasonable compromise.

B.8.2 Measures Not Accepted for Implementation

The measures not accepted for implementation should be documented explicitly, as
noted in Section B.2.1. The following is a summary of the arguments against
accepting the RRMs 3, 4, 5 and 6 in the list shown in Section B.7:

3. Additional escape way

4. Reduction of the
number of leak sources

5. Installation of freefall
lifeboats

6. Remove all weather
cladding on process
modules

This proposal is considerably more expensive
than RRM2 (protective shielding). It also has a
lower ICAF value than RRM2, and is therefore
less efficient.

This proposal is unlikely to provide as much
risk reduction as needed. There is also a signi-
ficant increase of risk during the implemen-
tation phase, due to extensive use of hot work.

This proposal does not solve the actual pro-
blem; it provides a more formalistic solution. It
is in addition very expensive.

The proposal is not in line with working envi-
ronment standards, and is not likely to reduce
the smoke problem sufficiently.

B.8.3 Residual Risk for Personnel

Table B.10 presents the resulting risk levels for personnel, which reflects the
proposed risk reduction actions as listed above.
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Table B.10. Risk values for heat shielding on escape ways

Annual impairment PLL APLL
Alternative frequency (escape ways) FAR (lyn (lyn
Base case 3.76 - 10* 4.2 0.0147
Protective shielding
and relief areas
increased 1.22 - 10* 3.4 0.0120 0.0027

B.8.4 Overall Evaluation of Risk

The overall evaluation of risk is focused on the aspects presented in Section B.2.2.
The following evaluations may be performed:

1.

Are all authority requirements satisfied?

With the proposed actions, the impairment frequency is reduced to a level
on a par with existing regulations, which implies that the protection of
escape ways corresponds to that of modern installations.

Are all internal requirements met?

All internal requirements by the operator have been met.

Is the analysed risk level on a par with that of comparable concepts/
solutions?

The risk level is presented above, and is low in general compared with
other large process installations. The FAR value is low, which reflects the
fact that the installation is part of a ‘production complex’, with bridge
connection to a separate installation for accommodation purposes.

If some requirements or practices are not met, can it be demonstrated that
the concept nevertheless does not have an increased risk level?

All requirements are satisfied.

If quantitative targets are defined, are these met with sufficient margin, in
order to allow for any later increase in analysed risk levels, without the
need for extensive changes?

It may be argued that there is no margin with respect to the limit for
impairment of escape ways. However, the installation is not in the design
phase, which makes future extensions unlikely.

Is Best Available Technology (BAT) used?

Best Available Technology would entail separating personnel completely
from fire exposure. This is certainly not possible in the case of an existing
installation and often not completely possible on a new installation either.
Have solutions been chosen with inherent safety standards?

Inherent safety would be better implemented through provision of a new
escape way; however, it is considered that this is too expensive on an exis-
ting installation.

Are there any unsolved problems or areas of concern with respect to risk
to personnel and/or working environment, or areas where these two
aspects are in conflict?
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There is no aspect which is considered unsolved with respect to personnel
risk and/or working environment. If complete removal of all weather clad-
ding had been chosen, this would have been a conflict area.

Are there any unsolved problems in relation to serious environmental
spill?

Not relevant in the present case.

Is the concept robust with respect to safety?

A new escape way would have been a more robust solution, but the heat
shielding is considered to be a reasonable compromise for an existing
installation.

Are aspects of the most recent R&D results and other new experience con-
sidered?

Not relevant in the present case.

B.9 Implementation Plan for Measures

The final step in the ALARP demonstration is the implementation plan for the
agreed risk reduction measures, as suggested in Table B.11.

Table B.11. Implementation plan for agreed risk reduction measures

1.D. Description Studied by Imple-
No. mented by
1 Limited explosion relief increase in 01.10.200X 31.12.200X

process area
2 Protective shielding on escape ways 31.12.200X 01.06.200Y
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